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MALTA 


COURT OF APPEAL (Inferior Court) 


HON. MR JUSTICE LAWRENCE MINTOFF 


 


Sitting of the 19th of November 2025 


 


Inferior Court Appeal Number 7/2025 LM 


 


Arthur Bonnici (I.D. no. 0424383) (‘the appellee’) 


vs. 


Bank of Valletta p.l.c. (C 2833) (‘the appellant’) 
 


 


The Court, 


 


Preliminary 


 


1. This is an appeal made by the respondent bank, Bank of Valletta (C 2833) 


[hereinafter ‘the respondent’, ‘the appellant’ or ‘BOV’] from the decision given on the 


24th of January, 2025, [hereinafter ‘the appealed decision’] by the Arbiter for Financial 


Services [hereinafter ‘the Arbiter’] regarding a complaint presented by the 


complainant Arthur Bonnici (I.D. no. 0424383) [hereinafter ‘the complainant’ or ‘the 


appellee’] against the respondent bank, after the Arbiter decided as follows: 
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“For the reasons explained above, the Arbiter is finding that BOV failed in its 
obligation regarding monitoring of payments made by the complainant.” 


Had it held a conversation as was proper with the complainant at some point in 
December 2022, it would have explained to him that the payments he made and 
which he wished to continue making bore the hallmark of fraud and it could 
have dissuaded him from making further payments. 


On the other hand, the complainant also had his responsibility, and it is not 
conclusive that had BOV opened a conversation with him about what lay behind 
the atypical payments he began making, he would have changed his mind. 


Therefore, the Arbiter is ordering BOV to refund part of the loss suffered by the 
complainant due to a serious deficiency in the system of payment monitoring 
on the part of the Bank, and to pay the complainant those payments made after 
the first payment of the 17th of December, 2022 (According to Table D), that is 
€24,695.82 (twenty-four thousand, six hundred and ninety-five Euro point 82) 
and this according to Article 26(3)(c)(iv) of Cap. 55. 


With interest of 3.15% (fn. 55: Marginal refinance operations (MRO) rate of the 
European Central Bank. If an appeal is made and this decision is confirmed, 
interest applies from the date of this decision) from five days after the date of 
this decision to the date of effective payment. 


Since each party had part of the blame for the loss suffered, each party bears 
its own costs. 


The Arbiter also orders BOV to properly understand the conclusion of the 
annexed Technical Notes and to see that there is the necessary investment in 
systems and training to strengthen payment monitoring and to safeguard the 
interests of consumer clients from the ruthless and cruel hunt for vulnerable 
victims by increasingly professional and creative fraudsters.” 


 


Facts 


 


2. The complainant appeared before the Arbiter after he was a victim of fraud through 


multilayered scamming, and as a consequence of this he was defrauded of the 


amount of €65,446.57 through transfers he made from the bank account he held with 


the Bank of Valletta. 
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Merits 


 


3. In his letter to the Arbiter, the complainant explained that with effect from the 10th 


of October, 2022, he was a victim of a multilayered scam operation orchestrated by 


C2cGoBuyandCoindex.best who began to promote, commercialise, distribute and sell 


fraudulent investment services with the ultimate aim of depriving their clients of their 


money by operating a cycle of theft and fraud, with the bank failing to take timely action 


when suspicious or unusual activity was identified in the complainant’s bank 


accounts. In fact, the respondent bank, in its correspondence with the complainant, 


took the position that it could do nothing more, also because the payments on the part 


of the bank were processed according to the instructions given by the client, in this 


case the complainant. The complainant said that this position of the bank indicates 


that it was failing to give attention and take responsibility regarding such a serious 


matter. Here the complainant made reference to the various directives which regulate 


electronic payments, and which place the burden of responsibility on the bank to 


ensure that situations such as these are avoided. 


 


4. The respondent bank replied that the transactions in question, which occurred 


between October 2022 and May 2023, took place after it was given legitimate 


instructions to execute them. It explained that the greater part of these transactions 


took place through the Cashlink Visa linked to the complainant, through the 3D Secure 


app, through which the bank implements the secure authentication of the consumer. 


This means that the transactions occurred with the authentication and explicit 


authorisation of the complainant, and this in line with the Second Payment Services 


Directive. He added that apart from authentication on the part of the consumer, the 


bank implements a system of ‘dynamic linking’ as listed in Commission Regulation 


(EU) 2018/389. In the proceedings before the Arbiter, the bank explained that these 


elements were all satisfied in these transactions effected by the complainant, and 


apart from this an SMS was sent to the complainant for every transaction made from 


his bank cards. The respondent bank said that despite the complainant receiving these 
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SMS notifications, he never contacted the bank to inform it that he did not wish to make 


these transactions or that he did not give consent for them. The bank added that this 


means that these transactions on the part of the complainant were made by him 


voluntarily, and he had the expectation that the bank would implement these 


instructions. The respondent bank explained that apart from the transactions with 


bank cards, the complainant made four other payments through the internet banking 


system, each one in the amount of five thousand Euro (€5,000). It said that these 


transactions were once again authenticated through a robust authentication system 


on the part of the client, and the complainant gave his consent for these transactions. 


It added that the money from the complainant’s bank accounts was transferred upon 


his express instructions, and after the complainant gave the necessary authorisations, 


and the complainant knew how much money he was transferring, who was receiving 


it, and the platform on which this money was being received. This means, the bank 


added, that the complainant was an active participant in these transactions. The 


respondent bank said that when a representative of the bank made contact with the 


complainant to inform him that these transactions were made with the 3D Secure App, 


and that this meant that the complainant knew who the receiver was for each 


transaction, and agreed with everything that was told to him. The respondent bank said 


that months after these transactions were effected, in August 2023, the complainant 


contacted the bank to inform it that he had been defrauded and that he wanted his 


money back. The respondent bank said that at this point it could only request a recall 


of funds from the beneficiary bank with regard to the four transactions that occurred 


through internet banking, but the bank also had information that the recall could not 


be done because there were not sufficient funds in the receiver’s bank account. It was 


the bank that informed the complainant to make a report to the Police about this. The 


bank also said that with regard to the transactions made on his card, the bank raised a 


complaint on each transaction with the foreign banks under the standard Card 


Scheme dispute procedure. These foreign banks informed BOV that their clients had 


provided a Cryptowallet service to the complainant, and he had accepted the terms 


and conditions of the service provided. Moreover, these transactions were 
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authenticated and authorised by the complainant himself, and therefore he was not 


entitled to any refund. The respondent bank also said that the complainant never 


indicated or made a condition that he wished to cancel the transactions, not even 


months after they were made, nor is it expected that a person would request to cancel 


a transaction which he had authorised, months after making it. The respondent bank 


said that it had legitimate instructions from the credentials and systems linked to the 


complainant, and this state of fact was never denied by the complainant himself, and 


therefore it has no obligation to refund the complainant. The bank said that the 


complainant had the freedom to decide where and with whom he wished to invest his 


money, but now he cannot expect the respondent bank to take responsibility for 


actions resulting from his choices. Moreover, the only service the bank provided was 


that it processed the payments which the complainant himself authorised, and the 


bank never gave any form of advice about the way in which the money should be 


invested, and the complainant never requested any form of advice about this. The bank 


added that it sent the money to the receiver and on the platform indicated by him, and 


once the funds were no longer in the possession of the bank, the bank had no further 


control over them. The platform on which funds are sent is one of the factors which the 


bank considers when it comes to carrying out a process of monitoring of transactions 


which it is asked to authorise, and the platform in question was a legitimate one and 


registered with the Malta Financial Services Authority. It added that in the present case 


there were no transactional anomalies with regard to the jurisdiction where the funds 


were sent, and therefore the bank had no reason to stop these transactions. It also said 


that in case the complainant has a problem about the way in which the money was 


processed by the platform it was sent to, the complainant can submit an application 


before the responsible entity, which certainly is not the bank. In fact the bank insisted 


that it is not a legitimate contradictory party in these proceedings, and the applicant’s 


requests should be aimed at the company which provided him with the CryptoWallet 


service. The respondent bank explained that the only service offered by it was that it 


provided a bank account to the complainant, with the possibility for him to transfer 


funds from this account. It added that it is for this reason that it cannot understand 
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how the complainant is confusing this basic service with the allegation that the bank 


defrauded him, particularly when the money in question was being transferred to a 


bank account which the complainant held in his name. The bank explained that it is 


not in a position to monitor financial activity on third-party platforms where the alleged 


fraud occurred, and the bank was not even aware of the conversations which the 


complainant had with third parties. The complainant himself declared that he never at 


any time had doubts about whether he was speaking with a scammer, and therefore it 


is not reasonable for the complainant to claim that the bank should have known about 


all this, when the bank only had visibility of the fact that the transactions were directed 


to a bank account which the complainant held in his name. 


 


The Appealed Decision 


 


5. The Arbiter, in his decision of the 24th of January, 2025, decided that each of the 


parties contributed to the state of fact which led to these proceedings, and therefore 


decided that the respondent bank should refund part of the sum which the 


complainant lost, in the amount of €24,695.82, and this after making the following 


considerations: 


 


“Considers: 


Preliminary Exception 


In its submissions of the 22nd of February, [2024], the Bank raised the point that 
it was not the legitimate contradictory party in this case since the payments 
which the complainant made from his account with BOV, which were approved 
by himself, went into the account he held with a licensed provider here in Malta, 
Crypto.com; and that it was from this account of another financial service 
provider that the payments were then transferred to the fraudster. 


BOV, amongst others, submitted that on its part the Bank processed the 
payments as requested by the Complainant and that if the Complainant had a 
problem how these payments were subsequently processed on third-party 
platforms, then the Complainant should seek out these third parties and not 
BOV. 


The point raised by the Bank in this regard is considered by the Arbiter as an 
aspect related to the considerations of the merits of the case. There is no doubt 
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that the various payments in question originated from the BOV account. The 
Arbiter therefore 


must consider whether there was any failure on the part of the Bank with regard 
to such payments, as alleged by the complainant, particularly on the monitoring 
of transactions. 


The Arbiter will treat and consider only the alleged failure of the Bank in the 
present case and not of any other third parties (fn. 17: The complainant made 
complaint ASF 162/2024 against third parties about which the Arbiter is issuing 
a parallel decision), and therefore, will now proceed to consider the merits. 


On the Merits 


The Arbiter must decide this case according to what, in his opinion, is 
equitable, just and reasonable in the particular circumstances and 
substantive merits of the case. 


Considerations 


General background of the fraud 


The alleged fraud involves a typical case of pig butchering scam. As emerges 
from the documents presented and information provided during the 
proceedings of this case, the Complainant initially began speaking with 
someone he did not know on Facebook. This person he was speaking with 
began to show certain interest in him and, eventually, persuaded him to start 
investing in crypto-assets under her guidance. (fn. 18: p. 97, 192) 


The interest and trust of the Complainant were gained by the fraudster through 
various messages and communications which she sent him regularly on 
messaging apps. The Complainant ended up making various payments from his 
bank account to a locally licensed crypto service provider where his money was 
converted into crypto-assets (primarily USDT) and where the crypto-assets 
were subsequently transferred by the Complainant under the guidance of the 
fraudster to external wallets (that is external crypto-asset accounts) where 
allegedly these were going to be invested. 


These payments were made over a long period of approximately seven months 
between October 2022 and May 2023 where the fraudster was always guiding 
him step by step what he should do (from the first step to open the crypto-asset 
account, the subsequent payments and transactions). 


To take back his money and the profits he was told he had made, the 
Complainant was first asked to make various other payments beforehand, 
which requests were only attempts by the fraudster to try to take more money. 
As he testified during the sitting of the 3rd of September 2024: 


‘She sent me on Telegram and told me that to be able to take my money, I had 
to pay €14,000 at once to open the account because it was as if frozen. And 
when I saw that I wanted to pay more, I put one plus one together, and I realised 
that these wanted to take more money from me’. (fn. 19: p. 193) 







Inferior Court Appeal Number 7/2025 LM 
Unofficial machine translation for reference only; the original Maltese text prevails. 


Courts of Justice Page 8 of 50 
 


The Complainant even travelled to Canada to meet the person he had been 
speaking with on Facebook and Whatsapp or Messenger (fn. 20: p. 97 and 196), 
but this was in vain and after various excuses he was blocked from all the 
contacts he had and realised that this was a scam. 


The Arbiter wishes first to note that no doubt was raised on the veracity of what 
was said by the Complainant regarding whether he was a victim of fraud. The 
Arbiter is sufficiently satisfied that there is no reasonable doubt on this aspect. 
Even on the balance of probabilities there are sufficient factors showing that it 
was indeed the case that the Complainant fell victim to a scam. 


The Arbiter took various factors in this regard where it considers, amongst 
others: the particular circumstances of the case, the testimony and evidence 
provided and the nature and credibility of the events which occurred as 
explained in this case (fn. 21: Which typically reflects a situation of pig 
butchering crypto scams which the Arbiter encountered in various previous 
cases (eg: Case ASF 158/2021) and others existing before him and which is a 
phenomenon as reported in various global media particularly in these recent 
years (eg: Footnote 56 and 57 of Case ASF 158/2021), the report made by the 
Complainant to the police dated the 31st of August 2023 (fn. 22: p. 96-100), the 
sworn testimony of the Complainant on the fraud case (fn. 23: p. 191-196); copy 
of various messages between the fraudster and the Complainant (fn. 24: p. 102-
141); the copy of bank statements showing the withdrawal of money for crypto 
(fn. 25: p. 16-21; 73-80; 93-94; 203-236); and the attempt at chargebacks and 
recalls which were made. (fn. 26: p. 197) 


All these sufficiently convincingly strengthen the thesis of fraud and that the 
complainant fell victim to it. 


The complaint and the payments in question 


During the sitting of the 3rd of September, 2024, the complainant, amongst 
others, submitted that the Bank had the duty to intervene with regard to the 
payments he was making. This is the crucial point of this complaint. The 
complainant, amongst others, testified that: 


“... I believe that if there are things coming out that are not normal as they were 
before, it is something which the bank should take care of ...”. (fn. 27: p. 194) 


“... the transactions which I myself made as I said a little while ago, were 
“inexplicable” and “suspicious”. 


Asked why I am saying they are suspicious when I made them myself and they 
went into my own account, I say they were suspicious because I, for as long as 
I have been there, there have never been the like of these. So, I imagined that 
the bank should stop me and send for me and tell me that here I have a chance 
that I am being defrauded ... 


I imagined that someone should draw my attention so that I would not continue 
with these things because I was not aware. But, as I am saying, there have never 
been transactions that happened in such a short time for as long as I have been 







Inferior Court Appeal Number 7/2025 LM 
Unofficial machine translation for reference only; the original Maltese text prevails. 


Courts of Justice Page 9 of 50 
 


with BOV. Never at all and if you check the history obviously you should notice.” 
(fn. 28: p. 195) 


This is the schedule of payments about which this complaint is being made: (fn. 
29: p. 16-21; P.55-56; P65-70 & P. 230-236): 


 


TABLE A 


 


 DATA VISA CARD 


EURO 


SEPA OnLine 


EURO 


1 26.10. 2022 1070.38  


2 08.11.2022 1063.11  


3 15.11.2022 1029.82  


4 16.11.2022 1023.89  


5 19.11.2022 1028.86  


6 19.11.2022 1027.91  


7 21.11.2022 1123.89  


8 22.11.2022 2044.39  


9 24.11.2022 2558.30  


10 29.11.2022  5000.00 


11 30.11.2022 2554.76  


12 02.12.2022 1027.53  


13 05.12.2022 2575.34  


14 05.12.2022 2557.12  


15 07.12.2022  5000.00 


16 09.12.2022 2509.96  


17 12.12.2022 2539.48  


18 15.12.2022 2508.36  


19 17.12.2022 2508.36  


20 17.12.2022 2526.52  


21 19.12.2022 2501.85  


22 02.02.2023  5000.00 


23 08.02.2023  5,000.00 


24 19.04.2023 96.91  
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 DATA VISA CARD 


EURO 


SEPA OnLine 


EURO 


25 29.04.2023 2033.99  


26 02.05.2023 25.66  


27 02.05.2023 288.61  


28 05.05.2023 2166.67  


29 09.05.2023 2283.47  


30 15.05.2023 2772.14  


 TOTAL €45,447.30 €20,000 


 


In total, a loss of €65,447.30 was incurred (fn. 30: in fact, in the complaint he 
said the loss was €65,446.57) through these payments which were all made 
from the Complainant’s Savings account with number ending in …61. 


These payments appear to have been made into an account in the name of the 
Complainant which the fraudster helped him to open with Crypto.com. It 
appears that from there this money was converted into crypto-assets which 
somehow later were transferred into an external wallet (that is not of 
Crypto.com) controlled by the fraudster. The transfers made from the 
Crypto.com account are subject to a different, though related, complaint which 
the Complainant made with the local Service Provider running Crypto.com the 
decision about which is being issued in parallel with this decision. 


When he realised he had been deceived, on the 31st of August 2023 he made a 
complaint with BOV (fn. 31: P. 39-47) where he asked the Bank to refund the 
money he had lost because he maintained that the Bank did not have the 
systems it was supposed to have to prevent him from being betrayed by the 
fraudster. 


A report was made with the police on the same day of the 31st of August 2023. 
(fn. 32: P. 96-100) 


It appears that the delay to make reports about a series of fraudulent payments 
which ended in mid-May 2023 was caused by the complainant’s attempts to 
solve the problems himself directly. He even travelled to Toronto, Canada, 
where allegedly he would meet the woman who was directing him to enter into 
the fraudsters’ trap even by adopting certain intimacy and romance in the 
exchanges they had. 


The Bank activated requests for ‘chargeback’ and recall of the fraudulent 
payments but these were not successful. Crypto.com told them that it was the 
complainant himself who gave them instructions to transfer the crypto-assets 
into an external wallet which appears to have been controlled by the fraudster, 
and therefore, they had no obligation to refund. As indicated before, the merits 
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of the case against Crypto.com is subject to another complaint about which the 
Arbiter is issuing a parallel decision. In this complaint only the alleged failure on 
the part of the Bank will be treated as stated above. 


Sittings 


In the first sitting held on the 3rd of September, 2024, the complainant testified 
and said: (fn. 33: P. 192-196): 


‘I say that I am 41 years old, and I say that I opened the account with Bank of 
Valletta when I was about twenty years old. I say I opened it when I started 
working. 


I say that today my work is car instructor. I work as self-employed. 


I say that in these twenty years I used this account for savings. I say that before 
this incident which led to the complaint, I never needed to go to BOV. 


I say that before 2022, they never sent for me to do an update of my profile. 


I say that I had two accounts. I made one for savings and another to use it. 


I say that I had saved a sum of money because I had a place with the girl I was 
with. At first I was going to buy it, then, I did not like it and she bought it and gave 
me the sum of €60,000 and I put them in the bank. I say that the bank never 
asked me where this money came from. 


I say that I met someone online and she started talking to me and after a certain 
time she started telling me that we should be together and that I should go up 
to her. Then, she started telling me to put the money in crypto. This was before 
last June, as it were when the World Cup passed. 


I started putting in the money from the 26th of October, 2022 to the 15th of May, 
2023 in small payments one after the other. I say that I was sending them into 
an account which was named after me. I was sending them into Crypto. 


I say she made me open an account with Crypto.com and she started showing 
me step by step what I should do. I say that to Crypto.com I gave them my name, 
surname, the ID Card number and 


what I do. Regarding I did not tell them how much I earn, they tell you ‘estimate’. 
I say I never presented documents. 


I say that before 2022, I never had crypto. I say I never had experience to invest 
in crypto. 


I go back to BOV, I say that I was making these payments in small amounts. The 
biggest payment I made was, between one and the other, €5,000. I say that in 
the period from October 2022 to May 2023, every time I sent money, BOV never 
stopped me. I only used to receive those messages that money is being 
withdrawn. I confirm that I had sent that money but I was under the impression 
that I was sending them into my own account because, obviously, if I was not 
sending them. 
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I say they never froze my account and never asked me where I was sending the 
money. I say that when I was making a payment, I never sent an email that I 
wanted to send money. I say there was never any intervention. When I was 
sending a payment, I don’t think I used to write why I was sending the money. I 
say that when there was the SEPA, these two of €5,000, there was “on your own 
account”. 


When I realised this was a scam, I tried to get the money back. She started 
telling me to invest and I started investing as if in arbitrage and if, for example, 
you lock the money for a week - if you, for the sake of argument, win €5,000 - 
after a week you take back the €5,000 plus another €2,000. This was on Coin 
Base. 


I say that when I realised this was a scam, I contacted this woman and told her 
that I cannot download the money, then, they sent me a message. She told me, 
“Look, talk to these.” She sent me on Telegram and told me that to be able to 
take my money, I had to pay €14,000 at once to open the account because it 
was as if frozen. And when I saw that I wanted to pay more, I put one plus one 
together, and I realised that these wanted to take more money from me. 


I say that afterwards I went to the bank and tried to speak to them to see what 
was happening. I say I went to the Police and made a report. Then, I went to the 
bank and showed them the papers that I made the report with the Police and 
they told me they could not help me. 


I say that after this episode of May 2023, after a fortnight that I went to speak 
with them and started telling them what happened and what the case was, I 
received that I should go and do an update of my account, that is my account 
was still showing that I work some job from when I was still a teenager. I never 
knew that these were supposed to do an update. If they had to do an update, 
they were supposed to tell me beforehand. 


I say I gave them the information regarding the work I do, how much I am earning 
and all these things which have to do with my life. 


I say they did not ask me anything about the transactions I made in the past 
when I put in the money from the separation with the partner I had; nor did they 
ask me about the crypto transactions. They told me that as it were these are 
normal. I say I had gone to BOV Rabat since my account is with them, Rabat. 


Cross-examination: 


It is being said that I mentioned some third person who helped me or made me 
invest. 


I say that this is so; probably it was the scammer. I say it was she who contacted 
me. 


Asked whether BOV was ever involved in any communication between us, I say 
that apart from the money being withdrawn from the bank, there was no place 
for the bank to speak between us. 
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I say no, there was no involvement of the bank in the communication. I say no, I 
did not ask the bank for advice on the investment I was going to make, but, I 
believe that if there are things coming out that are not normal as they were 
before, it is something which the bank should take care of. 


I say the bank did not influence me to invest, but, the money was withdrawn 
from the bank. I confirm that I decided to invest and the bank was not involved. 


It is being said that I mentioned various transactions in my complaint and asked 
how I approved these transactions, I say I approved them from on the card with 
the mobile; that you enter on the mobile and tell it “OK”. 


Asked whether I knew who the recipient of these payments was at that point in 
time, I say that if I had known that the money was going somewhere else, this 
obviously was not going to happen. I was under the impression, as it was 
supposed to appear, that the money was going into my crypto bank, that is, into 
an account which was supposed to be named after me. 


I had my mind at rest that these were there. And, in truth, these were appearing 
to really be there. That was the problem. I was not aware of this because if I had 
been obviously I was not going to do it. I say that as far as I was concerned they 
went into the account I indicated, as supposed. 


It is being said that in the Demand Letter I annexed with my complaint, I mention 
companies and make various allegations and I am being asked which 
companies I am referring to. 


Dr Adrian Sciberras replies to this question: 


I say the original Demand Letter I did not make it. I had engaged some firm from 
abroad who do the recovery of money and, then, I entered later into the story. 


The complainant continues to testify: 


I say that I could not find help from anywhere apart from the Police where I made 
the report, but, up to today we have not got anywhere with this report. Then, I 
had engaged a company from abroad called Money Pay Back. These had helped 
me to make that letter. 


Asked whom I am referring to when I mention the companies, I say I am referring 
to whoever committed the fraud. Asked whether I am referring to BOV, I say no, 
I am not referring to BOV. BOV is in this case as vicarious liability. Where there 
are mentioned allegations against companies, I say these are not against BOV. 


It is also being said that in this same letter I wrote that the transactions which I 
myself made as I said a little while ago, were “inexplicable” and “suspicious”. 


Asked why I am saying they are suspicious when I made them myself and they 
went into my own account, I say they were suspicious because I, for as long as 
I have been there, there have never been the like of these. So, I imagined that 
the bank should stop me and send for me and tell me that here I have a chance 
that I am being defrauded like when, for example, you receive a message where 
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they are taking some money from you or cutting some money from some 
subscription and the bank sends you “if you didn’t do it, call ...”, and you have 
the number. These at times happened to me. 


I imagined that someone should draw my attention so that I would not continue 
with these things because I was not aware. But, as I am saying, there have never 
been transactions that happened in such a short time for as long as I have been 
with BOV. Never at all and if you check the history obviously you should notice. 


Asked then whether the bank sent me SMSes for these transactions, I say 
nothing, nothing. 


Asked before I decided to invest in Crypto, how I did to access this company, I 
say, in truth, I did crypto because I was made to because I had no thought to do 
this piece of work. So much she started telling me - with whom I was speaking - 
to invest that I did it because I was as if forced. In truth, I had no reason to do it. 


Asked how I did it, whether I did some download of some app or entered into 
some website, I say she started telling me, step by step. She told me “Now I 
guide you. Send me the screenshots and I tell you step by step what you need 
to press.” 


I so much did not know what I should do, that she guided me step by step by my 
sending her the screenshots on Messenger (annexed with the complaint) and I 
had given them to the Police when I went to make the report so they would see 
how the case happened. And she guided me from there. She started telling me 
step by step what I should press and what I should fill in; and I say these things 
took time I am not saying from today to tomorrow. 


I say I made an account and gave them the details: name and surname, ID Card 
number, picture of ID Card from front and back. 


Asked before I did this, whether I read the terms and conditions of Crypto, I say 
probably I read them but you cannot say exactly. 


Asked whether BOV was mentioned in all this situation, I say I cannot imagine it 
was mentioned, I do not think so, but, if there were some things spoken about 
banks, I do not know. I say it could be, but, I am not saying that BOV. BOV is a 
bank of Malta, that is, there could have been some questions about banks, but, 
not BOV. 


Asked whether I had anywhere that this Crypto app is some service of BOV or 
that it is related in some way with BOV, I say obviously no. 


Asked whether I am familiar with the terms and conditions of BOV’s Internet 
Banking and of the card which I made to do the transactions, I say familiar when 
I use it. 
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Questions from the Arbiter to the complainant: 


I confirm that all the payments which appear in the list we referred to, which 
were made on the 22nd and 23rd those were all made into my account with 
Crypto.com. 


I confirm that four of those payments were made through online transfer and 
the others were made by card.’ 


During the first sitting, the Arbiter requested and eventually received from BOV 
a copy of the online payments (€5,000 for 4 times) (fn. 35: P. 192-196) and a copy 
of the account statement between 2020-2022 so he could see the payments 
which used to be made before this case of the complained payments arose. (fn. 
36: P. 200-202) 


In the second sitting (which was held on the 29th of October, 2024) the 
representative, Sandra Stevens of BOV, testified, who confirmed that all the 
payments made by Visa card were authorised by the complainant according to 
‘2 factor authentication’ through the 3D secure system. She testified, amongst 
others, that: 


‘I say that I am responsible for the Risk and Fraud Section of the E-Banking of 
Bank of Valletta. I have been in the Cards Section for 28 years and I have been 
occupying this role for 17 years. I am in charge of card payments and the 
questions asked to me concern card payments and not payments made by 
Payment Orders. 


I confirm that I saw the complaint [of the Complainant] particularly the 
transactions which occurred by card. 


I say the transactions were all made with 3D Secure; there was authentication 
in them, so, they are considered as low risk. They were also over a span of 6/7 
months, that is that also does not indicate that there was something suspicious 
in them. Plus that the score of these transactions on our system which we 
operate with the VISA monitoring system are scored “very low” due to the 3D 
Secure authentication. 


I say that in the case of transactions which have this “low risk score”, the 
amounts and merchants are not monitored; only the bank sends SMS to notify 
the customer that those payments were made. Again, because they are 
authenticated with 3D Secure. 


I say that every card transaction which is made where our card is used by a 
merchant which is not ours, that passes through the VISA system. The VISA 
system also has this monitoring tool that everything passes through it too. Every 
transaction is given a risk score and this risk score is worked out by the VISA 
system itself based on how many fraud reports there are on the merchant itself, 
the trend of countries, that is it is worked out automatically by the system.’ (fn. 
37: P. 237-238) 
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In cross-examination she said: 


‘Question what type of due diligence was done on [the Complainant] before 
these card payments started being affected; what due diligence was done on 
this client when he applied for the card, I say it is not in my task to reply to this 
question. 


Question whether the bank ever stopped the client to ask him whether it was he 
who was making these payments, I say I do not think so, but, if we sent many 
messages and the client reported nothing, those will be treated as genuine. If 
the message is delivered and still he reported nothing to us, the client is happy 
for us. He made the complaint at the end, when he realised. 


We, on our part, cannot stop the client and tell him, “Listen, that can be 
suspicious”. 


The Arbiter says it is not that the bank cannot but in this case it was not done. 


I say that on our part this is not done. 


The Arbiter asks the witness: 


It is being said therefore once the payment has passed through 3D Secure, the 
bank relies on the VISA system which does not give any alert that there is 
something wrong. 


I say because of the steps which transactions go through which are done with 
3D Secure authentication. 


The Arbiter says one would understand it if it were one transaction but here are 
cases where a large amount of transactions were made in a span of months and 
it would appear clear that the transactions were being made in the name of a 
merchant which is Crypto.com. 


It emerges clearly from the bank that there was a transfer from the client’s 
account with Crypto.com but Crypto.com everyone knows who they are, that 
they are people who deal in cryptocurrencies. 


Question whether therefore any alarm is triggered saying that this client is not 
the type of client who normally makes so many transfers in cryptocurrencies 
and whether the bank relies on the system of what VISA does, (example, here 
are banks in Malta which where they see a transaction with Binance, about 
which there are no nice things, they do not even do it), I say the bank does not 
limit card holders where they use their cards. 


The bank gives him the card service that he can use it where he wants according 
to the card terms, gives him the application so that with 3D Secure transactions 
can pass securely with their authentication plus it notifies him with SMS alert 
for every online transaction made. We tell the client that if it is not his to contact 
us. 


The Arbiter refers to the obligations of monitoring systems there are in PSD 2. 
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I say we do monitoring of transactions, but, if they are flagged as low risk, these 
would have passed through authentication, with 3D Secure where there are two 
steps to access them. 


Also, not every transaction made with Crypto.com is fraudulent that is the bank 
cannot say that because there is that type of transaction it is fraud and it will 
stop it or will investigate it. 


The Arbiter says then the bank does not see the transaction history of the client 
because every transaction is cleared by VISA. 


I say, again, because there was authentication repeatedly, messages 
repeatedly and we did not receive reports from the client that there is something 
wrong. 


The Arbiter insists that this complaint is not based on some fraudster who 
entered into his account or that the payments made were not made by him. The 
complaint appears to be based on a claim – good or bad – of the client that there 
was a pattern that the bank – at some point in time – almost had the obligation 
to draw attention to what the client was doing. And the bank’s defence is that 
since the payments were in his favour with Crypto.com, there was no third party 
involved because he was crediting his own account. 


Asked whether this type of transaction monitoring is done on card payments, I 
say no, we do not enter into such detail where trading or investments enter.’(fn. 
38: P. 238-239) 


Keith Vella, witness of BOV, also testified, who said: 


‘I say that I am one of the Deputy MLROs of Bank of Valletta. I have been 
occupying this position since January 2022, as well as from the beginning of this 
year, Head of AFC (Anti Financial Crime) Transaction Monitoring and Proactive 
Analysis. 


I say that I am familiar with the complaint [of the Complainant] particularly the 
transactions he is complaining about. 


I say that in these types of transactions both when the transaction will be 
transacted out of the bank and into the bank from other banks and financial 
institutions, the transaction before it enters or leaves from our account or enters 
from our BOV account, transaction monitoring is done at a pre-transaction 
level: either before the transaction leaves from our account to another bank or 
other financial institution or else before it enters from another financial 
institution into our clients’ account, that is before it is credited or debited. 


In this case, the four transactions made by 24/7 were debited from our client’s 
account and were going to go into our client’s account as well but with another 
institution. 


In this case, two of these transactions which left from our bank went to 
OpenPayd Financial Services Malta Limited (which is a company registered 
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here in Malta) and two other transactions went into a financial institution in 
Lithuania, Transactive Systems UAB. 


In this case, before the transaction left, screening of the payment details is 
done, of the beneficiary, which in this case was also our client but with another 
institution; screening is also done for which country that transaction is going to 
– in this case they were Malta and Lithuania. And a check is also done vis-à-vis 
the country for the threshold or amount which is fixed based on the Risk-Based 
Approach. 


Screening is also done, apart from the bank details, of the bank where the 
money is also going and in this case they were OpenPayd Financial Services 
Malta Limited and Transactive Systems UAB. 


Basically that is the type of screening done. This screening is done through a 
system – in this case, the transactions passed through SEPA – and the system 
used for SEPA payments has what are called Watchlists. 


These Watchlists are given to us or are downloaded through a contract with 
reputable institutions which in these Watchlists (which are also publicly 
available), in many of them there are entities, both natural persons and legal 
persons listed in them, who can be associated with certain offenses of financial 
crime or, for example, persons or entities linked with certain crimes. And, 
therefore, in this case, the beneficiary, who certainly was also our client, was 
screened vis-à-vis these Watchlists as well. I say that the name [the 
Complainant] was not found in any Watchlist and, obviously, the payment 
continued. 


Apart from this, if we look at the transaction activity of the client, there are 
amounts which exceed those €5,000 per payment which went from his account 
with BOV to another account of his with BOV as well. But to make those types 
of transactions, the same procedure is used to make a transfer from our bank 
to another financial institution. 


There as well it is showing the client’s versatility with the client’s 24/7 system 
with BOV. 


The Arbiter wishes to request clarification. He says that in the first sitting it 
seems to him that it was established, if he understood well, that these four 
payments which were not made by card but were made by online transfer, were 
all in favour of Crypto.com. 


[The Complainant] and Dr Adrian Sciberras confirm that this is correct. 


The Arbiter says he requested a copy of these Payment Orders which the bank 
sent him together with the client’s account from a time before. 


Now, Mr Vella is saying that this Crypto.com does not appear mentioned 
anywhere in them, but they were made through a payment institution which is 
OpenPayd or someone else that Crypto.com perhaps had an account with 
them. 
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The Arbiter draws attention to the fact that Crypto.com does not appear in any 
way in these payment transactions as the ultimate beneficiary where the client 
had an account and he says that the client does not have an account with 
OpenPayd nor with the institution in Lithuania. 


The Arbiter says that in the copy of the transactions he is not seeing exactly who 
the beneficiary is. 


Keith Vella replies: 


Crypto can have its accounts in various financial institutions where it can have 
accounts. As we are seeing in this case, it probably has accounts with a 
financial institution in Malta which is OpenPayd Financial Services Malta 
Limited and another account with Transactive Systems UAB. The Wallet is in the 
client’s name. In this case, it is in our client’s name, [the Complainant]. 


To continue to strengthen what I am saying, the client also told us in his 
complaint that the transactions which passed all appeared in his Crypto.com 
Wallet, that is those are Crypto.com accounts in various financial institutions. I 
say this is a normal thing they do. The Arbiter says that, therefore, although the 
name of Crypto.com does not result anywhere from the documents sent by the 
bank, Crypto.com is the holder of that IBAN number which is quoted in the 
Payment Order. 


Keith Vella replies: 


Exactly, because otherwise they would not appear in the client’s Crypto.com 
Wallet which he also sent us a screenshot of in his complaint. 


Dr Adrian Sciberras, for the complainant, says that everything the Mr Sandra 
Stevens and Keith Vella said is all true and no one is denying it. 


Dr Adrian Sciberras wishes to ask what type of due diligence was done on this 
client and when it was done last. 


Keith Vella replies: 


I say due diligence is done periodically according to the Implementing 
Procedures which we follow as a financial institution and subject persons. 


As we can say, according to the IPs you have clients who are risk-rated low, 
medium and high. Now, according to the client’s risk rating – which that is 
something internal and sensitive that I cannot say here the client’s risk rating – 
the client’s due diligence is done periodically according to that risk rating. 


As well, last year and before, the bank was going through a whole process where 
what they call Remediation was being done (which was also public) where 
basically every client of the bank was being spoken to by the bank so their 
profile would be updated – part of the Remediation and due diligence done of 
clients. 


Asked when the last due diligence was done on the client before the 
transactions were made in October 2022 and what we did after this incident 
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happened, I say I was not prepared for this question; we have I don’t know how 
many clients and surely I am not going to tell you when it was, on the fly, the last 
due diligence; surely I cannot. 


I say we can check which branch did the due diligence update for him. I say the 
client is supposed to know when the last due diligence was done because the 
bank necessarily must contact the client for certain documentation. 


The Arbiter requests the bank to send the precise dates when the last due 
diligence [of the Complainant] was done. 


Asked what the bank does in general when it sees these types of transactions, 
whether it lets them through or whether it stops them, I say I already spoke how 
the process is done: if they were not suspicious, they do not have a reason to be 
stopped. God forbid that we ask for every transaction made of €1,000, of 
€2,000. If we were to ask for every transaction made, we would be breaking the 
Implementing Procedures ourselves, which necessarily we must follow. If we 
were not following the Risk-Based Approach that we cannot not follow. 


The Arbiter asks whether the bank’s monitoring system when it saw all these 
transactions passing - which surely were not being made before - at some point 
in time triggers an alarm that one should ask the client something whether he 
knows what he is doing although the money is going into his own account since 
everyone knows what Crypto.com does and that the client is a retail investor. 


I say if we take all those things I mentioned as a process, on a Risk Based 
Approach, even seeing them in conglomerate, perhaps for the client 66K is a lot 
and it can be that for normal clients (the normal clientele of the bank) it is a large 
amount. But you must see the period and you must also see how the 
transactions that were passing escalated. 


We remember that the transactions by card were €1,000 something, €1,000 
something, that is they were recurrent – there was recurrency. There was 
nothing that suddenly I am not doing anything suddenly, then, I passed €20,000 
at once, for example, to Crypto.com. 


Apart from this, the bank’s systems we are always seeing how we improve them. 
Obviously, to see this effect on a number of transactions, the system would 
need to be operated with Machine Learning and AI which the bank is also 
investing in. 


You tell me with Machine Learning and AI these transactions will be stopped? 
According to the client’s profile. If we are seeing €1,000, €1,000 – the amounts 
are really low to say that there was a spike out of the blue to Crypto.com. 


We also do not forget that these Crypto platforms are licensed, reputable; and 
not that the transaction is being sent to some platform not so mentioned. 
Crypto.com is also licensed in Malta and has the licence from MFSA. 


All in all, everything must be taken into consideration. 
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Asked whether I or my team ever stopped [the Complainant] on any transaction, 
I say my team can never stop clients because otherwise we would be tipping 
off, that is we would be breaking the law ourselves. 


It is being said that the witness before me testified about card. Asked whether 
on payment there is another department, I say the monitoring system is under 
the cap of the MLRO. If any transaction or set of transactions is held and we 
need supporting documentation, we cannot go to the client ourselves because 
we would be breaking the law.’ (fn. 39: P. 240-244) 


Analysis and considerations 


This is amongst the first cases from a series of complaints which the Arbiter has 
before him made by local people regarding fraudulent payment schemes with a 
system known as ‘pig butchering’ which professional fraudsters with enormous 
creativity are operating to enrich themselves at the expense of consumers. 


With this decision, the Arbiter is publishing Technical Notes about what ‘pig 
butchering’ is and explains what are considered the obligations of banks and 
other licensed financial institutions to protect clients, especially those 
vulnerable from this type of fraud. This so that banks and licensed financial 
institutions adhere to the obligations they have and understand the 
consequences which can apply if they fail to do this. 


These Technical Notes are also being published on the OAFS website for 
general information, not only of the parties in this complaint. 


The principal merit of this complaint essentially is whether the Bank acted 
according to the obligations it has regarding the monitoring of payments made 
by its clients. 


In the Technical Notes which the Arbiter issued previously regarding fraudulent 
payments it was declared as follows: (fn. 40: The Technical Note issued in 
December 2023 (updated Nov. 2024) entitled “Model for the allocation of 
responsibility between Payment Service Providers (PSP) and Payment Service 
Users (PSU) in case of fraudulent payment scams”). 


‘PSP (Payment Service Providers) are obliged to have effective payment 
surveillance systems to protect the PSU (Payment Service User) from 
fraudulent payments. Commission Delegated Regulation (EU) 2018/389 of 27 
November 2017 establishes regulatory technical standards for strong customer 
authentication and open communication standards, and supplements 
Directive (EU) 2015/2366. 


This provides in article 2(1) that: 


“Payment service providers shall have in place mechanisms that enable 
them to monitor transactions and to detect unauthorised or fraudulent 
payment transactions ... These mechanisms shall be based on the analysis 
of payment transactions, while taking into account elements which are 
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typical of the payment service user in the circumstances of normal use of 
the personalised security credentials.’ 


Article 2(2) provides that the following risk-based factors shall be considered in 
the mechanisms which monitor transactions: 


1. Lists of compromised or stolen authentication elements; 


2. The amount of each payment transaction; 


3. Known fraud scenarios in the provision of payment services; 


4. Signs of malware infection in any session of the authentication 
procedure; 


5. In case the access device or software is provided by the 
payment service provider, a log of the use of the access device or 
software provided to the payment service user and abnormal use 
of the access device or software. 


It was clarified that the obligation of surveillance of payment mechanisms 
should not be “real-time risk surveillance” and usually takes place “after” the 
execution of the payment transaction. It has not yet been defined how long after, 
but obviously for any real value of such mechanisms, the difference between 
the real time of payment and that of effective surveillance should not be too 
much. 


Moreover, article 68(2) of PSD2 authorises a PSP to block a payment: 


“If agreed in the framework contract, the payment service provider may 
reserve the right to block the use of the payment instrument for objectively 
justifiable reasons related to the security of the payment instrument, the 
suspicion of unauthorised or fraudulent use of the payment instrument or, 
in the case of a payment instrument with a credit line, significantly 
increased risk that the payer may be unable to fulfil his liability to pay.” 


It is clear that these are serious obligations on a bank like BOV to properly 
monitor the payments being made by its clients and to be attentive to any 
serious hint that the payments, although being authorised by the client, may 
contain signs of fraud where the client ends up a victim of professional 
fraudsters. 


It is equally clear that the obligations of monitoring go much further than 
checking individual payments, but consideration must be given to a series of 
payments being made in the background of whatever is the normal history of 
payments which used to be made by the client concerned. 


Thus, in this case, it results clearly that certain payments made by the 
Complainant in the period between October 2022 and May 2023 were 
completely anomalous from how the account used to operate before, 
according to the statements presented which go back to the beginning of the 
year 2020. (fn. 41: P. 203-236) 
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During the years 2020 and 2021, and until the complained payments began in 
October 2022, the payments which used to be made from the account 
concerned were small payments even if frequent. The highest payments were 
of €1,000 (29.07.2020), €1,000 (15.10.2020), €2,000 (30.11.2020), €3,000 
(05.10.2021) which were all transfers to another account which the 
Complainant held with BOV itself ending in digits … 59 and which, therefore, did 
not mark any risk of fraud. 


For the rest, the other payments were small amounts, all under €500, the 
greater part representing withdrawal of cash money from ATM, point of sale 
purchases and automated transfers. 


To arrive at the judgment about the anomaly of the complained payments with 
the history of the Complainant’s account, the Arbiter is also listing in Table B the 
criteria which inspire him. 


Table B 


Criteria considered to determine whether the payments in question were 
anomalous and ‘out-of-character’ in the context of the consumer’s profile and 
his typical transactions 


 


Basic criterion Particular information emerging from 
the case 


(a) Consumer’s profile 


 


The complainant was 39/40 years old 
when the payments occurred and he is 
self-employed as a car instructor. The 
complainant had been for many years 
(more than 15 years since 2007) as a 
client of the bank. (fn. 42: P. 192 and 252) 
He had a declared income of around 
€25,000.(fn. 43: P. 270 and 271) 


(b) The amount and size of 
the transaction (as 
compared with the average 
transaction amount and the 
total amount of the account 
and/or monthly income) 


 


The amounts were individually larger than 
those which used to be made but not 
significantly. 


Each payment issued from the Bank for 
crypto-assets varied around 64% - 162% 
(of the net monthly salary of €1,592 
according to the last payslip of March 
2019 presented). (fn. 44: P. 274: E.g. 
€1,027 is 64% of €1,592; €2,572 is 162% 
of €1,592) The other SEPA payments 
made of €5,000 were 314% of the net 
salary based on such payslip. 
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Basic criterion Particular information emerging from 
the case 


By the end of November 2022, the 
transactions in crypto-assets (for the 
cumulative amount of €19,525) already 
consisted of more than 77% of the 
complainant’s indicated annual gross 
salary. (fn. 45: Payments for crypto-
assets from 26.10.2022 to 30.11.2022 
reached €19,525 (that is 77% of the salary 
€25,330 indicated in 2019) – P. 270) 


By mid-December 2022, these payments 
globally reached €38,243, that is 150% of 
the complainant’s indicated annual gross 
salary. 


By the end of December 2022, these 
payments globally reached €45,780, that 
is almost double (180%) of the 
complainant’s indicated annual gross 
salary. 


(c) The frequency, time and 
trend of similar or the same 
transactions; 


 


Anomalous with the account history as 
already described a little before in this 
Table. 


Twenty payments for crypto-assets over 
two months, with an average of ten in the 
month which were made in November 
and December 2022. These very frequent 
payments many of them were being 
made with a frequency of between one 
day or three days between them. 


(d) The cumulative amount 
resulting from similar or the 
same transactions (as 
compared with the average 
transaction amount and the 
total amount of the account; 


 


The accumulation of payments was very 
anomalous from those which used to be 
made before especially in the frequency 
and in the accumulation of amount over a 
period of 7 months. While individually, the 
payments were not for amounts requiring 
any special authorisation from before to 
be made, their accumulation was very 
suspicious as also indicated above. 


(e) The purpose of the 
transaction 


The purpose of the payments was a very 
clear one, to make an investment in 
crypto-assets. Crypto.com is licensed by 
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Basic criterion Particular information emerging from 
the case 


 MFSA as a Virtual Asset Service Provider 
(VASP) and therefore it should have been 
clear to BOV what was the purpose of the 
transfers being made. 


(f) The recipient of the 
transaction 


 


Crypto.com is licensed by MFSA as a 
Virtual Asset Service Provider (VASP) and 
therefore it should have been clear to 
BOV what was the purpose of the 
transfers being made. 


(g) Relevant and material 
public warnings about the 
recipient 


 


The recipient was Crypto.com which was 
operating according to the licence it held 
as a VASP. But various public warnings 
were made that investments in crypto are 
speculative and about the risk of 
fraudulent activities in this sector. (fn. 46: 
https://www.esma/Europa.eu/sites/defa
ult/files/lirary/esa_2022_15_joint_esas_
warning_n-crypto-assets.pdf; 
https:///www.eiopa.Europa.eu/documen
t-library/other-documents/crypto-
assets-esas-remind-consumers-about-
risks.en) 


This one must also see it in the context of 
a retail client without experience in the 
sector. 


(h) Other inconsistencies or 
exceptional nature of the 
transaction or series of 
transactions as compared 
with the previous operation 
of the account 


 


As already explained that the 
accumulation, frequency and purpose of 
the complained payments were 
completely anomalous from how the 
Complainant’s account used to operate 
before this bitter experience began. 


 


 


Although the criteria mentioned above are indicated and were gathered 
together in the Technical Note which the Arbiter is issuing with this 
decision, these criteria are not some new or onerous aspects which a bank 
takes or had to take to adequately fulfil its obligation of monitoring of 
clients’ payments. 
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Many of these criteria the bank will already have information about them in 
its systems and some others can be gathered when intervention is timely 
and necessary as part of the bank’s operation on such monitoring 
obligations. 


It is the opinion of the Arbiter that these payments of the Complainant were 
so anomalous that it was necessary that the Bank somewhere during the 
course of these payments should have intervened to have a serious 
conversation with the Complainant to understand whether it could be the 
case that the Complainant was being manipulated by fraudsters. 


The Arbiter notes the Bank’s defence where the Bank insisted that it did 
monitoring on each transaction. (fn. 47: E.g. Para. 26 of the Bank’s reply, P. 153) 


Adequate transaction monitoring is not done on, and does not take 
cognisance of one transaction only but also amongst them of the general 
operation of the client’s account and the series of transactions being made 
on the same account. 


In this case it was very clear, and the Bank was amply aware, that the 
Complainant was making many payments from his account all for the 
purpose and related to crypto-assets – the description on the Bank’s own 
statement of payments by VISA card are in fact described as payments ‘POS 
CRO-Internet’ or ‘POS crypto.com’ where they clearly indicate the intention to 
have transactions in crypto-assets. (fn. 48: P. 230-236) 


These transactions (thirty in all where the majority of them, twenty, were made 
over two months only) were being made frequently, many of them in a time of 
few days only as emerges from Table A. 


It was also clear that, systematically, the Complainant’s account was being 
depleted with various transactions in crypto-assets where although each 
individual payment was not so high in itself and when taken alone, but 
cumulatively and collectively, it was a very substantial one since it reflected or 
well exceeded the basic monthly salary of the Complainant. 


At a certain point all these payments related to crypto-assets even exceeded 
the total of the entire year’s gross salary of the Complainant, even considerably. 


Despite this, and despite the Bank knowing about certain danger particularly of 
scams related to crypto-assets, the Bank did not intervene and relied on the 
excuse that the payments were made by the Complainant himself and were 
going to another licensed entity on crypto-assets. This however does not 
exonerate the obligation which the Bank had to intervene in time when there 
were these red flags and all these indications of possibility of fraud due to the 
way in which the account was being operated. 


Even more so, when the Bank was supposed to know that although the 
payments were initially being made to a licensed Provider on crypto-assets, 
these types of Providers at that time did not have safeguards and obligations on 
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payment monitoring as are applicable on banks and other financial institutions 
subject to PSD2. 


Therefore, one reasonably cannot agree with the Bank’s submission that ‘There 
were no “unusual or suspicious activity”, “obvious dangers” or “out of pattern 
transactions” as alleged ...’. (fn. 49: P. 153) 


For the reasons explained, the Arbiter considers that the complained payments 
were anomalous when compared with the history of the accounts, and that it 
was necessary that the Bank somewhere during the course of these payments 
should have intervened to have a serious conversation with the Complainant to 
understand whether it could be the case that the Complainant was being 
manipulated by fraudsters. 


The Bank has, or is supposed to have, experience of what is happening around 
us where professional and increasingly creative fraudsters, are leaving behind 
them a series of victims of vulnerable consumers who are manipulated with 
false promises of easy and quick profit. 


At which point the Bank was duty-bound to have sufficient suspicion to open a 
discussion with the Complainant about the possibility of fraud is a subjective 
argument. 


The Arbiter feels it would be fair to conclude that this point should have been 
reached at least at some point in December 2022 when these payments had 
already been made: 


 
TABLE C 


 


Date 
VISA CARD 


EURO 


SEPA 
OnLine 


EURO 


26.10. 2022 1070.38  


08.11.2022 1063.11  


15.11.2022 1029.82  


16.11.2022 1023.89  


19.11.2022 1028.86  


19.11.2022 1027.91  


21.11.2022 1123.89  


22.11.2022 2044.39  


24.11.2022 2558.30  


29.11.2022  5,000 
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Date 
VISA CARD 


EURO 


SEPA 
OnLine 


EURO 


30.11.2022 2554.76  


02.12.2022 1027.53  


05.12.2022 2575.34  


05.12.2022 2557.12  


07.12.2022  5,000 


09.12.2022 2509.96  


12.12.2022 2539.48  


15.12.2022 2508.36  


17.12.2022 2508.36  


TOTAL €30,751.46 €10,000.00 


 


Nineteen payments had already been made of which 17 were made by card and 
2 through SEPA online transfer for the value of over €40,000. Of these, 11 
payments were for an amount of more than two thousand euro the like of which 
the Complainant had never made, and were made in a short period of around a 
month and a half between the 26th of October 2022 and the 17th of December 
2022. 


The payments made by VISA Card were all clearly being transferred to 
Crypto.com which the Bank without doubt knows are a Virtual Asset Services 
Provider (VASP) and which are also licensed in Malta for certain types of 
transactions. 


The payments which were made SEPA online did not show that they were going 
to Crypto.com but, in this case, it was also clear that the client had never made 
a payment of this type nor to those types of beneficiaries (which were other 
financial institutions) as indicated in the sitting of the 29th of October 2024. (fn. 
50: P. 240) 


For this purpose, the Arbiter is exempting BOV from any blame regarding these 
first payments which reached to be made up to the first payment of the 17th of 
December 2022. 


But, from there onwards, there is a solid argument that the Bank failed in its 
duties under the obligations of payment monitoring according to PSD 2 and, 
therefore, must bear the loss which the Complainant suffered regarding the 
other payments from the second payment of the 17th of December 2022 
onwards, that is: 
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TABLE D 


 


 VISA 


CARD 


EURO 


SEPA OnLine 


EURO 


17.12.2022 2526.52  


19.12.2022 2501.85  


02.02.2023  5000.00 


08.02.2023  5,000.00 


19.04.2023 96.91  


29.04.2023 2033.99  


02.05.2023 25.66  


02.05.2023 288.61  


05.05.2023 2166.67  


09.05.2023 2283.47  


15.05.2023 2772.14  


TOTAL €14,695.82 €10,000 


 


 


The Bank’s defence that it should not bear this blame is based on the argument 
that since the payments were in favour of the Complainant himself in the 
account he held with Crypto.com, and that therefore there were no payments 
to third parties, the Bank had no obligation to be asking the Complainant what 
he is doing with his money. 


This defence goes to a certain point but, then, falls apart. And this point the 
Arbiter considers was reached by the 17th of December, 2022. The Bank knew 
that the Complainant was not a professional client who normally invests (or 
speculates) in crypto-assets, and knew where the money was going because it 
knew what the function of Crypto.com is. 


It should have emerged from the Complainant’s profile his limitations and lack 
of experience in this sector and that he had never made this type of 
transactions. And, therefore, after those payments material to the Complainant 
which continued passing regularly and systematically in December 2022, it is 
considered that the Bank had no stone to shelter behind when it ignored the fact 
that the Complainant was making payments which were not according to the 
profile of a retail client. 
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The other argument, which could mitigate BOV’s blame, is that the client was so 
dominated by the fraudster, and had built so much verbal intimacy of the type 
used in romance scams, that even if the Bank had warned the client that it was 
seeing a risk of fraud in the payments he was making, he would still have 
continued with them. The fact that the Complainant remained three and a half 
months from the last payment without reporting and, in the meantime, even 
went to Canada to meet the fraudster woman (or the person) who was 
manipulating him, supports the Bank’s defence in this sense. 


The Arbiter understands this argument and, therefore, feels that the 
Complainant should bear all the loss of payments made before up to that point 
mentioned in December 2022. 


But, after this date, especially when he went to make the second similar 
payment on the 17th of December 2022, there the obligation should have been 
triggered that the Bank before passing these payments, should open a proper 
conversation with the client to see whether it was a case raising suspicion of 
manipulation of the client by the fraudster. 


Final observations 


While it is neither expected nor should it be that a bank intervenes in every 
payment, one however cannot not consider that there are certain reasonable 
and justifiable circumstances where the bank has the obligation and duty to 
intervene in time. Particularly this is the case, for example, when there is some 
material payment or sequence of payments which is or are anomalous. 


In this case in question, it emerged that there were certain failures on the part 
of the Bank as amply explained above. 


With basic and general questions which the Bank’s representatives could easily 
have made, it should have from the first and easily emerged that all these 
material transactions which the Complainant was making in crypto-assets 
were in rather suspicious circumstances. The Bank should have escalated and 
increased its inquiry to understand how a retail client was making so many 
regular investments in crypto. 


While the Bank reasonably was neither expected to do due diligence on the 
integrity of the parties which the Complainant was dealing with nor much 
less to give advice to the Complainant about investments, it is considered 
however that according to the obligations of payment monitoring, the Bank 
should have intervened where, amongst others, it could: 


i. ask the Complainant the nature of the payments and to whom 
effectively these were going to be made; 


ii. ask certain basic and simple questions and draw the Complainant’s 
attention to certain aspects and ‘red flags’ which were emerging. Certain 
questions which could have been asked or aspects which could have 
been raised with the Complainant are, for example: 
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- how he came to know about this trader; 


- whether he ever met the trader personally; 


- whether he checked and verified with the financial services 
regulator that the trader is really licensed to provide the service 
offered; 


- whether he ever made this type of transactions before. 


These aspects would have continued to increase the red flags and support the 
probability of a scam, where the Bank therefore should have drawn the 
consumer’s attention: 


- that there are various sophisticated fraudulent schemes 
involving the type of transactions he was doing/going to do and 
the importance of being attentive and verifying things well so as 
not to be deceived; 


- encourage him to be cautious and speak with someone 
professional and licensed locally who could guide him due to 
certain red flags which emerged regarding the transactions he 
made and wished to continue making and their particular 
circumstances. 


The Arbiter, finally, wishes to observe that Article 19(3) of the Act regarding the 
functions and powers of the Arbiter for Financial Services, provides the 
following: 


‘(3) In the discharge of his functions under subarticle (1), the Arbiter 
shall: 


… 


(c) consider and take account, in that manner and insofar as he deems 
appropriate, of applicable and relevant laws, rules and regulations, 
particularly those regulating the conduct of a service provider, including 
guidelines issued by national and European Union supervisory 
authorities, the practice followed in financial sectors and the reasonable 
and legitimate expectations 


of consumers and this with reference to the time when it is alleged that 
the facts which gave rise to the complaint occurred; 


…’. 


The Arbiter has already treated above the regulatory field and will also 
proceed to make certain other observations. 


On the part of practice followed in financial sectors, the Arbiter observes 
that the concept and expectation that a bank exercises certain caution 
and intervenes adequately in anomalous transactions and which are 
‘out-of-character’, is not some new concept. 
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Although the practice is not necessarily the same in every jurisdiction, 
the Arbiter considers that practice of banks cannot be ignored, for 
example, in reputable jurisdictions in the financial sector such as that of 
the United Kingdom, which place the protection of the consumer’s 
interest forward. 


There are, for example, quite a number of decisions from the English 
Financial Ombudsman (FSO) which go back on this aspect since the 
year 2022. (fn. 51: Cases “DRN3563742” and “DRN-4549050” decided 
by the English Financial Ombudsman in the years 2022, 2023 and 2024 
respectively – https://www.financialombudsman.org.uk/decision/DRN-
3563742.pdf, https://www.finacialombudsman.org.uk/decision/DRN-
3670635.pdf, 
https://www.financialombudsmann.org.uk/decision/DRN-
4549050.pdf). A common theme emerging from these decisions, in fact, 
is that: 


‘There are circumstances in which a bank should make 
additional checks before processing a payment, or in some 
cases, decline to make a payment altogether, to help protect its 
customers from the possibility of financial harm’. 


In cases of fraud from scams about payments, the FSO generally protects the 
consumer when some financial institution in the United Kingdom allows 
payments to be made from inexperienced investors to some crypto exchange 
or platforms on crypto-assets. Thus, for example, they said: 


‘We thought the spending on Marta’s account was very unusual 
for her and – after the first few payments – the pattern of transfers 
from her account should have caused the bank some concern 
meaning that it ought to have intervened. We thought that if the 
bank had asked Marta about the transactions she would have 
told it what she was doing. Even though the payments went to a 
crypto account in her own name, we felt that the bank was 
sufficiently aware of the common features of this kind of scam 
and should have warned about the risk of being scammed and 
the need for her to make further enquires at this point. 


As Marta’s circumstances had many of the hallmarks of a 
cryptocurrency scam and taking into account what we learnt 
about Marta through the course of the complaint, we thought a 
conversation would have made a difference and would, more 
likely than not, have prevented further loss. 


In deciding fair compensation, we also considered it would be fair 
for Marta to bear any additional responsibility for what happened. 
However, as we thought the trading platform and 
correspondence with the fraudsters was very convincing, we 
decided against that on the facts of this case. So we asked the 
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bank to refund all the transactions which took place after the 
point we thought it should have intervened.’ (fn. 52: 
https://www.financial.ombudsman.org.uk/decisions-case-
studies/consumer-contacts-us-complain-cryptocurrency-
investment-scam). 


The Arbiter also recognises the reasonable and legitimate expectations of the 
consumer as is also required by law. The Complainant expected that his Bank 
should have taken sufficient measures to protect him as a consumer from 
fraudulent transactions. 


The Arbiter, in his decision, will not take into consideration the argument that 
BOV did not have an updated profile about the client while the complained 
payments were being made. 


The last update of the Complainant’s profile (‘due diligence’) before the 
complained case happened was in April 2019, which took cognisance of the 
income declared for tax in 2018, and where the Complainant declared that 
income in the account concerned was going to be less than €12,000 and 
income declared for tax of around €25,000. (fn. 53: P. 267-274 ///(Doc.K) 


It is well known that BOV already bore substantial administrative penalties from 
the FIAU for this failure. (fn. 54: 
https://fiaumalta.org/app/uploads/2021/12/Publication-Notice-
17122021.pdf). BOV made no defence that the Complainant was some 
experienced investor who mitigates the Bank’s responsibility. 


 


The Appeal 


 


6. The appellant bank presented its appeal application on the 13th of February, 2025, 


where it requested this Court to: 


“... accept the grievances or any of them, and revoke and annul the arbitral 


decision of the 24th of January, 2025 in the names premised in its entirety.” 


 


7. The appellant based its appeal application on two grievances: (i) the Arbiter decided 


wrongly and not according to law, when he ordered the appellant bank to refund part 


of the loss suffered by the appellee complainant ‘due to a serious deficiency in the 


payment monitoring system on the part of the bank’, and added that the Arbiter did not 


understand the purpose of the law he applied in his decision, because the bank had 


no obligation according to law to do what the Arbiter concluded the bank should have 
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done; and (ii) the lack of nexus between the alleged breach of the alleged obligation of 


the bank, and the loss suffered by the appellee complainant. 


 


8. The appellee replied by saying, that while he never contested that these transactions 


were made by him voluntarily, nor did he allege that it was the bank which committed 


fraud, nevertheless his position is that the bank should have implemented proactive 


and reasonable measures to reduce the possibility of fraud like this. He also says that 


this action should not be limited to action after fraud occurs, but should include 


continuous prevention. 


 


Considerations of this Court 


 


9. This Court will proceed to consider the grievances being raised by the appellant with 


regard to the appealed decision, and this in light of the submissions of the appellee, 


and the Arbiter’s decision. 


 


The First Grievance: [The Arbiter decided wrongly when he concluded that the bank 


should refund part of the loss suffered by the appellee, because 


the bank had no obligation to do what the Arbiter ordered it to 


do] 


 


10. The appellant bank explains the chronology of facts which led to the present 


appeal. It says that between October 2022 and May 2023, that is over a span of eight 


months, the appellee made various payments from his account with BOV, where the 


total amount transferred was €65,446.47. These payments were all made with 


Cashlink Visa from BOV’s app, the 3D Secure App, and this means that for every 


payment made, the appellee was asked to confirm, through this app that he wanted to 


make the payment in the respective amount indicated. This means that the appellee 


knew, for every payment, how much he was paying and to whom he was paying.  The 


appellant said that after every payment through Cashlink Visa, the appellee received 
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an SMS message, which indicated to him the payment that was made, the amount and 


the receiver, and that if he did not want to make that payment, he should contact the 


bank. The appellee never indicated that he did not want to make these payments, so 


much so that the transactions in question were made over a span of eight whole 


months. The appellant also says that four of the payments, of €5,000 each, were made 


from the appellee’s internet banking. It also results that the appellee engaged in 


conversations with a woman who began to show romantic interest in him, and it was 


she who enticed the appellee to start investing in crypto-assets, and who began to 


offer him assistance so he could open these accounts. The appellant explains that the 


appellee opened an account in his name with crypto.com, which is an app of the 


company Foris Dax MT Limited, which is licensed by MFSA. The appellee used to send 


money to crypto.com to buy crypto-assets in an account which was opened in his 


name and upon his instructions, and in fact these assets were bought, and the 


appellee was the legitimate owner of them. The appellant said that it resulted that the 


person who was enticing the appellee to invest in crypto, was a fraudster, and she 


began to encourage him to transfer his crypto-assets into an external wallet which was 


controlled by her. It was the appellee who gave instructions for the crypto-assets to be 


transferred into this wallet. When the appellee wanted to take back his assets, he was 


asked to make a payment of €14,000 to open or unblock his account, and it was here 


that he realised he was being defrauded. The appellant says that the appellee was also 


clear in his admission that the bank did not commit any fraud against him. He says that 


it was only the appellee who had full visibility of what was happening, but despite this 


he claimed that the bank should have drawn his attention so he would not continue 


with what he was doing. The appellant explains that it was only involved when the 


appellee gave it instructions to transfer money from his bank account to buy the 


crypto-assets, and that had the appellee not been deceived, these assets would have 


remained his. The appellant adds that there was nothing it could do to stop the 


appellee, except not to let him use his money, and in this way the bank would have 


been breaking its obligations arising from the contract between the bank and the 


client, and from the law. 







Inferior Court Appeal Number 7/2025 LM 
Unofficial machine translation for reference only; the original Maltese text prevails. 


Courts of Justice Page 36 of 50 
 


11. The appellee says that while it may be true that the bank was not aware of the 


personal relationship he had with the third person who was the individual behind the 


fraud, this does not mean that the bank did not have the means or obligation to identify 


suspicious circumstances. He says that despite the principal obligation of the bank 


being to effect payments upon request of its clients, this brings with it ancillary 


obligations, amongst them the need to keep the clients’ profiles updated and relevant, 


and to execute transactions only when satisfied not only that the instructions were 


given voluntarily and directly by the client, but also that these conform with the 


financial characteristics of the same client. He says that the bank’s responsibility is 


not limited only to the transfer of funds upon request of the client, but such 


relationship also requires a high level of diligence and attention to the client’s financial 


security. He also says that he always confirmed with the bank that his annual salary 


does not exceed twelve thousand Euro (€12,000), except for one instance where he 


confirmed an annual income of around €25,333. He says the bank failed to implement 


continuous monitoring as required by its regulatory obligations, and this led to his 


profile remaining not updated, and that it was only after he informed the bank that he 


had been defrauded that some form of verification or update of his profile was done. 


He also says that from the evidence it emerged that while the bank limits itself to an 


exercise of due diligence done at an early stage of procedures, it does not result that 


any monitoring or regular review of the relationship with the client was done. He says 


this shows negligence and serious failure on the part of the bank, which failed to 


identify movements which could lead to fraud, by a movement of money being made 


amounting to a value equal to or greater than five years’ income declared by the client, 


and this should have raised an alarm and motivated investigation beforehand. The 


appellee says this is precisely the causal nexus which places the bank as a direct 


contributor to the occurrence of fraud. He also says that had the bank, as a subject 


person, observed the provisions of Cap. 373 of the Laws of Malta, the Act against 


Money Laundering, Subsidiary Legislation 373.1 (Regulations against Money 


Laundering and Financing of Terrorism), the obligations regarding customer due 


diligence and ongoing monitoring particularly Regulation 7 about ‘Due diligence 
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regarding the client’, the anomalous activity would have been noted beforehand. He 


also says that the obligation which the bank had to authorise payments as requested 


and ordered by its clients, is a separate and distinct obligation from the obligation of 


communication. He also says that the first obligation, that is that the bank authorises 


and processes payments according to the client’s instructions, should also include 


active communication and transparent in cases where there are signals which could 


indicate fraud and abuse, which could indicate abnormal transactions or outside the 


typical behaviour of the client. 


 


12. After weighing all the evidence, including that transactions in an amount exceeding 


sixty-five thousand Euro (€65,000), by an individual considered as a retail client who 


declares modest annual income, occurred in a short time of eight months, the Court 


agrees with the Arbiter that in this case there was something which did not function as 


it should, and that the monitoring systems operated by the bank did not work as they 


should have worked. The Court agrees with the Arbiter that the monitoring system and 


verifications by banks, should be done rigorously and in detail, particularly when every 


transaction is logged and traceable, and when it should have resulted, that had the 


bank operated even the minimum of monitoring it was expected to do, this fraud 


against the appellee would have been stopped. This is a case where a series of 


transactions in substantial amounts occurred, and this in circumstances indicating 


that this behaviour on the part of the bank’s client was a very unusual one, and which 


in no way reflects his past behaviour with regard to the operation of his account and 


his banking affairs. The minimum expected in circumstances like these, even if it 


resulted to the bank that it was the appellee himself who authorised these 


transactions, or that he was informed by SMS every time the appellee authorised some 


payment, was that the bank should communicate with its client, to see what was 


happening, and whether it could be the case that he was involving himself in 


something suspicious or which to the bank could appear illicit. The Court says this with 


full knowledge of the fact that banks, including the appellant, often contact their 


clients and request information about unusual deposits or about movements which 
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are not conforming with the profile usually operated by the particular client. Here the 


Court has a problem accepting the version given by Keith Vella, on behalf of the 


appellant bank to the Arbiter, when he said that it is not the practice of the bank to stop 


its clients, and that there are instances where this can be considered as tipping-off. It 


is the lack of communication on the part of the bank with its client, in circumstances 


where the appellee had been a client of the bank for more than twenty years, which led 


to him being defrauded of money which he managed to deposit after he sold property 


he held with his ex-partner, and who instead of finding someone to guide him and open 


his eyes about how best he should invest it, found someone who deprived him and 


defrauded him of it. It is true that the bank is not to blame for this fraud or for the fact 


that the appellee authorised the transfers of money he had deposited in the bank to 


other accounts, but the bank had obligations to observe, including those emerging 


from the Directive and the Regulation mentioned in the second grievance. The Court 


agrees fully with the observation made by the Arbiter, that the bank had an obligation 


to do full monitoring of the payments being effected, so that as soon as there are the 


slightest signs of fraud, to act upon them and as much as possible prevent them. The 


fact that there were over twenty transactions authorised by the appellee over a period 


of two months, something which the appellee had never done before, and such 


transactions involved amounts of money which exceeded several times the annual 


income declared by the appellee, should have triggered a red alarm that there was 


something which was not right. From all this however nothing was done, and the 


appellee’s instructions for his money to be transferred to other accounts, were fully 


effected by the bank automatically and without any question. This inertia on the part 


of the bank, was the factor which finally contributed to the loss of money suffered by 


the appellee and for him to be defrauded of money he had deposited after he 


transferred his share from property. In these circumstances, and in view of these 


considerations, the Court is not going to accept the first grievance, because it 


considers that the bank did not even do the minimum it could or should have done, to 


ensure that its client’s interests were safeguarded. Therefore it considers that this first 


grievance is not deserved, and rejects it. 
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The Second Grievance:  [No nexus between the alleged breach of the obligation the 


bank had, and the loss suffered by the appellee] 


 


13. The appellant says that it is important that its obligations be identified, particularly 


because the Arbiter concluded that the appellant had the duty to intervene directly in 


the payments the appellee was making. He says there are various directives and 


regulations from which a number of obligations on the bank emerge, and which 


according to the Arbiter the bank breached in this case. The appellant makes reference 


to European Union Directive 2015/2366 known as the Payment Services Directive 2 


(the ‘PSD2’), which establishes the rules where Member States can distinguish 


between the six categories of payment service providers; and which also establishes 


the rules concerning (a) the transparency of conditions and information requirements 


for payment services; and (b) the respective rights and obligations of payment service 


users and payment service providers, with regard to the provision of payment service 


as regular work or business activity. Here the appellant makes reference to article 68(2) 


of PSD, and says that this article is clear in what it provides, in the sense that the 


service provider can block the payment instrument where there is suspicion of 


fraudulent use of the instrument itself, and not suspicion of fraud in general. He also 


says that this suspicion of fraudulent use of the instrument itself as contemplated in 


PSD2, makes reference to a situation where the bank suspects that the payment 


instrument has been or is being used by someone who is not the owner of that 


instrument, and it is for this reason that the bank has obligations of strong customer 


authentication to confirm that a person who wants to execute a transaction through 


the payment instrument, is really the owner of that instrument. He also says that where 


the bank has a suspicion that the instrument is being used fraudulently by someone 


who is not the owner of the instrument, the bank can block the payment instrument in 


certain situations. He says that in the present case there was no fraudulent use of the 


instrument itself, and the appellee used the instrument knowingly. He says that all 


payments were made with Cashlink Visa, and therefore were authenticated with the 


3D secure app, and for every payment made with Cashlink Visa, the appellee received 







Inferior Court Appeal Number 7/2025 LM 
Unofficial machine translation for reference only; the original Maltese text prevails. 


Courts of Justice Page 40 of 50 
 


a message with the transaction details. He says the appellee never contacted the bank 


to complain that he did not want to make these payments. He says the bank’s 


obligation, once there was no suspicion of fraudulent use of the instrument itself, is to 


follow that transaction, and that had it failed to do this, the bank would have been 


responsible towards the payer because it would not have processed a payment duly 


authorised by the same complainant, and in this way would have deprived the 


complainant of the free use of his money. The appellant bank says that it agrees with 


the Arbiter that these are serious obligations imposed upon it, and that it is for this 


reason that it has its own systems intended so it can observe these obligations. He 


says however that neither PSD2 nor the regulation, impose upon it any obligation to do 


the wide, disproportionate and subjective monitoring which the Arbiter suggested 


should be done. 


 


14. The appellant says that according to the CBM Directive and PSD2, the only 


responsibility in the legal framework on payment service providers, is responsibility for 


unauthorised payment transactions, and therefore made by a person who is not the 


account holder, and responsibility for non-execution, defective or late execution of 


payment transactions. The appellant bank adds that Regulation 2018/389 of 27 


November, 2017 is intended to supplement the Directive, by establishing strong 


customer authentication procedures. Here the appellant makes reference to two of 


the preambles of the regulation, and says that the type of fraud which the Regulation 


is intended to avoid, is the use of security credentials of the payment service user, and 


the service user being the legitimate user, and giving consent for the transfer of funds. 


He says that neither the Regulation nor the Directive attempt to impose upon the bank 


the obligation to protect the user from himself, but only to protect him from persons 


who can impersonate him and use his credentials in an unauthorised manner. The 


appellant says that while on page 33 of the appealed decision, the Arbiter makes 


reference to the Technical Notes drafted by him, where he quotes from article 2 of the 


Regulation, this fails to specify that transaction monitoring mechanisms are required 


to implement the security measures mentioned in articles 1(a) and (b) of the 
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Regulation, and that there is no obligation to do transaction monitoring in a general 


sense, or to do transaction monitoring with respect to who the payment receiver is. He 


explains that transaction monitoring is required to ascertain that the transaction was 


authenticated as it should, and to ascertain that the person who authorises the 


payment is really the service user. The appellant says that neither PSD2, nor the CBM 


Directive, nor the regulation impose upon it an obligation of payment monitoring as 


decided in the appealed decision, and says it is for this reason that the Arbiter wrongly 


interpreted and wrongly applied the provisions of the mentioned law, which apply only 


to when payments are made. The appellant says that at present PSD3 is being 


proposed, which will include other instances of responsibility. He says that under 


PSD2, the European legislator wanted the bank to be responsible to return money to 


the client in cases of unauthorised transactions only, that is where the client has not 


authorised the transaction which was executed, and therefore the bank has failed in 


its obligations of strong customer authentication according to the Regulation. In the 


present case, the appellee authorised all the transactions, and the bank discharged its 


duties of strong customer authentication. He says that not even the legal regime which 


has not even yet entered into force, contemplates the type of responsibility which the 


Arbiter mentions in the appealed decision. 


 


15. The appellant says that while the appealed decision makes no reference to the duty 


of care which the bank has, it still must make reference to this principle to show that 


even based on it, it had no obligation towards the appellee to do any monitoring or draw 


the appellee’s attention to anything. He explains that the Quincecare Duty, established 


for the first time in the case of Barclays Bank plc vs Quincecare Ltd (1992) 4 All ER 363, 


is an obligation on the bank to refuse to execute the payment instruction in 


circumstances where the bank is on notice that that instruction may be part of a fraud. 


This obligation remains incumbent on a bank until the bank is satisfied that the 


instruction can be validly satisfied. He says that even if the principle of Quincecare 


Duty had to be applied to the facts of the present case, it should result that the 


appellant bank discharged this obligation when it executed the valid instructions of the 
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appellee, and absolutely did not breach it when it did not warn him that he could 


potentially be a victim of some fraud, and after all even the Arbiter recognised that the 


appellee could have ignored a warning like this. 


 


16. The appellant said that it was bound by the Product Information Guide of Cashlink 


Visa which says as follows: 


 


“(i) A transaction cannot be revoked by yourself once you have given your 


consent as mentioned above. In the case of Card recurring transactions or Card 


transactions which are initiated by, or through the person for whom payment is 


intended (the payee), you may not revoke the transaction after transmitting the 


payment order or giving the payee your consent to execute the transaction. 


 


(ii) We cannot cancel a payment made using your Card once you have given 


consent to make the payment to a retailer or supplier or provided your PIN 


and/or Card/Security Details and enabled the processing of the payment. You 


will need to contact the retailer or supplier separately. This includes the 


payments made on a regular basis (recurring transactions) from your Account, 


such as television or magazine subscriptions.” 


 


17. The appellant adds that the Product Information Guide also imposes contractual 


obligations on the bank with regard to unauthorised use or loss of card, which do not 


apply here, because the payments were all authorised by the appellee. The terms and 


conditions of BOV 24 x7 Services then provide that: 


“If you ask us to make a payment immediately, we cannot change it or cancel 


the payment instruction because we start processing it when we receive it.” 


 


18. He says that therefore it should result that from the contractual side, the bank 


discharged all its obligations, and the Arbiter did not even consider whether there was 


any failure of the bank with regard to its contractual obligations. 
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19. The appellant bank makes reference to that part of the appealed decision which 


says that it had an obligation to check a series of payments made in the 


background of the normal history of payments made by the individual, and says that 


from nowhere does it result that it has this obligation. He says the Arbiter did not even 


identify where this obligation emerges from. He says the Arbiter concluded that the 


payments the appellee was making between 2020 and 2021, were in small and 


frequent amounts, and the Arbiter concluded that these did not mark any risk of fraud. 


But the appellant says it is not clear how the Arbiter arrived at this conclusion. He says 


the laws like the CBM Directive and the Regulation are there to bring into force the 


necessary mechanisms, which must work independently from what the bank thinks. 


He also says that there exists no obligation upon it to determine whether a payment, 


or series of payments, are anomalous in the context of provision of payment service, 


and secondly if there had to exist some criteria based on which that determination 


should be made, those criteria should result from the law. He also says, that the bank 


has visibility only on the appellee’s account, and not on other accounts with other 


banks, and the way the appellee manages his accounts. He says that as a bank it does 


not even have the moral obligation to form some moral judgment about how its clients 


spend their money. He also says that certain conclusions which the Arbiter arrived at, 


he arrived at with the benefit of hindsight. He says that it only had a request from the 


client to make certain payments, it had the obligation to use all means to ensure that 


that request was coming from the holder of the bank account, and to verify all the 


details requested. He says the bank’s system ensures not only that the request was 


made, but also that it was confirmed and authenticated with sophisticated digital 


protocols, and once all this was confirmed, the bank not only has no duty to intervene, 


but would be breaking its obligations if it tries to intervene. The appellant says that in 


various parts of the decision, the Arbiter referred to the appellee as a retail client, or 


non-professional client who normally invests, but this classification is irrelevant for the 


purposes of this case, and is a distinction which should never have been made. He 


says the appellee was not given any advice by the bank, and such advice was not even 


requested, and the bank had no obligation to provide it. He says that if there had been 
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any obligation upon it, the responsibility would have been triggered with the first 


payment, and not at some point in December 2022 as decided, but the bank was 


exempted from blame regarding payments made up to the first payment of 17 


December, 2022. With reference to the way the Arbiter decided that the bank’s 


responsibility is a reduced one, the appellant said that this line of argumentation 


strengthens its position regarding the arbitrariness of the decision, and this because 


the extent of the fraudster’s dominance over the complainant should be answered for 


only by the complainant and the fraudster, and not the bank. 


 


20. Finally, the bank says the appealed decision is an attempt on the part of the Arbiter 


to legislate, and the appealed decision imposes obligations on the bank which have 


no basis in the Maltese or European legislative framework. He says it simply 


discharged its duties, and upon request of the appellee processed the requested 


payments, after they were authenticated with sophisticated digital systems. He says 


the appellee knew what he was doing and what he wanted to do, to buy crypto-assets 


through the bank. 


 


21. The appellee replies to this grievance by saying that the bank’s interpretation that 


articles 68(3) and (2) of Directive PSD2 are applicable only where there is suspicion 


that a payment instrument is being used by another person apart from its owner, is a 


mistaken and overly restrictive interpretation of the mentioned provisions. He says 


that article 68(3) of PSD2 permits the payment service provider to block a payment 


instrument, such as bank cards, if there is an objective reason related to the security 


of the instrument or suspicion of unauthorised or fraudulent use. He says that scams 


like pig butchering still fall into the category of fraud which should be identified and 


avoided, and if the bank notices a pattern of repeated payments to foreign wallets, 


exchange of high-risk crypto-assets, or large transfers not conforming with the client’s 


financial profile, it has the obligation to intervene, and if necessary block these 


payments from being made. He says that here the contestation is not about one 
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transaction, but about a series of suspicious transactions executed in a short time, 


and all together they make a stamp of abnormal activity. 


 


22. The appellee makes reference to article 2 of Regulation 2018/289, and says that 


from a reading of this article it should result clearly that financial institutions should 


operate not only retroactively, but also proactively, where indications of abnormal 


activity should lead to immediate investigative actions, and even suspension or 


blocking of suspicious transactions. The appellee says that had the bank really applied 


effective monitoring, and considered the amount of each transaction, it would have 


been easy to notice that in the past the appellee never executed transactions of such 


large value, and the cumulative value of transactions should have indicated that there 


were obvious anomalies, and which should have raised suspicion, because they were 


completely outside his normal consumption pattern. He also says that even if one 


takes the argument of the appellant bank that it observed the monitoring obligations 


under articles 2(1) and 2(2) of Regulation 2018/239 for purposes of strong customer 


authentication, this obligation still was not observed in the present case, because the 


appellee was never contacted by the bank to verify his identity, and it only relied on 


Visa’s customer authentication system instead of communicating directly with the 


client. 


 


23. The appellee also makes reference to article 18 of the same Regulation, and says 


that every transaction in an unusual amount for the particular client, should be 


considered as high risk, and in this way the bank should apply stronger customer 


authentication, something which in the present case was not done. He says that 


financial service providers have an obligation to take into consideration the previous 


spending patterns of individual payment service users, the payment transaction 


history of the user with the bank, the location where persons involved in the 


transaction are found, and the identification of anomalous payment patterns when 


compared with the user’s history according to the mentioned Regulation. With 


reference to the specific case, he says that his transaction history was a consistent 
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and prudent one, and the fact that transactions began to be made for amounts which 


broke this consistency, some of them in one day, should have been identified as an 


abnormal pattern requiring immediate verification, or at least communication with the 


client. Here the appellee also makes reference to the fact that the bank refers to him 


as a ‘retail client’, and says that in the exercise of its monitoring function, the bank 


should have arrived at the obvious conclusion that he is not an experienced investor, 


and that the transactions in this case began to be made outside every previous 


historical pattern. The appellee said that as a financial service provider, the bank had 


an obligation to communicate with the client, request explanation about unusual 


transactions, and provide a simple warning or advice about the possibility of fraud. 


 


24. The appellee says that in the local system we do not have the concept of 


quincecare as interpreted in English jurisprudence, and the only principle codified in 


the Maltese system, is that of bonus paterfamilias, that is the obligation of diligence 


and reasonable caution which one expects from a responsible financial institution. 


With reference to the other considerations raised by the appellant bank, the appellee 


says that there are various obligations emerging from article 18(2) and (4) of the 


Regulation which impose on a financial institution the obligation not only to see that 


an authorised transaction alone is apparently valid, but also to see the previous 


payment patterns, and anomalies in the client’s financial behaviour. 


 


25. The appellee also says that the Arbiter never insinuated that crypto-assets are 


intrinsically illegitimate or bad, but underlines that this sector is specifically vulnerable 


to fraud due to its decentralised, anonymous, and international nature, together with 


the fact that many modern scams use crypto-asset platforms to break the normal 


chain of accountability, and in this way the sector is one with high risks. He says that 


therefore the absence of reaction on the part of the bank, even when the behaviour 


was suspicious, and the conditions of article 18 were calling for intervention, is 


aggravated by the fact that the funds were going to a sector known to have high levels 


of fraud. 
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26. The appellee said that it should result that the bank failed to guard and protect the 


security of its client, because it let a number of payments pass in a short time, and this 


despite these payments not conforming with the client’s financial profile, and 


therefore it should result that the bank failed to exercise the obligations imposed upon 


it, particularly those of know your client and customer due diligence. 


 


27. The Court notes that the parties in proceedings of this kind, should ensure they are 


not selective when citing provisions from Directives which have been transposed into 


Maltese law or from Regulations which are automatically applicable in the local 


context. Directive (EU) 2015/2366 of the European Parliament and of the Council of 25 


November, 2015 on payment services in the internal market, amending Directives 


2002/65/EC, 2009/110/EC and 2013/36/EU No 1093/2010, and repealing Directive 


2007/64/EC, in its article 68 says: 


“... 


(2) If agreed in the framework contract, the payment service provider may 


reserve the right to block the use of the payment instrument for objectively 


justifiable reasons related to the security of the payment instrument, the 


suspicion of unauthorised or fraudulent use of the payment instrument or, in 


the case of a payment instrument with a credit line, significantly increased risk 


that the payer may be unable to fulfil his liability to pay. 


(3) In such cases, the payment service provider shall inform the payer of the 


blocking of the payment instrument and the reasons for it in an agreed manner, 


where possible, before the payment instrument is blocked and no later than 


immediately after it is blocked, unless the provision of such information would 


compromise objectively justified security reasons or is prohibited by other 


relevant Union or national law.” 


 


28. The Court says that according to the text of the Directive, banks as payment service 


providers, should have visibility of transactions involving their clients themselves, so 


much so that a bank can stop the use of a payment instrument where suspicion enters 
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that the payer may fail to pay where there is a credit obligation. This places on banks 


monitoring responsibilities which go beyond simple evaluation of transactions already 


executed, and places upon them the responsibility to monitor transactions at the time 


they are being made or even before they are made, so they can stop the use of the 


payment instrument where there are objectively justifiable reasons for this, and 


notably where there are suspicions linked with the security of the instrument or with 


whoever is making use of it. The Court here notes, also because the appellant bank 


says it acted with what was strictly requested of it, that the appellant is insisting that 


banks are obliged to stop a transaction when there is suspicion that use will be made 


of a credit instrument by a payer who may not have the means to satisfy that obligation. 


But does this mean that the legislator failed in the same way to make banks 


responsible to take care to stop transactions when there are clear signs that their 


clients will make movements with money deposited by them which could be risky if 


not even fraudulent? Certainly this is not the purpose of the Directive, and the 


“objectively justifiable reasons related to the security of the payment instrument, the 


suspicion of unauthorised or fraudulent use of the payment instrument” should be 


given an interpretation which goes beyond simple evaluation of whether the person 


authorising the bank to effect a transaction in their name, is the person in whose name 


the payment instrument was issued, but should be given the meaning which the 


Arbiter gave in this case, that is monitoring of the way the instrument is being operated, 


how it was operated in the past, and whether the way it is being operated in the present 


is symptomatic of fraud, deceit or some action unmotivated by lack of information, as 


resulted to have happened in the present case. In a few words the bank should not act 


and take preventive action only when there are suspicions that a bank client will spend 


money he does not have, but should also act wherever there is suspicion that a client 


will make suspicious movements with his money, which money the client has 


entrusted in the bank’s deposit system, in this case for many years. 


 


29. The Court therefore considers that while the appellant maintains that it could not 


intervene in the execution of what was requested by the client, this position is 
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contradicted by the text of the Directive itself, which places a burden of responsibility 


on the bank to take care to stop certain transactions even before they are made. 


Regulation 2018/389 which supplements Directive (EU) 2015/2366 of the European 


Parliament and of the Council with regard to regulatory ethical standards for strong 


customer authentication and open communication standards which are common and 


secure, which regulation finds direct application in the legal systems of Member 


States, goes beyond what is stipulated in the Directive. In the preambles of the 


Regulation, it says: 


“(2) Since fraud methods are constantly changing, strong customer authentication 


requirements need to allow innovation in technical solutions addressing the 


emergence of new threats to the security of electronic payments. To ensure that the 


requirements to be laid down are implemented effectively on an ongoing basis, it is 


also appropriate that the security measures for the application of strong customer 


authentication and its exemptions, the measures protecting the confidentiality and 


integrity of personalised security credentials, and the measures establishing common 


and secure open communication standards be documented, periodically tested, 


evaluated and audited by auditors with expert knowledge of IT security and electronic 


payments operating independently. To enable authorities to supervise the quality of 


the review of these measures, such reviews need to be available to them available 


when they request them. 


 


30. The Court considers that in the present case, the appellee fell victim to this new 


threat to the security of his money which emerged in recent years, and this fraud could 


be executed in the amounts it was executed, over a span of months, because during 


all these months, the monitoring and open communication methods which the bank 


was supposed to adopt, were completely absent. The Court considers that these 


regulations and directives intended to protect the consumer, in the present case in the 


banking services sector, from fraud with their money, should not be given a restrictive 


interpretation or be considered to apply only to payments for the purchase of objects 


or services made with instruments such as debit or credit cards. In the present case 
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there were many signs which should have raised the bank’s suspicion that if it had a 


robust monitoring system, such as the amounts and volumes of transactions, the 


frequency with which these were being made, and the fact that in a time of eight 


months the appellee withdrew a substantial amount of deposits he held in his name. 


In view of these considerations, the Court considers that this grievance is also not 


justified, and rejects it. 


 


 


Decides 


 


For the premised reasons the Court decides and determines regarding this 


appeal, that while rejecting it, confirms the Arbiter’s decision of the 27th of 


November, 2024, in the premised names, in its entirety. 


 


The costs of this appeal are to be borne by the appellant company. 


 


Read. 


 


 


Hon. Dr Lawrence Mintoff LL.D. 


Judge 


 


 


Christian Sammut 


Deputy Registrar 
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Il-Qorti, 


 


Preliminari 
 


1. Dan huwa appell magħmul mill-bank intimat il-Bank of Valletta (C 2833) 


[minn issa ’l quddiem ‘l-intimat’, ‘l-appellant’ jew ‘il-BOV’] mid-deċiżjoni 


mogħtija fl-24 ta’ Jannar, 2025, [minn issa ’l quddiem ‘id-deċiżjoni appellata’] 


mill-Arbitru għas-Servizzi Finanzjarji [minn issa ’l quddiem ‘l-Arbitru’] dwar l-


ilment ippreżentat mill-ilmentatur Arthur Bonnici (K.I. nru. 0424383) [minn 
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issa ’l quddiem ‘l-ilmentatur’ jew ‘l-appellat’] fil-konfront tal-bank intimat, wara 


li l-Arbitru ddeċieda kif ġej: 


 


“Għar-raġunijiet spjegati hawn fuq, l-Arbitru qed isib li l-BOV naqas mill-obbligu 


tiegħu dwar moniteraġġ ta’ pagamenti li saru mill-ilmentatur.” 
 


Kieku għamel konverżazzjoni kif kien xieraq mal-ilmentatur f’xi waqt f’Diċembru 2022, 


kien jispjegalu li l-pagamenti li għamel u li ried ikompli jagħmel kellhom impronta ta’ 


frodi u kien jista’ jiddiswadih milli jagħmel aktar pagamenti. 
 


Min-naħa l-oħra, l-ilmentatur kellu r-responsabbilità tiegħu wkoll, u mhuwiex 


konklussiv li kieku l-BOV fetaħ konverżazzjoni miegħu dwar x’kien hemm wara l-


pagamenti xejn tipiċi li beda jagħmel, kien ser jibdel fehmtu. 
 


Għalhekk, l-Arbitru qed jordna lill-BOV jirrifondi parti mit-telf li ġarrab l-ilmentatur 


minħabba nuqqas serju fis-sistema ta’ moniteraġġ ta’ pagamenti min-naħa tal-Bank, 


u jħallas lill-ilmentatur dawk il-pagamenti li saru wara l-ewwel pagament tas-17 ta’ 


Diċembru, 2022 (Skont Tabella D), jiġifieri €24,695.82 (erbgħa u għoxrin elf, sitt mija 


u ħamsa u disgħin Euro punt 82) u dan skont Artikolu 26(3)(ċ)(iv) ta’ Kap. 55. 
 


Bl-imgħax ta’ 3.15% (fn. 55: Marginal refinance operations (MRO) rate tal-Bank 


Ċentrali Ewropew. Jekk isir appell u din id-deċiżjoni tiġi kkonfermata, l-imgħax 


japplika mid-data ta’ din id-deċiżjoni) minn ħamest ijiem wara d-data ta’ din id-


deċiżjoni sad-data tal-pagament effettiv. 
 


Peress li kull naħa kellha parti mit-tort għat-telf imġarrab, kull parti ġġorr l-ispejjeż 


tagħha. 
 


L-Arbitru jordna wkoll lill-BOV biex jifhem sew il-konklużjoni tan-Noti Tekniċi annessi 


u jara li hemm l-investiment meħtieġ fis-sistemi u fit-taħriġ biex isaħħaħ il-moniteraġġ 


ta’ pagamenti u jissalvagwardja l-interessi tal-klijenti konsumaturi mill-kaċċa spjetata 


u krudili għal vittmi fraġli minn frodisti dejjem aktar professjonali u kreattivi.” 


 


Fatti 


 


2. L-ilmentatur resaq quddiem l-Arbitru wara li kien vittma ta’ frodi permezz 


ta’ multilayered scamming, u konsegwenza ta’ hekk huwa ġie ffrodat l-ammont 
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ta’ €65,446.57 permezz ta’ trasferimenti li huwa għamel mill-kont bankarju li 


kellu mal-Bank of Valletta.  


 


Mertu 


 


3. Fl-ittra tiegħu lill-Arbitru, l-ilmentatur spjega li b’effett mill-10 ta’ 


Ottubru, 2022, huwa kien vittma ta’ multilayered scam operation orkestrata 


minn C2cGoBuyandCoindex.best li bdew jippromwovu, jikkummerċjalizzaw, 


jiddistribwixxu u jbiegħu servizzi ta’ investiment frawdolenti bl-għan aħħari li 


jċaħħdu lill-klijenti tagħhom minn flushom bit-tħaddim ta’ ċiklu ta’ serq u frodi, 


bil-bank li naqas milli jieħu azzjoni f’waqtha, meta ġiet identifikata l-attività 


suspettuża jew insolita fil-kontijiet bankarji tal-ilmentatur. Fil-fatt il-bank 


intimat, fil-korrispondenza tiegħu mal-ilmentatur, li ħa l-pożizzjoni li ma seta’ 


jagħmel xejn aktar, anki għaliex il-pagamenti min-naħa tal-bank ġew 


ipproċessati skont  l-istruzzjonijiet mogħtija mill-klijent, hawnhekk l-ilmentatur. 


L-ilmentatur qal li din il-pożizzjoni tal-bank tindika li dan kien qiegħed jonqos 


milli jagħti attenzjoni u jieħu responsabbilità dwar materja daqstant serja. 


Hawnhekk l-ilmentatur għamel riferiment għad-diversi direttivi li jirregolaw il-


ħlasijiet elettroniċi, u li jitfgħu l-oneru tar-responsabbilità fuq il-bank sabiex 


jassigura li sitwazzjonijiet bħal dawn jiġu evitati.   
 


4. Il-bank intimat wieġeb li t-tranżazzjonijiet in kwistjoni, li seħħew bejn 


Ottubru tal-2022 u Mejju tal-2023, saru wara li huwa ngħata struzzjonijiet 


leġittimi sabiex jeżegwihom. Spjega li l-parti l-kbira ta’ dawn it-tranżazzjonijiet 


saru permezz tal-Cashlink Visa abbinata mal-ilmentatur, permezz tat-3D Secure 


app, li permezz tagħha l-bank jimplimenta l-awtentikazzjoni sikura tal-
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konsumatur. Dan ifisser li t-tranżazzjonijiet seħħew bl-awtentikazzjoni u bl-


awtorizzazzjoni espliċita tal-ilmentatur, u dan in linea mat-Tieni Direttiva dwar 


is-Servizzi ta’ Pagament. Żied jgħid li apparti l-awtentikazzjoni da parti tal-


konsumatur, il-bank jimplimenta sistema ta’ ‘dynamic linking’ kif elenkat fir-


Regolament tal-Kummissjoni (UE) 2018/389. Fil-proċeduri quddiem l-Arbitru, il-


bank spjega li dawn l-elementi kienu sodisfatti kollha f’dawn it-tranżazzjonijiet 


effettwati mill-ilmentatur, u apparti minn hekk intbagħtet SMS lill-ilmentatur 


għal kull tranżazzjoni li saret mill-cards bankarji tiegħu. Il-bank intimat qal li 


minkejja li l-ilmentatur irċieva dawn in-notifiki bl-SMS, huwa qatt ma kkuntattja 


lill-bank sabiex jinfurmah li huwa ma xtaqx jagħmel dawn it-tranżazzjonijiet jew 


li huwa ma tax il-kunsens għalihom. Il-bank żied jgħid li dan ifisser li dawn it-


tranżazzjonijiet min-naħa tal-ilmentatur saru minnu b’mod volontarju, u huwa 


kellu l-aspettattiva li l-bank jimplimenta dawn l-istruzzjonijiet. Il-bank intimat 


spjega li apparti t-tranżazzjonijiet bil-cards bankarji, l-ilmentatur għamel erba’ 


ħlasijiet oħra bis-sistema tal-internet banking, kull waħda fl-ammont ta’ ħamest 


elef Euro (€5,000). Qal li dawn it-tranżazzjonijiet għal darb’oħra kienu 


awtentikati permezz ta’ sistema robusta ta’ awtentikazzjoni min-naħa tal-


klijent, u l-ilmentatur ta l-kunsens tiegħu għal dawn it-tranżazzjonijiet. Żied 


jgħid li l-flus mill-kontijiet bankarji tal-ilmentatur ġew trasferiti fuq l-


istruzzjonijiet espressi tiegħu, u wara li l-ilmentatur ta l-awtorizzazzjonijiet 


meħtieġa, u l-ilmentatur kien jaf kemm kien l-ammont ta’ flus li kien qiegħed 


jittrasferixxi, min kien qiegħed jirċevihom, u l-pjattaforma li fuqha dawn il-flus 


kienu qegħdin jiġu riċevuti. Dan ifisser, żied jgħid il-bank, li l-ilmentatur kien 


parteċipant attiv f’dawn it-tranżazzjonijiet. Il-bank intimat qal li meta 


rappreżentanta tal-bank għamlet kuntatt mal-ilmentatur sabiex tinfurmah li 
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dawn it-tranżazzjonijiet saru bit-3D Secure App, u li dan kien ifisser li l-


ilmentatur kien jaf min kien ir-riċevitur għal kull tranżazzjoni, u qabel ma’ kull 


ma ngħad lilu. Il-bank intimat qal li xhur wara li dawn it-tranżazzjonijiet ġew 


effettwati f’Awwissu tal-2023, l-ilmentatur ikkuntattja lill-bank sabiex 


jinfurmah li kien ġie ffrodat u li huwa ried flusu lura. Il-bank intimat qal li f’dan 


il-punt huwa seta’ biss jitlob recall tal-fondi mill-bank benefiċjarju fir-rigward 


tal-erba’ tranżazzjonijiet li seħħew permezz tal-internet banking, imma l-bank 


kellu wkoll informazzjoni li r-recall ma setgħetx issir għaliex ma kienx hemm 


fondi suffiċjenti fil-kont bankarju tar-riċevitur. Kien il-bank li informa lill-


ilmentatur biex jagħmel rapport lill-Pulizija dwar dan. Il-bank qal ukoll li fir-


rigward tat-tranżazzjonijiet li saru fuq il-card tiegħu, il-bank qajjem ilment fuq 


kull tranżazzjoni mal-banek barranin taħt il-proċedura standard tal-Card 


Scheme dispute. Dawn il-banek barranin infurmaw lill-BOV li l-klijenti tagħhom 


kienu pprovdew servizz ta’ Cryptowallet lill-ilmentatur, u dan kien aċċetta t-


termini u l-kundizzjonijiet tas-servizz li ngħata. Barra minn hekk, dawn it-


tranżazzjonijiet kienu awtentikati u awtorizzati mill-ilmentatur innifsu, u 


għalhekk huwa ma kien intitolat għall-ebda rifużjoni. Il-bank intimat qal ukoll li 


l-ilmentatur qatt ma indika jew għamel kundizzjoni li huwa ried jikkanċella t-


tranżazzjonijiet, lanqas xhur wara li saru, u lanqas m’huwa mistenni li persuna 


titlob li tikkanċella tranżazzjoni li hija tkun awtorizzat, xhur wara li tkun 


għamlitha. Il-bank intimat qal li huwa kellu struzzjonijiet leġittimi mill-


kredenzjali u s-sistemi abbinati mal-ilmentatur, u dan l-istat ta’ fatt qatt ma ġie 


miċħud mill-ilmentatur innifsu, u għalhekk huwa m’għandu l-ebda obbligu 


jirrifondi lill-ilmentatur. Il-bank qal li l-ilmentatur kellu l-libertà li jiddeċiedi fejn 


u ma’ min ried jinvesti flusu, iżda issa dan ma jistax jistenna lill-bank intimat 
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jieħu responsabbilità għal azzjonijiet li jirriżultaw mill-għażliet tiegħu. Barra 


minn hekk, l-uniku servizz li pprovda l-bank, kien li pproċessa l-pagamenti li l- 


ilmentatur innifsu awtorizza, u l-bank qatt ma ta xi forma ta’ parir dwar il-mod 


kif il-flus kellhom jiġu investiti, u l-ilmentatur qatt ma talab xi forma ta’ parir 


dwar dan. Il-bank żied jgħid li huwa bagħat il-flus lir-riċevitur u fuq il-


pjattaforma indikati minnu, u ladarba l-fondi ma baqgħux fil-pussess tal-bank, 


il-bank ma kellu l-ebda kontroll ulterjuri fuqhom. Il-pjattaforma li l-fondi 


jintbagħtu fuqha, hija waħda mill-fatturi li jikkunsidra l-bank meta jiġi biex 


jagħmel proċess ta’ monitoraġġ tat-tranżazzjonijiet li jintalab jawtorizza, u l-


pjattaforma in kwistjoni kienet waħda leġittima u rreġistrata mal-Awtorità dwar 


is-Servizzi Finanzjarji ta’ Malta. Żied jgħid li fil-każ odjern ma kien hemm l-ebda 


anomaliji tranżazzjonali fir-rigward tal-ġurisdizzjoni fejn intbagħtu li l-fondi, u 


għalhekk il-bank ma kellu l-ebda raġuni għalfejn iwaqqaf dawn it-


tranżazzjonijiet. Qal ukoll li f’każ li l-ilmentatur jkollu problema dwar il-mod kif 


ġew ipproċessati il-flus mill-pjattaforma li ntbagħtu fuqha, l-ilmentatur jista’ 


jressaq talba quddiem l-entità responsabbli, li ċertament li mhijiex il-bank. Fil-


fatt il-bank insista li huwa mhuwiex leġittimu kontradittur f’dawn il-proċeduri, 


u t-talbiet tar-rikorrent għandhom ikunu mmirati lejn il-kumpannija li 


pprovdietlu s-servizz ta’ CryptoWallet. Il-bank intimat spjega li l-uniku servizz 


offrut minnu kien li pprovda kont bankarju lill-ilmentatur, bil-possibilità li dan 


jittrasferixxi fondi minn dan il-kont. Żied jgħid li huwa għalhekk li ma jistax 


jifhem kif l-ilmentatur qiegħed iħallat dan is-servizz bażiku, mal-allegazzjoni li l-


bank lilu ffrodah, partikolarment meta l-flus in kwistjoni kienu qegħdin jiġu 


ttrasferiti lejn kont bankarju li l-ilmentatur kellu f’ismu. Il-bank spjega li huwa 


mhux f’pożizzjoni li jimmonitorja l-attività finanzjarja fuq pjattaformi ta’ terzi 
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fejn seħħet l-allegata frodi, u l-bank lanqas ma kien jaf bil-konverżazzjonijiet li 


l-ilmentatur kellu ma’ terzi. L-ilmentatur stess stqarr li huwa fl-ebda waqt ma 


kellu dubji dwar jekk kienx qiegħed jitkellem ma’ scammer, u għalhekk mhux 


raġonevoli li l-ilmentatur jippretendi li l-bank kellu jkun jaf b’dan kollu, meta l-


bank kellu biss viżibilità tal-fatt li t-tranżazzjonijiet kienu diretti lejn kont 


bankarju li l-ilmentatur kellu f’ismu.  


 


Id-Deċiżjoni Appellata 


 


5. L-Arbitru, fid-deċiżjoni tiegħu tal-24 ta’ Jannar, 2025,  iddeċieda li kull 


waħda mill-partijiet ikkontribwiet għall-istat ta’ fatt li wassal għal dawn il-


proċeduri, u għaldaqstant iddeċieda li l-bank intimat għandu jirrifondi parti mis-


somma li tilef l-ilmentatur, fl-ammont ta’ €24,695.82, u dan wara li għamel is-


segwenti konsiderazzjonijiet: 


 


“Jikkonsidra: 
 


Eċċezzjoni Preliminari 
 


Fis-sottomissjonijiet tiegħu tat-22 ta’ Frar, [2024], il-Bank qajjem il-punt li huwa ma 


kienx il-leġittimu kontradittur f’dan il-każ peress li l-pagamenti li għamel l-ilmentatur 


mill-kont tiegħu mal-BOV, li kienu approvati minnu stess, marru ġewwa l-kont li huwa 


kellu ma’ fornitur liċenzjat hawn Malta, l-Crypto.com; u li kien minn dan il-kont ta’ 


fornitur tas-servizz finanzjarju ieħor li l-pagamenti ġew imbagħad trasferiti lill-frodist. 
 


Il-BOV, fosthom, issottometta li min-naħa tiegħu il-Bank ipproċessa l-pagamenti hekk 


kif mitlub minnu mill-Ilmentatur u li jekk l-Ilmentatur kellu problema kif dawn il-


pagamenti ġew sussegwentement ipproċessati fuq il-pjattaformi ta’ terzi, allura, l-


Ilmentatur għandu jfittex dawn it-terzi u mhux lill-BOV.  


Il-punt imqajjem mill-Bank f’dan ir-rigward huwa meqjus mill-Arbitru bħala aspett 


relatat mal-kunsiderazzjonijiet tal-merti tal-każ. Ma hemmx dubju li d-diversi 


pagamenti in kwestjoni ħarġu oriġinarjament mill-kont tal-BOV. L-Arbitru għalhekk 
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irid jikkunsidra jekk kienx hemm xi nuqqas min-naħa tal-Bank fir-rigward ta’ tali 


pagamenti, hekk kif allegat mill-ilmentatur, b’mod partikolari fuq il-moniteraġġ tat-


tranżazzjonijiet. 


L-Arbitru ser jittratta u jikkunsidra biss l-allegat nuqqas tal-Bank fil-każ odjern u mhux 


ta’ xi terzi oħra (fn. 17: L-ilmentatur għamel ilment ASF 162/2024 kontra terzi li dwaru 


l-Arbitru qed joħroġ deċiżjoni parallela), u għalhekk, issa ser jipproċedi biex 


jikkunsidra l-merti. 


 


Fil-Mertu 


L-Arbitru jrid jiddeċiedi dan il-każ skont dak li, fil-fehma tiegħu, huwa ekwu, ġust u 


raġonevoli fiċ-ċirkostanzi partikolari u merti sostantivi tal-każ. 


Kunsiderazzjonijiet 
 


Sfond ġenerali tal-frodi 
 


L-allegat frodi jinvolvi każ tipiku ta’ pig butchering scam. Hekk kif joħroġ mid-


dokumenti ppreżentati u l-informazzjoni pprovduta matul il-proċeduri ta’ dan il-każ, 


l-Ilmentatur beda inizjalment jitkellem ma’ xi ħadd li ma kienx jaf fuq Facebook. Din 


il-persuna li kien jitkellem magħha bdiet turi ċertu interess fih u, eventwalment, 


ipperswadietu jibda jinvesti fil-kriptoassi taħt il-gwida tagħha. (fn. 18: p. 97, 192) 
 


L-interess u l-fiduċja tal-Ilmentatur ġew akkwistati mill-frodist/a permezz ta’ diversi 


messaġġi u komunikazzjonijiet li kienet tibgħatlu b’mod regolari fuq messaging apps. 


L-Ilmentatur spiċċa jagħmel diversi pagamenti mill-kont tiegħu bankarju għal crypto 


service provider illiċenzjat lokali fejn il-flus tiegħu ġew konvertiti fi kriptoassi 


(primarjament USDT) u fejn il-kriptoassi sussegwentement ġew trasferiti mill-


Ilmentatur taħt il-gwida tal-frodist lejn wallets esterni (jiġifieri kontijiet tal-kriptoassi 


esterni) fejn mingħalih li dawn kienu ser jiġu investiti.  


Dawn il-pagamenti saru fuq perijodu twil ta’ madwar seba’ xhur bejn Ottubru 2022 u 


Mejju 2023 fejn il-frodist/a kien dejjem tiggwidah pass pass x’għandu jagħmel (sa 


mill-ewwel pass biex jiftaħ il-kont fi kriptoassi, l-pagamenti u tranżazzjonijiet 


sussegwenti).  


Biex jieħu flusu lura u l-profitti li qalulu li kien għamel, l-Ilmentatur ġie l-ewwel mitlub 


jagħmel diversi pagamenti oħra qabel, liema talbiet kienu biss tentattivi biex il-


frodist/a tipprova tieħu iżjed flus. Hekk kif xehed waqt is-seduta tat-3 ta’ Settembru 


2024: 
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‘Bagħtuli fuq Telegram u qaluli li biex inkun nista’ nieħu l-flus tiegħi, irrid inħallas 


€14,000 f’daqqa biex niftaħ il-kont għax kien qisu ffriżat. U jiena meta rajt li ridt 


inħallas aktar, għamilt one plus one, u ndunajt li dawn riedu jeħduli aktar flus’. (fn. 


19: p. 193) 


L-Ilmentatur saħansitra siefer il-Kanada biex jiltaqa’ mal-persuna li kien qabel 


jitkellem magħha fuq il-Facebook u Whatsapp jew Messenger (fn. 20: p. 97 u 196), 


iżda dan kien għalxejn u wara diversi skużi ġie bblokkat mill-kuntatti kollha li kellu u 


rrealizza li din kienet scam.  
 


L-Arbitru jixtieq l-ewwel jinnota li ma tqajjem l-ebda dubju fuq il-veraċità ta’ dak li 


ingħad mill-Ilmentatur rigward jekk kienx vittma ta’ frodi. L-Arbitru huwa sodisfatt 


biżżejjed li ma hemmx dubju raġonevoli fuq dan l-aspett. Anke fuq bilanċ ta’ 


probabilità hemm biżżejjed fatturi li juru li kien minnu li l-Ilmentatur safa vittma ta’ 


scam.  


L-Arbitru ħa diversi fatturi f’dan ir-rigward fejn ikkunsidra, fosthom: iċ-ċirkostanzi 


partikolari tal-każ, ix-xhieda u l-evidenza pprovduta u n-natura u l-kredibilità tal-


avvenimenti li seħħew hekk kif spjegati f’dan il-każ (fn. 21: Li tipikament jirrifletti 


sitwazzjoni ta’ pig butchering crypto scams li ltaqa’ magħhom l-Arbitru f’diversi 


każijiet preċedenti (eż: Każ ASF 158/2021) u oħrajn eżistenti quddiemu u li huwa 


fenomenu hekk kif irrapportat f’diversi media globali partikolarment f’dawn l-aħħar 


snin (eż: Footnote 56 u 57 tal-Każ ASF 158/2021),  ir-rapport li sar mill-Ilmentatur lill-


pulizija datat il-31 t’Awwissu 2023 (fn. 22: p. 96-100), ix-xhieda ġuramentata tal-


Ilmentatur fuq il-każ ta’ frodi (fn. 23: p. 191-196);  kopja ta’ diversi messaġġi bejn il-


frodist/a u l-Ilmentatur (fn. 24: p. 102-141); il-kopja tal-bank statements li juru l-ħruġ 


ta’ flus għal crypto (fn. 25: p. 16-21; 73-80; 93-94; 203-236); u t-tentattiv ta’ 


chargebacks u recalls li saru. (fn. 26: p. 197) 
 


Dawn kollha jsaħħu b’mod suffiċjentement konvinċenti t-teżi ta’ frodi u li l-ilmentatur 


safa vittma tagħha. 


L-ilment u l-pagamenti in kwistjoni 


Waqt is-seduta tat-3 ta’ Settembru, 2024, l-ilmentatur, fosthom, issottometta li l-


Bank kellu d-dmir jintervjeni fir-rigward tal-pagamenti li kien qed jagħmel. Dan huwa 


l-punt kruċjali ta’ dan l-ilment. L-ilmentatur, fosthom, xehed li:  


“... nemmen li jekk ikun hemm affarijiet li ħerġin u ma jkunux normali bħalma kienu 
qabel, hija ħaġa li għandu jieħu ħsieb il-bank ...”. (fn. 27: p. 194) 
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“... t-tranżazzjonijiet li għamilt jiena stess kif għidt ftit ilu, kienu “inexplicable” u 
“suspicious”. 


Mistoqsi għalfejn qed ngħid li huma suspettużi meta għamilthom jien stess u marru 


fil-kont tiegħi stess, ngħid li kienu suspettużi għax jien kemm ilni hemm dawn qatt ma 


kien hemm bħalhom. Allura, immaġinajt li l-bank għandu jċempilli u jibgħat għalija u 


jgħidli li hawnhekk jien għandi ċans li qed niġi ffrodat ... 
 


Jien immaġinajt li xi ħadd għandu jiġbidli l-attenzjoni biex jien ma nibqax għaddej 


bihom dawn l-affarjiet għax jien ma kontx konxju. Però, bħalma qed ngħid, qatt ma 


kien hemm transactions li ġraw f’qasir żmien kemm ili mal-BOV. Lanqas qatt u jekk 


tiċċekkja l-history ovvjament għandek tinduna.” (fn. 28: p. 195) 


Din hija l-iskeda tal-pagamenti li dwarhom qed isir dan l-ilment: (fn. 29: p. 16-21; P.55-


56; P65-70 & P. 230-236): 


 


                                             TABELLA   A 
 


DATA VISA CARD 


EURO 


SEPA OnLine 


EURO 


1 26.10. 2022 1070.38 
 


2 08.11.2022 1063.11 
 


3 15.11.2022 1029.82 
 


4 16.11.2022 1023.89 
 


5 19.11.2022 1028.86 
 


6 19.11.2022 1027.91 
 


7 21.11.2022 1123.89 
 


8 22.11.2022 2044.39 
 


9 24.11.2022 2558.30 
 


10 29.11.2022 
 


5000.00 


11 30.11.2022 2554.76 
 


12 02.12.2022 1027.53 
 


13 05.12.2022 2575.34 
 


14 05.12.2022 2557.12 
 


15 07.12.2022 
 


5000.00 


16 09.12.2022 2509.96 
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17 12.12.2022 2539.48 
 


18 15.12.2022 2508.36 
 


19 17.12.2022 2508.36 
 


20 17.12.2022 2526.52 
 


21 19.12.2022 2501.85 
 


22 02.02.2023 
 


5000.00 


23 08.02.2023 
 


5,000.00 


24 19.04.2023 96.91 
 


25 29.04.2023 2033.99 
 


26 02.05.2023 25.66 
 


27 02.05.2023 288.61 
 


28 05.05.2023 2166.67 
 


29 09.05.2023 2283.47 
 


30 15.05.2023 2772.14 
 


 
TOTAL €45,447.30 €20,000 


 
B’kollox, inkorra telf ta’ €65,447.30 (fn. 30: fil-fatt, fl-ilment qal li t-telf kien ta’ 


€65,446.57) permezz ta’ dawn il-pagament li kollha saru minn Savings account tal-


Ilmentatur b’numru jispiċċa …61.  


Dawn il-pagamenti jidher li saru f’kont f’isem l-Ilmentatur li l-frodist għenu biex jiftaħ 


ma’ Crypto.com.  Jidher li minn hemm dawn il-flus ġew konvertiti fi crypto-assets li 


b’xi mod wara ġew trasferiti f’wallet estern (jiġifieri mhux tal-Crypto.com) ikkontrollat 


mill-frodist. It-trasferimenti li saru mill-kont ta’ Crypto.com huma suġġett għal ilment 


differenti, għalkemm relatat, li l-Ilmentatur għamel mal-Fornitur tas-Servizz lokali li 


jmexxi ikollu Crypto.com li d-deċiżjoni dwarha qed toħroġ b’mod parallela ma’ din id-


deċiżjoni.  
 


Meta irrealizza li kien ġie migdum, fil-31 t’Awwissu 2023 għamel ilment mal-BOV (fn. 


31: P. 39-47) fejn talab lill-Bank jirrifondi l-flus li kien tilef għax sostna li l-Bank ma 


kellux is-sistemi li suppost biex ma jħallihx ikun tradut mill-frodist.  
 


Sar rapport mal-pulizija fl-istess jum tal-31 t’Awwissu 2023. (fn. 32: P. 96-100) 
 


Jidher li d-dewmien biex saru rapporti dwar sensiela ta’ pagamenti frawdolenti li 


ntemmet f’nofs Mejju 2023 kien kawżat minn attentati tal-ilmentatur biex isolvi l-


problemi hu direttament. Saħansitra siefer lejn Toronto, il-Canada, biex mingħalih 
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jiltaqa’ mal-mara li kienet qed tidderiġih biex jidħol fin-nassa tal-frodisti anke billi 


taddotta ċerta intimità u rumanzi fl-iskambji li kien ikollhom. 


Il-Bank attiva talbiet għal ‘chargeback’ u recall tal-pagamenti frawdolenti iżda dawn 


ma rnexxewx. Cryptoc.com qalu li kien l-ilmentatur stess li tahom struzzjonijiet biex 


jittrasferixxu l-crypto-assets f’wallet estern li jidher li kien ikkontrollat mill-frodist, u 


għalhekk, ma kellhomx obbligu jirrifondu. Kif ġie indikat qabel, il-merti tal-każ kontra 


Crypto.com huwa suġġett għal ilment ieħor li dwaru l-Arbitru qed joħroġ deċiżjoni 


parallela. F’dan l-ilment ser jiġi ittrattat biss l-allegat nuqqas fuq il-Bank hekk kif 


intqal hawn fuq. 
 


Seduti 
 


Fl-ewwel seduta li saret fit-3 ta’ Settembru, 2024, l-ilmentatur xehed u qal: (fn. 33: P. 


192-196): 
 


‘Ngħid li għandi 41 sena, u ngħid ili li ftaħt il-kont mal-Bank of Valletta meta kelli xi 


għoxrin sena. Ngħid li ftaħtu meta bdejt naħdem.  


Ngħid li llum ix-xogħol tiegħi hu car instructor. Naħdem bħala self-employed.  


Ngħid li f’dawn l-għoxrin sena kont nuża dan il-kont għat-tfaddil. Ngħid li qabel dan l-


inċident li wassal għall-ilment, qatt ma kelli bżonn immur il-BOV.  


Ngħid li qabel l-2022, qatt ma bagħtu għalija biex jagħmlu update tal-profile tiegħi.  


Ngħid li jiena kelli żewġ kontijiet. Għamilt wieħed għat-tfaddil u ieħor biex nużah.  


Ngħid li jiena kont faddalt somma flus għax kelli post mat-tfajla li kont magħha. L-


ewwel kont ser nixtrih jien, imbagħad, ma qbilniex u xtratu hi u tatni s-somma ta’ 


€60,000 u poġġejthom il-bank. Ngħid li l-bank qatt ma staqsewni minn fejn ġew dawn 


il-flus.  


Ngħid li ltqajt ma’ xi ħadd online u bdiet tkellimni u wara ċertu żmien bdiet tgħidli 


biex inkunu flimkien u biex nitla’ ħdejha. Imbagħad, bdiet tgħidli biex nitfa’ l-flus fil-


crypto. Dan kien qabel Ġunju li għadda, qisu meta għaddiet il-World Cup.  


Bdejt nitfa’ l-flus mis-26 t’Ottubru, 2022 sal-15 ta’ Mejju, 2023 f’pagamenti żgħar 


wara xulxin. Ngħid li jien kont nibgħathom ġo kont li kien jgħajjat lili. Kont qed 


nibgħathom ġo Crypto.  


Ngħid li ġiegħlitni niftaħ account ma’ Crypto.com u bdiet turini pass, pass x’għandi 


nagħmel. Ngħid li lil Crypto.com tajthom ismi, kunjomi, n-numru tal-ID Card u 
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x’nagħmel. Rigward għidtilhomx kemm naqla’, huma jgħidulek ‘estimate’. Ngħid li 


qatt ma ppreżentajt dokumenti.  


Ngħid li qabel l-2022, jien qatt ma kelli crypto. Ngħid li qatt ma kelli esperjenza biex 


ninvesti fil-crypto. 


Immur lura għall-BOV, ngħid li jien kont qed nagħmel dawn il-pagamenti f’ammonti 


żgħar. L-akbar pagament li għamilt kien, bejn wieħed u ieħor, €5,000. Ngħid li fil-


perijodu minn Ottubru 2022 sa Mejju 2023, kull meta bgħatt il-flus, il-BOV qatt ma 


ċempluli. Kont nirċievi biss dawk il-messaġġi li qed jinġibdu l-flus. Nikkonferma li dawk 


il-flus kont bgħatthom jien imma kont mingħalija li qed nibgħathom ġol-kont tiegħi 


għax, ovvjament, kieku ma kontx nibgħathom.  


Ngħid li qatt ma ffriżawli l-kont u qatt ma talbuni fejn qed nibgħat il-flus. Ngħid li meta 


kont nagħmel pagament, qatt ma bgħatt email li ridt nibgħat il-flus. Ngħid li qatt ma 


kien hemm indħil. Meta kont nibgħat pagament, ma jidhirlix li kont nikteb għalfejn 


qed nibgħat il-flus. Ngħid li meta kien hemm tas-SEPA, dawn it-tnejn tal-€5,000, kien 


hemm “on your own account”.  


Meta ndunajt li din kienet scam, ippruvajt nieħu l-flus lura. Hi bdiet tgħidli biex 


ninvesti u jien bdejt ninvesti qisni f’arbitraġġ u jekk, pereżempju, torbot il-flus għal 


ġimgħa - jekk int, għall-argument, irbatt €5,000 - wara ġimgħa tieħu l-€5,000 lura plus 


€2,000 oħra. Dan kien fuq Coin Base.  


Ngħid li meta ndunajt li din kienet scam, jien ikkuntattjajt lil din il-mara u għidtilha li 


l-flus ma nistax inniżżilhom, imbagħad, huma bagħtuli messaġġ. Qaltli, “Ara, kellem 


lil dawn.” Bagħtuli fuq Telegram u qaluli li biex inkun nista’ nieħu l-flus tiegħi, irrid 


inħallas €14,000 f’daqqa biex niftaħ il-kont għax kien qisu ffriżat. U jiena meta rajt li 


ridt inħallas aktar, għamilt one plus one, u ndunajt li dawn riedu jeħduli aktar flus.  


Ngħid li wara rrikorrejt il-bank u ppruvajt inkellimhom biex nara x’inhu jiġri. Ngħid li 


mort għand il-Pulizija u għamilt rapport. Imbagħad, mort il-bank u wrejthom il-karti li 


għamilt ir-rapport mal-Pulizija u qaluli li ma setgħux jgħinuni.  


Ngħid li wara dan l-episodju ta’ Mejju 2023, wara ġimagħtejn li mort nitkellem 


magħhom u bdejt ngħidilhom x’ġara u x’kien il-każ, irċevejt li għandi mmur nagħmel 


update tal-account tiegħi, jiġifieri l-account tiegħi kien għadu jidher li naħdem xi 


xogħol ta’ meta kont għadni teenager. Qatt ma kont naf li dawn suppost għandhom 


jagħmlu update. Jekk kellhom jagħmlu update, suppost li kellhom jgħiduli minn 


qabel.  
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Ngħid li tajthom l-informazzjoni rigward ix-xogħol li nagħmel, kemm qed indaħħal u 


dawn l-affarijiet kollha li għandhom x’jaqsmu mal-ħajja tiegħi.  


Ngħid li ma staqsewni xejn fuq it-tranżazzjonijiet li għamilt fil-passat ta’ meta daħħalt 


il-flus mas-separazzjoni tal-partner li kelli; u lanqas ma staqsewni fuq it-


tranżazzjonijiet tal-crypto. Qaluli li speċi dawn huma normali. Ngħid li kont mort il-


BOV tar-Rabat peress li l-kont tiegħi qiegħed magħhom, ir-Rabat.  


Kontroeżami:  


Qed jingħad li jiena semmejt xi terza persuna li għinitni jew ġiegħelitni ninvesti.  


Ngħid li hekk hu; probabbli kienet l-iscammer. Ngħid li kienet ikkuntattjatni hi.  


Mistoqsi jekk il-BOV qattx kien involut f’xi komunikazzjoni bejnietna, ngħid li apparti 


li l-flus inġibdu mill-bank, ma kienx hemm lok li jitkellem bejnietna l-bank.  


Ngħid li le, ma kienx hemm l-involviment tal-bank fil-komunikazzjoni. Ngħid li le, lill-


bank ma tlabtux parir fuq l-investiment li kont ser nagħmel, però, nemmen li jekk ikun 


hemm affarijiet li ħerġin u ma jkunux normali bħalma kienu qabel, hija ħaġa li għandu 


jieħu ħsieb il-bank.  
 


Ngħid li l-bank ma nfluwenzanix biex ninvesti, però, l-flus inġibdu mill-bank. 


Nikkonferma li jien iddeċidejt biex ninvesti u l-bank ma kienx involut.  


Qed jingħad li jien semmejt diversi tranżazzjonijiet fl-ilment tiegħi u mistoqsi kif 


approvajt dawn it-tranżazzjonijiet, ngħid li approvajthom minn fuq il-card bil-mobile; 


li tidħol fuq il-mobile u tgħidlu “OK”.  


Mistoqsi kontx naf min hu r-reċipjent ta’ dawn il-pagamenti at that point in time, 


ngħid li kieku kont naf li l-flus qed imorru x’imkien ieħor, din ovvjament ma kinitx ser 


isseħħ. Jien mingħalija, kif suppost kien jidher, li l-flus qed imorru ġol-bank tal-crypto 


tiegħi, jiġifieri, ġo account li suppost jgħajjat lili.  


Jien kelli moħħi mistrieħ li dawn qegħdin hemmhekk. U, fil-verità, dawn kienu qed 


jidhru li vera qegħdin hemm. Il-problema dik kienet. Jien ma kontx konxju tagħha din 


għax kieku ovvja ma kontx ser nagħmilha. Ngħid li mingħandi marru fil-kont li indikajt 


jiena, hekk suppost.  


Qed jingħad li d-Demand Letter li annettejt mal-ilment tiegħi, jien insemmi kumpaniji 


u nagħmel diversi allegazzjonijiet u qed niġi mistoqsi għal liema kumpaniji qed 


nirreferi.  
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Dr Adrian Sciberras jirrispondi għal din il-mistoqsija:  


Ngħid li d-Demand Letter oriġinali ma kontx għamiltha jien. Kien qabbad xi firm minn 


barra li jagħmlu r-recovery tal-flus u, mbagħad, jien dħalt wara fl-istorja.  


Ikompli jixhed l-ilmentatur:  


Ngħid li jien ma stajt insib għajnuna minn imkien apparti l-Pulizija li għamilt ir-rapport, 


però, sal-lum ma wasalna mkien b’dan ir-rapport. Imbagħad, kont qabbadt kumpanija 


minn barra jisimha Money Pay Back. Dawn kienu għinuni biex nagħmel dik l-ittra.  


Mistoqsi għal min qed nirreferi meta nsemmi l-kumpaniji, ngħid li qed nirreferi għal 


min għamel il-frodi. Mistoqsi jekk hux qed nirreferi għall-BOV, ngħid li le, mhux qed 


nirreferi għall-BOV. Il-BOV qiegħda f’din il-kawża bħala vicarious liability. Fejn hemm 


imsemmijin l-allegazzjonijiet kontra kumpaniji, ngħid li dawn mhumiex kontra l-BOV.  


Qed jingħad ukoll li f’din l-istess ittra ktibt li t-tranżazzjonijiet li għamilt jiena stess kif 


għidt ftit ilu, kienu “inexplicable” u “suspicious”.  


Mistoqsi għalfejn qed ngħid li huma suspettużi meta għamilthom jien stess u marru 


fil-kont tiegħi stess, ngħid li kienu suspettużi għax jien kemm ilni hemm dawn qatt ma 


kien hemm bħalhom. Allura, immaġinajt li l-bank għandu jċempilli u jibgħat għalija u 


jgħidli li hawnhekk jien għandi ċans li qed niġi iffrodat bħal meta, pereżempju, tirċievi 


messaġġ fejn qed jeħdulek xi flus jew jinqatgħulek xi flus ta’ xi subscription u l-bank 


jibgħatlek “if you didn’t do it, call ...”, u jkollok in-numru. Dawn ġieli ġrawli.  


Jien immaġinajt li xi ħadd għandu jiġbidli l-attenzjoni biex jien ma nibqax għaddej 


bihom dawn l-affarijiet għax jien ma kontx konxju. Però, bħalma qed ngħid, qatt ma 


kien hemm transactions li ġraw f’qasir żmien kemm ili mal-BOV. Lanqas qatt u jekk 


tiċċekkja l-history ovvjament għandek tinduna.  
 


Mistoqsi allura jekk il-bank bagħtlix SMSes għal dawn it-tranżazzjonijiet, ngħid li xejn, 


xejn.  
 


Mistoqsi qabel ma ddeċidejt li ninvesti fil-Crypto, kif għamilt biex naċċessa din il-


kumpanija, ngħid, fil-verità, għamilt crypto għax ġejt imġiegħel għax jiena ma kelli l-


ebda ħsieb li nagħmilha din il-biċċa xogħol. Tant bdiet tgħidli - ma’ min kont qed 


nitħaddet - biex ninvesti li għamiltha għax ġejt qisni mġiegħel. Fil-verità, jien ma kellix 


għalfejn nagħmilha.  


Mistoqsi kif għamiltha, jekk għamiltx xi download ta’ xi app jew dħaltx f’xi website, 


ngħid li bdiet tgħidli hi, pass, pass. Qaltli “Issa mmexxik. Ibgħatli l-iscreenshots u 


ngħidlek pass b’pass xi trid tagħfas.”  
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Jien tant ma kontx naf x’irrid nagħmel, li din mexxietni pass b’pass billi jien bgħattilha 


l-iscreenshots fuq il-Messenger (annessi mal-ilment) u kont tajthom lill-Pulizija meta 


mort nagħmel ir-rapport biex jaraw kif ġara l-każ. U mexxietni minn hemm. Bdiet 


tgħidli pass b’pass xi rrid nagħfas u xi rrid nimla; u ngħid li dawn l-affarijiet ħadu ż-


żmien mhux qed ngħid mill-lum għall-għada.  


Ngħid li għamilt account u tajthom id-dettalji: isem u kunjom, ID Card number, ritratt 


tal-ID Card minn quddiem u minn wara.  


Mistoqsi qabel għamilt dan, qrajtx it-termini u l-kundizzjonijiet tal-Crypto, ngħid li 


probabbli li qrajthom imma tgħidlix eżatt.  


Mistoqsi jekk il-BOV kienx imsemmi f’din is-sitwazzjoni kollha, ngħid li ma 


nimmaġinax li kien imsemmi, ma jidhirlix, però, jekk kien hemm xi affarijiet li jitħadtu 


fuq banek, ma nafx. Ngħid li jista’ jkun, però, mhux qed ngħid li l-BOV. Il-BOV huwa 


bank ta’ Malta, jiġifieri, jista’ kien hemm xi mistoqsijiet dwar banek, però, mhux il-


BOV.  


Mistoqsi jekk kellix xi mkien li din l-app tal-Crypto hija xi servizz tal-BOV jew li hija 


relatata b’xi mod mal-BOV, ngħid ovvjament li le.  


Mistoqsi inix familjari mat-termini u l-kundizzjonijiet tal-Internet Banking tal-BOV u 


tal-card li għamilt biex nagħmel it-tranżazzjonijiet, ngħid li familjari meta nużaha.  


Mistoqsijiet mill-Arbitru lill-ilmentatur:  


Nikkonferma li l-pagamenti kollha li jidhru fil-lista li rreferejna għaliha, li saru fit-22 u 


t-23 dawk kollha saru fil-kont tiegħi mal-Crypto.com.  


Nikkonferma li erbgħa minn dawk il-pagamenti saru permezz ta’ online transfer u l-


oħrajn saru bil-card.’  


Waqt l-ewwel seduta, l-Arbitru talab u eventwalment irċieva mingħand il-BOV kopja 


tal-pagamenti online (€5,000 għal 4 darbiet) (fn. 35: P. 192-196) u kopja tal-


istatement tal-kont bejn 2020-2022 ħalli jara l-pagamenti li kienu jsiru qabel ma 


nqala’ dan il-każ tal-pagamenti ilmentati. (fn. 36: P. 200-202) 


Fit-tieni seduta (li saret fid-29 ta’ Ottubru, 2024) xehdet ir-rappreżentanta, Sandra 


Stevens tal-BOV, li kkonfermat li l-pagamenti kollha li saru bil-Visa card kienu 


awtorizzati mill-ilmentatur skont it-‘2 factor authentication’ permezz tas-sistema 3D 


secure. Hija xehdet, fosthom, li:  
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‘Ngħid li jiena responsabbli mir-Risk and Fraud Section tal-E-Banking tal-Bank of 


Valletta. Ili fil-Cards Section għal 28 sena u ili nokkupa dan ir-rwol għal 17-il sena. Jiena 


inkarigata mill-card payments u l-mistoqsijiet li jsiru lili jikkonċernaw il-card payments 


u mhux il-pagamenti li jkunu saru bil-Payment Orders.  


Nikkonferma li jien rajt l-ilment [tal-Ilmentatur] partikolarment it-tranżazzjonijiet li 


seħħew bil-card.  


Ngħid li t-tranżazzjonijiet saru kollha bit-3D Secure; kien hemm l-authentication 


fihom, allura, jiġu kkunsidrati bħala low risk. Kienu wkoll over a span ta’ 6/7 months, 


jiġifieri dik ukoll ma tindikax li kien hemm xi ħaġa suspettuża fihom. Plus li l-iscore ta’ 


dawn it-transactions fuq is-sistema tagħna li naħdmu mas-sistema tal-VISA tal-


monitoring jiġu skorjati “very low” minħabba l-authentication tat-3D Secure.  


Ngħid li fil-każ tat-tranżazzjonijiet li jkollhom dan il-“low risk score”, l-ammonti u l-


merchants ma jiġux monitored; biss il-bank jibgħat SMS biex jinnotifika lill-customer 


li saru dawk il-pagamenti. Again, minħabba li huma awtentikati bit-3D Secure. 


Ngħid li kull card transaction li ssir fejn card tagħna tintuża minn merchant li mhuwiex 


tagħna, dik tgħaddi mis-sistema tal-VISA. Is-sistema tal-VISA għandha wkoll din il-


monitoring tool li kollox jgħaddi minn ġo fiha wkoll. Kull tranżazzjoni tingħata risk 


score u dan ir-risk score jinħadem mis-sistema tal-VISA stess abbażi kemm ikun hemm 


rapporti ta’ frodi fuq il-merchant innifsu, it-trend tal-countries, jiġifieri jinħadem 


awtomatikament mis-sistema.’ (fn. 37: P. 237-238) 
 


Fil-kontroeżami qalet: 
 


‘Mistoqsija x’tip ta’ due diligence sar fuq [l-Ilmentatur] qabel ma bdew jiġu affettwati 


dawn il-card payments; xi due diligence kien sar fuq dan il-klijent meta kien applika 


għall-card, ngħid li mhux fil-kompitu tiegħi li nwieġeb għal din il-mistoqsija.  
 


Mistoqsija qattx il-bank ċempel lill-klijent biex jistaqsuh jekk kienx hu li qed jagħmel 


dawn il-pagamenti, ngħid li ma jidhirlix, però, jekk aħna bagħatna ħafna messaġġi u 


l-klijent ma rrapporta xejn, dawk ser jiġu treated as genuine. Jekk il-messaġġ jiġi 


delivered u xorta ma rrapportalna xejn, the client is happy for us. Hu għamel il-


complaint fl-aħħar, meta nduna.  


Aħna, min-naħa tagħna, ma nistgħux inċemplu lill-klijent u ngħidulu, “Isma’”, dak 


jista’ jkun suspicious”.  


L-Arbitru jgħid li mhux il-bank ma jistax imma f’dan il-każ ma sarx.  


Ngħid li min-naħa tagħna ma jsirx dan. 
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L-Arbitru jistaqsi lix-xhud: 
  


Qed jingħad allura ġaladarba l-pagament ikun għadda bit-3D Secure, il-bank joqgħod 


fuq is-sistema tal-VISA li ma tagħtix xi alert li hemm xi ħaġa ħażina.  
 


Ngħid li minħabba l-isteps li jgħaddu minnhom it-tranżazzjonijiet li jsiru bl-


authentication tat-3D Secure.  


L-Arbitru jgħid li wieħed jifhimha kieku kienet tranżazzjoni waħda imma hawn każijiet 


fejn saru ammont kbir ta’ tranżazzjonijiet fi span ta’ xhur u kien jidher ċar li t-


tranżazzjonijiet kienu qed isiru f’isem merchant li hu Crypto.com.  


Joħroġ ċar mill-bank li kien hemm trasferiment mill-kont tal-klijent ma’ Crypto.com 


imma Crypto.com kulħadd jaf min huma, li huma nies li jiddiljaw fil-cryptocurrencies. 


Mistoqsija jekk allura tixgħelx xi bozza li tgħid li dan il-klijent mhux tip ta’ klijent illi 


normalment jagħmel daqshekk trasferimenti fi cryptocurrencies u jekk il-bank 


joqgħodx fuq is-sistema ta’ x’jagħmel il-VISA, (eżempju, hawn banek f’Malta li fejn 


jaraw tranżazzjoni mal-Binance, li m’hemmx affarijiet sbieħ fuqha, lanqas jagħmluha), 


ngħid li l-bank ma jillimitax lill-card holders fejn jużaw il-cards tagħhom.  


Il-bank jagħtih is-servizz tal-card li jista’ jużaha fejn irid skont it-termini tal-card, 


jagħtih l-application biex bit-3D Secure it-tranżazzjonijiet ikunu jistgħu jgħaddu 


b’mod sigur bl-authentication tagħhom plus li jinnotifikah b’SMS alert għal kull online 


transaction li ssir. Aħna ngħidulu lill-klijent li jekk mhix tiegħu ikellimna.  


L-Arbitru jirreferi għall-obbligi tal-monitoring systems li hemm fil-PSD 2.  


Ngħid li aħna nagħmlu monitoring tat-transactions, però, jekk jiġu flagged bħala low 


risk, dawn ikunu għaddew bl-authentication, bit-3D Secure fejn hemm two steps biex 


jaċċessahom.  


Ukoll, mhux kull tranżazzjoni li ssir għand Crypto.com hija fraudulent jiġifieri l-bank 


ma jistax jgħid li għax hemm dik it-tip ta’ tranżazzjoni hija frodi u ser iwaqqafha jew 


ser jinvestigaha.  


L-Arbitru jgħid allura l-bank ma jarax it-transaction history tal-klijent għax kull 


tranżazzjoni tiġi cleared mill-VISA.  


Ngħid, again, għax kien hemm authentication ripetutament, messaġġi ripetutament 


u ma rċevejniex rapporti mingħand il-klijent li hemm xi ħaġa ħażina.  
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L-Arbitru jisħaq li dan l-ilment mhuwiex ibbażat fuq xi fraudster li daħallu fil-kont 


tiegħu jew li l-pagamenti li saru m’għamilhomx hu. L-ilment jidher li hu ibbażat fuq 


pretensjoni – tajba jew ħażina – tal-klijent illi kien hemm pattern li l-bank – at some 


point in time – kważi kellu l-obbligu illi jiġbed l-attenzjoni għal dak li kien qed jagħmel 


il-klijent. U d-difiża tal-bank hija li la l-pagamenti kienu a favur tiegħu ma’ Crypto.com, 


ma kienx hemm terz involut għax kien qed jikkredita l-kont tiegħu innifsu.  


Mistoqsi jekk isirx dan it-tip ta’ transaction monitoring fuq il-card payments, ngħid li 


le, ma nidħlux f’daqshekk dettall fejn jidħlu trading jew investments.’(fn. 38: P. 238-


239) 


Xehed ukoll Keith Vella, xhud tal-BOV, li qal: 


‘Ngħid li jiena wieħed mid-Deputy MLROs tal-Bank of Valletta. Ili nokkupa din il-kariga 


minn Jannar 2022, kif ukoll mill-bidu ta’ din is-sena, Head tal-AFC (Anti Financial 


Crime) Transaction Monitoring u Proactive Analysis.  


Ngħid li jien familjari mal-ilment [tal-Ilmentatur] partikolarment it-tranżazzjonijiet li 


qed jilmenta fuqhom.  


Ngħid li f’dawn it-tip ta’ tranżazzjonijiet kemm meta t-tranżazzjoni ser tiġi transacted 


out of the bank and into the bank minn banek u financial institutions oħra, it-


transaction qabel tidħol jew titlaq mill-kont tagħna jew tidħol mill-kont tagħna tal-


BOV, isir transaction monitoring at a pre-transaction level: jew qabel ma titlaq it-


transaction mill-kont tagħna għal bank ieħor jew financial institution oħra jew inkella 


qabel tidħol minn financial institution oħra għal ġol-kont tal-klijenti tagħna, jiġifieri 


qabel tiġi credited jew debited.  


F’dan il-każ, l-erba’ transactions li saru bi 24/7 kienu debited mill-kont tal-klijent 


tagħna u ser imorru ġo kont tal-klijent tagħna wkoll imma ma’ institution oħra.  


F’dan il-każ, tnejn minn dawn it-transactions li telqu mill-bank tagħna marru l-


OpenPayd Financial Services Malta Limited (li hija kumpanija rreġistrata hawn Malta) 


u żewġ transactions oħra marru ġo financial institution ġewwa l-Lithuania, t-


Transactive Systems UAB.  
 


F’dan il-każ, qabel ma telqet it-transaction, isir screening tal-payment details, tal-


beneficiary, li f’dan il-każ kien il-klijent tagħna wkoll imma ma’ institution oħra; jsir 


screening ukoll għal liema pajjiż sejra dik it-transaction – f’dan il-każ kienu Malta u l-


Lithuania. U jsir ukoll check vis-à-vis l-pajjiż għat-threshhold jew ammont li jkun 


iffissat based on the Risk-Based Approach.  
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Jiġi screened ukoll, apparti l-bank details, il-bank fejn sejrin il-flus ukoll u f’dan il-każ 


kienu l-OpenPayd Financial Services Malta Limited u t-Transactive Systems UAB.  
 


Bażikament dak hu t-tip ta’ screening li jsir. Dan l-iscreening isir through sistema – 


f’dan il-każ, it-transactions għaddew through SEPA – u s-sistema li tintuża għas-SEPA 


payments għandha dawk li jissejħu Watchlists.  
 


Dawn il-Watchlists jagħtihomlna jew jiġu downloaded through a contract with 


reputable institutions li f’dawn il-Watchlists (li huma publicly available ukoll), f’ħafna 


minnhom ikun hemm entitajiet, kemm nies naturali u kemm nies legali mniżżlin ġo 


fihom, li jistgħu ikunu abbinati magħhom ċertu offenses ta’ financial crime jew, 


pereżempju, nies jew entitajiet marbutin ma’ ċerti reati. U, allura, f’dan il-każ, il-


beneficiary, li nzerta kien klijent tagħna wkoll, ġie screened vis-à-vis dawn il-


Watchlists ukoll. Ngħid li l-isem [l-Ilmentatur] ma nstab fl-ebda Watchlist u, 


ovvjament, il-pagament baqa’ għaddej.  


Apparti minn hekk, jekk inħarsu lejn it-transaction activity tal-klijent, hemm ammonti 


li jaqbżu dawk il-€5,000 per payment li marru minn ġo kont tiegħu mal-BOV għal ġo 


kont ieħor tiegħu mal-BOV wkoll. Imma biex tagħmel dawk it-tip ta’ transactions, l-


istess proċedura tintuża biex tagħmel transfer mill-bank tagħna għal financial 


institution oħra.  
 


Hemmhekk ukoll qed turi l-versatilità tal-klijent mas-sistema tat-24/7 tal-klijent mal-


BOV.  


L-Arbitru jixtieq jitlob kjarifika. Jgħid li fl-ewwel seduta jidhirlu li ġie stabbilit, jekk 


fehem tajjeb, li dawn l-erba’ pagamenti li ma sarux bil-card imma saru bl-online 


transfer, kienu kollha a favur ta’ Crypto.com.  


[L-Ilmentatur] u Dr Adrian Sciberras jikkonfermaw li dan hu korrett.  


L-Arbitru jgħid li talab kopja ta’ dawn il-Payment Orders li l-bank bagħathomlu 


flimkien mal-kont tal-klijent minn żmien qabel.  


Issa, s-Sur Vella qed jgħid li dawn Crypto.com ma jidhru mkien imsemmija fihom, 


imma saru through a payment institution li hija OpenPayd jew xi ħadd ieħor illi 


Crypto.com forsi kellha kont magħhom.  


L-Arbitru jiġbed l-attenzjoni għall-fatt li Crypto.com ma jidhru bl-ebda mod f’dawn il-


payment transactions bħala l-ultimate beneficiary fejn il-klijent kellu kont u jgħid li l-


klijent m’għandux kont ma’ OpenPayd u lanqas mal-istituzzjoni ġewwa l-Lithuania.  
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L-Arbitru jgħid li fil-kopja tat-tranżazzjonijiet mhuwiex qed jara eżatt min hu l-


beneficiary.  


Keith Vella jwieġeb:  


Il-Crypto jista’ jkollha accounts tagħha f’diversi financial institutions fejn jista’ jkollha 


accounts. Kif qed naraw f’dan il-każ, probabbilment għandha kontijiet ma’ financial 


institution ġewwa Malta li hija OpenPayd Financial Services Malta Limited u account 


ieħor mat-Transactive Systems UAB. Il-Wallet ikun f’isem il-klijent. F’dan il-każ, huwa 


f’isem il-klijent tagħna, [l-Ilmentatur]. 


Biex inkompli nsaħħaħ dak li qed ngħid, il-klijent qalilna wkoll fil-complaint tiegħu li 


t-transactions li għadda kollha dehru fil-Crypto.com Wallet tiegħu, jiġifieri dawk ikunu 


kontijiet tal-Crypto.com f’diversi financial institutions. Ngħid li din hija xi ħaġa normali 


li jagħmluha. L-Arbitru jgħid li, allura, għalkemm l-isem ta’ Crypto.com ma jirriżulta 


mkien mid-dokumenti li bagħat il-bank, Crypto.com hija l-holder ta’ dak l-IBAN 


number li hu kkwotat fil-Payment Order.  


Keith Vella jirrispondi:  


Eżatt, għax kieku ma jidhrux fil-Crypto.com Wallet tal-klijent li wkoll bagħtilna 


screenshot tiegħu fil-complaint tiegħu.  


Dr Adrian Sciberras, għall-ilmentatur, jgħid li kulma qalu s-Sinjuri Sandra Stevens u 


Keith Vella huwa kollu minnu u ħadd mhu qed jinnegah.  


Dr Adrian Sciberras jixtieq jistaqsi x’tip ta’ due diligence sar fuq dan il-klijent u meta 


sar l-aħħar.  


Keith Vella jirrispondi:  


Ngħid li jsir id-due diligence perjodikament skont l-Implementing Procedures li aħna 


nsegwu bħala financial institution u subject persons.  


Kif nistgħu ngħidu, skont l-IPs għandek klijenti li jkunu rriskjati low, medium u high. 


Issa, skont ir-risk rating tal-klijent – li dak hu xi ħaġa interna u sensittiva li ma nkunx 


nista’ ngħid hawnhekk ir-risk rating tal-klijent – isir perjodikament skont dak ir-risk 


rating id-due diligence tal-klijent.  


Kif ukoll, is-sena l-oħra u ta’ qabel, il-bank kien għaddej minn proċess sħiħ fejn kienet 


qed issir dik li jgħidulha Remediation (li kienet ukoll public) fejn bażikament kull klijent 


tal-bank kien qed jiġi mitkellem mill-bank biex jiġi updated il-profile tiegħu – parti 


mir-Remediation u d-due diligence li jsir tal-klijenti.  
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Mistoqsi meta kien sar l-aħħar due diligence fuq il-klijent qabel ma saru t-


tranżazzjonijiet f’Ottubru 2022 u x’għamilna wara li ġara dan l-inċident, ngħid li din il-


mistoqsija ma kontx ippreparat għaliha; għandna ma nafx kemm-il klijent u żgur li 


mhux ser ngħidlek meta kien, on the fly, l-aħħar due diligence; żgur ma nistax. 


Ngħid li nkunu nistgħu niċċekkjaw min kienet il-branch li għamlitlu l-update tad-due 


diligence. Ngħid li l-klijent suppost jaf meta saret l-aħħar due diligence għax il-bank 


bilfors irid jikkuntattja lill-klijent għal ċertu documentation. 


L-Arbitru jitlob lill-bank sabiex jibgħat id-dati preċiżi meta saret l-aħħar due diligence 


[tal-Ilmentatur].  


Mistoqsi x’jagħmel il-bank in ġenerali meta jara dawn it-tip ta’ tranżazzjonijiet, jekk 


iħallihomx għaddejjin jew jekk iċempilx, ngħid li diġà tkellimt kif isir il-proċess: jekk 


ma kinux suspicious, m’għandhomx għalfejn jieqfu. God forbid li nistaqsu għal kull 


transaction li ssir ta’ €1,000, ta’ €2,000. Kieku nistaqsu għal kull transaction li ssir, 


kieku qed niksru l-Implementing Procedures aħna stess, li bilfors irridu nsegwuhom. 


Kieku r-Risk-Based Approach ma nkunux qed insegwuh li ma nistgħux ma nsegwuhx.  


L-Arbitru jistaqsi jekk il-monitoring system tal-bank meta ra dawn it-tranżazzjonijiet 


kollha għaddejjin - li żgur ma kinux isiru qabel - at some point in time tixgħellux bozza 


li wieħed għandu jistaqsi xi ħaġa lill-klijent jekk jafx x’inhu jagħmel avolja l-flus sejrin 


f’kont tiegħu stess peress li kulħadd jaf Crypto.com x’jagħmel u li l-klijent hu retail 


investor.  


Ngħid li jekk nieħdu dawk l-affarijiet kollha li semmejt bħala proċess, on a Risk Based 


Approach, anke tarahom in conglomerate, forsi għall-klijent 66K huma ħafna u jista’ 


jkun li għal klijenti normali (il-klijentela normali tal-bank) huwa ammont kbir. Imma 


trid tara l-perijodu u trid tara wkoll kif elevaw it-transactions li kienu għaddejjin.  


Niftakru li t-transactions by card kienu €1,000 something, €1,000 something, jiġifieri 


kienu recurrent – kien hemm recurrency. Ma kien hemm xejn li filli ma jiena nagħmel 


xejn filli, imbagħad, għaddejt €20,000 f’daqqa, pereżempju, lil Crypto.com.  


Apparti minn hekk, is-sistemi tal-bank dejjem qed naraw kif intejbuhom. Ovvjament, 


biex tara dan l-effett fuq numru ta’ tranżazzjonijiet, is-sistema tkun trid titħaddem 


bil-Machine Learning u l-AI li l-bank ukoll qed jinvesti fiha.  


Tgħidli bil-Machine Learning u l-AI dawn it-transactions ser jieqfu? Skont il-profil tal-


klijent. Jekk qed naraw €1,000, €1,000 – l-ammonti huma verament baxxi biex ngħidu 


li kien hemm spike out of the blue lil Crypto.com. 
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Ma ninsewx ukoll li dawn il-Crypto platforms huma illiċenzjati, reputable; u mhux li t-


transaction qed tintbagħat lil xi platform mhux daqshekk imsemmija. Crypto.com hija 


lliċenzjata Malta wkoll u għandha l-liċenzja mill-MFSA.  


All in all, kollox irid jittieħed into consideration.  


Mistoqsi jekk jiena jew it-tim tiegħi qattx ċempilna [lill-Ilmentatur] fuq xi transaction, 


ngħid li t-tim tiegħi qatt ma jista’ jċempel lill-klijenti għax inkella niġu tipping off, 


jiġifieri nkunu qed niksru l-liġi aħna stess.  


Qed jingħad li x-xhud ta’ qabli xehdet fuq card. Mistoqsi jekk fuq payment hemmx 


dipartiment ieħor, ngħid li l-monitoring system qiegħda taħt il-kappa tal-MLRO. Jekk 


teħel xi transaction jew set ta’ transactions u jkollna bżonn supporting 


documentation, ma nistgħux immorru għall-klijent aħna għax inkunu qed niksru l-liġi.’ 


(fn. 39: P. 240-244) 


Analiżi u kunsiderazzjonijiet 


Dan huwa fost l-ewwel każi minn sensiela ta’ ilmenti li għandu quddiemu l-Arbitru 


magħmula minn nies lokali rigward skemi ta’ pagamenti frawdolenti b’sistema 


magħrufa bħal ‘pig butchering’ li frodisti professjonali bi kreattività enormi qed 


iħaddmu biex jarrikkixxu ruħhom a skapitu ta’ konsumaturi. 


Ma’ din id-deċiżjoni, l-Arbitru qed jippubblika Noti Tekniċi dwar x’inhu ‘pig 


butchering’ u jispjega x’inhuma meqjusa l-obbligi tal-banek u istituzzjonijiet 


finanzjarji oħra liċenzjati biex jipproteġu lill-klijenti, speċjalment dawk vulnerabbli 


minn dan it-tip ta’ frodi. Dan biex il-banek u l-istituzzjonijiet finanzjarji liċenzjati 


jaderixxu mal-obbligi li għandhom u jifhmu l-konsegwenzi li jistgħu japplikaw jekk 


jonqsu milli jagħmlu dan. 


Dawn in-Noti Tekniċi qed ukoll jiġu ppubblikati fuq il-website tal-OAFS għall-


informazzjoni ġenerali, mhux biss tal-partijiet f’dan l-ilment. 


Il-mertu prinċipali ta’ dan l-ilment essenzjalment huwa jekk il-Bank mexiex skont l-


obbigi li għandu rigward il-moniteraġġ tal-pagamenti li jsiru mill-klijenti tiegħu. 


Fin-Noti Tekniċi li l-Arbitru ħareġ qabel rigward pagamenti frawdolenti ġie ddikjarat 


kif ġej: (fn. 40: In-Nota Teknika maħruġa f’Diċembru 2023 (aġġornata Nov. 2024) 


intitolata “Mudell għall-allokazzjoni ta’ responsabbilità bejn Fornituri ta’ Servizzi ta’ 


Pagament (PSP) u Utenti tas-Servizzi ta’ Pagament (PSU) f’każ ta’ scams ta’ pagamenti 


frawdolenti”).  
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‘PSP (Payment Service Providers) huma obbligati li jkollhom sistemi effettivi ta’ 


sorveljanza ta’ pagamenti biex jipproteġu lill-PSU (Payment Service User) minn 


pagamenti frawdolenti. Ir-Regolament Delegat tal-Kummissjoni (UE) 2018/389 tas-27 


ta’ Novembru 2017 jistabbilixxi standards tekniċi regolatorji għall-awtentikazzjoni 


qawwija tal-konsumatur u standards miftuħin ta’ komunikazzjoni, u jissupplimenta d-


Direttiva (UE) 2015/2366.   


Dan jipprovdi fl-artikolu 2(1) li: 


“Il-fornituri ta’ servizzi ta’ pagament għandu jkollhom fis-seħħ mekkaniżmi li 


jimmonitorjaw it-tranżazzjonijiet li jippermettulhom jaqbdu tranżazzjonijiet tal-


pagament mhux awtorizzati jew frodulenti ... Dawn il-mekkaniżmi għandhom ikunu 


msejsa fuq l-analiżi tat-tranżazzjonijiet tal-pagament, filwaqt li jqisu elementi li 


huma tipiċi tal-utent ta’ servizzi ta’ pagament fiċ-ċirkustanzi ta’ użu normali tal-


kredenzjali personalizzati ta’ sigurtà.’ 


L-artikolu 2(2) jipprovdi li s-segwenti fatturi bbażati fuq riskju għandhom jitqiesu fil-


mekkaniżmi li jissorveljaw it-tranżazzjonijiet: 


1. Listi ta’ elementi tal-awtentikazzjoni kompromessi jew misruqa; 


2. L-ammont ta’ kull tranżazzjoni ta’ pagament; 


3. Xenarji tal-frodi magħrufa fl-għoti ta’ servizzi ta’ pagament; 


4. Sinjali ta’ infezzjoni tal-malwer fi kwalunkwe sessjoni tal-proċedura ta’ 


awtentikazzjoni; 


5. F’każ li l-apparat jew is-softwer tal-aċċess jingħata mill-fornitur ta’ 


servizzi ta’ pagament, log tal-użu tal-apparat tal-aċċess jew tas-


softwer mogħti lill-utent ta’ servizzi ta’ pagament u l-użu anormali tal-


apparat tal-aċċess jew tas-softwer. 


Ġie ċċarat li l-obbligazzjoni ta’ sorveljanza ta’ mekkaniżmi ta’ pagament m’għandux 


ikun “sorveljanza ta’ riskju f’ħin reali” u solitament isir “wara” l-eżekuzzjoni tat-


tranżazzjoni ta’ pagament. Għadu ma ġiex definit kemm wara, imma ovvjament għal 


kwalunkwe valur reali ta’ tali mekkaniżmi, id-differenza bejn il-ħin reali tal-pagament 


u dak tas-sorveljanza effettiva ma tridx tkun wisq. 


Aktar minn hekk, l-artikolu 68(2) tal-PSD2 jawtorizza PSP li jimblokka pagament: 
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“Jekk maqbul fil-kuntratt qafas, il-fornitur ta’ servizzi ta’ pagament jista’ jirriżerva 


d-dritt li jimblokka l-użu tal-istrument ta’ pagament għal raġunijiet oġġettivament 


ġustifikabbli relatati mas-sigurtà tal-istrument ta’ pagament, is-suspett ta’ użu 


mhux awtorizzat jew frodulenti tal-istrument ta’ pagament jew, fil-każ ta’ strument 


ta’ pagament b’linja ta’ kreditu, riskju sinifikattivament akbar li l-pagatur jista’ ma 


jkunx kapaċi jissodisfa r-responsabbiltà tiegħu li jħallas.” 


Huwa ċar li dawn huma obbligi serji fuq bank bħall-BOV biex jagħmel moniteraġġ sew 


tal-pagamenti li jkunu qed jagħmlu l-klijenti tiegħu u joqgħod attent għal kull xamma 


serja li l-pagamenti, għalkemm ikunu qed jiġu awtorizzati mill-klijent, jista’ jkun fihom 


indizzji ta’ frodi fejn il-klijent jispiċċa vittma ta’ frodisti professjonali. 


Huwa daqstant ieħor ċar li l-obbligi ta’ moniteraġġ imorru ferm aktar minn iċċekkjar 


ta’ pagamenti individwali, iżda trid tingħata konsiderazzjoni ta’ sensiela ta’ 


pagamenti li jkunu qed isiru fi sfond ta’ xi tkun l-istorja normali tal-pagamenti li kienu 


jsiru mill-klijent konċernat. 


Hekk, f’dan il-każ, jirriżulta b’mod ċar li ċertu pagamenti li saru mill-Ilmentatur fil-


perijodu bejn Ottubru 2022 u Mejju 2023 kienu għal kollox anomali minn kif kien 


jopera l-kont qabel, skont l-istatements ippreżentati li jmorru lura sal-bidu tas-sena 


2020. (fn. 41: P. 203-236) 


Matul is-snin 2020 u 2021, u sa ma bdew il-pagamenti ilmentati f’Ottubru 2022, il-


pagamenti li kienu jsiru mill-kont konċernat kienu pagamenti żgħar anke jekk 


frekwenti. L-ogħla pagamenti kienu ta’ €1,000 (29.07.2020), €1,000 (15.10.2020), 


€2,000 (30.11.2020), €3,000 (05.10.2021) li kollha kienu trasferimenti għal kont ieħor 


li l-Ilmentatur kellu mal-BOV stess jispiċċa b’ċifri … 59 u li, allura, ma kienu jimmarkaw 


ebda riskju ta’ frodi.  


Mill-bqija, il-pagamenti l-oħra kienu ammonti żgħar, kollha taħt €500, il-biċċa kbira 


jirrappreżentaw ġbid ta’ flus kontanti mill-ATM, xiri point of sale u automated 


transfers.  


Biex jasal għall-ġudizzju dwar l-anomalija tal-pagamenti ilmentati mal-istorja tal-


kont tal-Ilmentatur, l-Arbitru wkoll qed jelenka f’Tabella B il-kriterji li jispirawh.  
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Tabella B 


Kriterji kkunsidrati biex jiġi determinat jekk il-pagamenti in kwistjoni kinux anomali u ‘out-of-


character’ fil-kuntest tal-profil tal-konsumatur u tranżazzjonijiet tipiċi tiegħu 


 


Kriterju bażiku 


 


 Informazzjoni partikolari li toħroġ mill-każ  


 


(a) Profil tal-


konsumatur 


 


 L-ilmentatur kellu 39/40 sena meta seħħew il-pagamenti u huwa 


self-employed bħala car instructor. L-ilmentatur kien ilu għal snin 


twal (iżjed minn 15-il sena sa mill-2007) bħala klijent tal-bank. (fn. 


42: P. 192 u 252) Kellu dħul dikjarat ta’ madwar €25,000. (fn. 43: P. 


270 u 271) 


(b) L-ammont u 


d-daqs tat-


tranżazzjoni 


(hekk kif 


komparat 


mal-ammont 


medju ta’ 


tranżazzjoni 


u l-ammont 


totali tal-


kont u/jew l-


introjtu fix-


xahar) 


 


 L-ammonti kienu individwalment akbar minn dawk li kienu jsiru 


iżda mhux b’mod sinjifikattiv.  


Kull pagament maħruġ mill-Bank għal kriptoassi kien ivarja 


madwar 64% - 162% (tas-salarju nett ta’ xahar ta’ €1,592 skont l-


aħħar payslip ta’ Marzu 2019 ippreżentata). (fn. 44: P. 274: Eż. 


€1,027 huwa 64% ta’ €1,592; €2,572 huwa 162% ta’ €1,592) Il-


pagamenti l-oħra SEPA li saru ta’ €5,000 kienu 314% tas-salarju 


nett abbażi ta’ tali payslip. 


Sa l-aħħar ta’ Novembru 2022, it-tranżazzjonijiet fi kriptoassi 


(għall-ammont kumulattiv ta’ €19,525) diġà kienu jikkonsistu għal 


iżjed minn 77% tas-salarju gross ta’ sena indikat tal-ilmentatur. (fn. 


45: Pagamenti għal kriptoassi minn 26.10.2022 sa 30.11.2022 


kienu jlaħħqu €19,525 (jiġifieri 77% tas-salarju €25,330 indikat fit-


2019) – P. 270) 


Sa nofs Diċembru 2022, dawn il-pagamenti b’mod globali kien 


jlaħħqu għal €38,243, jiġifieri 150% tas-salarju gross ta’ sena 


indikat tal-Ilmentatur. 


Sa l-aħħar ta’ Diċembru 2022, dawn il-pagamenti b’mod globali 


kien jlaħħqu għal €45,780, jiġifieri kważi d-doppju (180%) tas-


salarju gross ta’ sena indikat tal-Ilmentatur. 


(c) Il-frekwenza, ħin 


u x-xejra ta’ 


tranżazzjonijiet 


simili jew l-istess; 


 


 Anomali mal-istorja tal-kont hekk kif diġà deskritt ftit qabel f’din it-


Tabella.  


Għoxrin pagament għal kriptoassi fuq xahrejn, b’medda ta’ għaxra 


fix-xahar li saru f’Novembru u Diċembru 2022. Dawn il-pagamenti 


frekwenti ħafna minnhom kienu qegħdin isiru bi frekwenza ta’ bejn 


ġurnata jew tlett ijiem bejniethom.  


(d) L-ammont 


kumulattiv li 


rriżulta minn 


tranżazzjonij


iet simili jew 


 Il-kumulu tal-pagamenti kien ferm anamolu minn dawk li kienu jsiru 


qabel speċjalment fil-frekwenza u fil-kumulu tal-ammont fuq 


perijodu ta’ 7 xhur. Filwaqt li individwalment, il-pagamenti ma 


kinux għal ammonti li jeħtieġu xi awtorizzazzjoni speċjali minn 
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l-istess (kif 


ikkomparat 


mal-ammont 


medju ta’ 


tranżazzjoni 


u l-ammont 


totali tal-


kont; 


 


qabel biex isiru, il-kumulu tagħhom kien ferm suspettuż hekk kif 


anke indikat hawn fuq.  


(e) L-iskop tat-


tranżazzjoni 


 


 L-iskop tal-pagamenti kien wieħed ċarissimu, biex isir investiment fi 


crypto-assets.   Crypto.com hija liċenzjata mill-MFSA bħal Virtual 


Asset Service Provider (VASP) u allura messu kien ċar għal BOV 


x’kien l-iskop tat-trasfermenti li kienu qed isiru.  


(f) Ir-reċipjent 


tat-


tranżazzjoni 


 


 Crypto.com hija liċenzjata mill-MFSA bħal Virtual Asset Service 


Provider (VASP) u allura messu kien ċar għal BOV x’kien l-iskop tat-


trasfermenti li kienu qed isiru.  


(g) Twissijiet 


pubbliċi 


rilevanti u 


materjali fuq 


ir-reċipjent 


 


 Ir-reċipjent kien Crypto.com li kien qed jopera skont il-liċenzja li 


kellu bħala VASP.  Iżda saru diversi twissijiet pubbliċi li investimenti 


fi crypto huma spekulattivi u fuq ir-riskju ta’ attivitajiet frawdolenti 


f’dan is-settur. (fn. 46: 


https://www.esma/Europa.eu/sites/default/files/lirary/esa_2022


_15_joint_esas_warning_n-crypto-assets.pdf; 


https:///www.eiopa.Europa.eu/document-library/other-


documents/crypto-assets-esas-remind-consumers-about-risks.en) 


Dan wieħed irid jarah ukoll fil-kuntest ta’ klijent retail bla 


esperjenza fis-settur.  


(h) Inkonsistenzi 


oħra jew 


natura 


eċċezzjonali 


tat-


tranżazzjoni 


jew serje ta’ 


tranżazzjonijiet 


hekk kif 


ikkomparat 


mal-operat 


preċedenti tal-


kont 


 


 Kif diġà spjegat li l-kumulu, l-frekwenza u l-iskop tal-pagamenti 


ilmentati kienu għal kollox anomali ma kif kienu jopera l-kont 


tiegħu l-Ilmentatur qabel ma bdiet din l-esperjenza qarsa. 


 



https://www.esma/Europa.eu/sites/default/files/lirary/esa_2022_15_joint_esas_warning_n-crypto-assets.pdf

https://www.esma/Europa.eu/sites/default/files/lirary/esa_2022_15_joint_esas_warning_n-crypto-assets.pdf
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Għalkemm il-kriterji msemmija hawn fuq huma ndikati u ġew miġbura flimkien fin-


Nota Teknika li l-Arbitru qiegħed joħroġ ma’ din id-deċiżjoni, dawn il-kriterji  


m’humiex xi aspetti ġodda jew onerużi li bank jieħu jew kellu jieħu biex jaqdi b’mod 


adekwat l-obbligu tiegħu ta’ moniteraġġ tal-pagamenti tal-klijenti.  


Ħafna minn dawn il-kriterji l-bank diġà jkollu informazzjoni fuqhom fis-sistemi 


tiegħu u xi oħrajn jistghu jinġabru meta l-intervent ikun f’waqtu u neċessarju bħala 


parti mill-operat tal-bank fuq tali obbligazzjonijiet ta’ moniteraġġ.  


Hija l-fehma tal-Arbitru li dawn il-pagamenti tal-Ilmentatur tant kienu anomali li 


kien doveruż li l-Bank x’imkien matul it-traġitt ta’ dawn il-pagamenti messu 


intervjena biex ikollu konverżazzjoni serja mal-Ilmentatur biex jifhem jekk setax 


ikun il-każ li l-Ilmentatur qed jiġi mmanipulat minn frodisti. 


L-Arbitru jinnota d-difiża tal-Bank fejn il-Bank saħaq li għamel moniteraġġ fuq kull 


tranżazzjoni. (fn. 47: Eż. Para. 26 tar-risposta tal-Bank, P. 153) 


Moniteraġġ tat-tranżazzjonijiet adegwat iżda ma jsirx fuq, u ma jieħux konjizzjoni 


ta’ tranżazzjoni waħda biss imma anke fosthom tal-operat in ġenerali tal-kont tal-


klijent u s-serje tat-tranżazzjonijiet li jkunu qed isiru fuq l-istess kont.  


F’dan il-każ kien ċarissimu, u l-Bank kien ampjament konxju, li l-Ilmentatur kien 


qiegħed jagħmel ħafna pagamenti mill-kont tiegħu kollha għall-iskop u relatati ma’ 


kriptoassi – id-deskrizzjoni fuq l-istatement tal-Bank stess tal-pagamenti bil-VISA card 


huma fil-fatt deskritti bħala pagamenti ‘POS CRO-Internet’ jew ‘POS crypto.com’ fejn 


jindikaw b’mod ċar l-intenzjoni li jkun hemm tranżazzjonijiet fi kriptoassi. (fn. 48: P. 


230-236) 
 


Dawn it-tranżazzjonijiet (tletin kollha fejn il-maġġoranza tagħhom, għoxrin, saru fuq 


xahrejn biss) kienu qed isiru b’mod frekwenti, ħafna minnhom f’temp ta’ ftit jiem biss 


hekk kif joħroġ minn Tabella A.  
 


Kien ukoll ċar li, b’mod sistematiku, l-kont tal-Ilmentatur kien qiegħed jiġi mbattal 


b’diversi tranżazzjonijiet fi kriptoassi fejn għalkemm kull pagament individwali ma 


kienx daqshekk għoli minnu nnifsu u meta jittieħed waħdu, iżda b’mod kumullativ u 


kollettiv, kien wieħed sostanzjali sew peress li kien jirrifletti jew jaqbeż sew is-salarju 


bażiku f’xahar tal-Ilmentatur.  


F’ċertu punt dawn il-pagamenti kollha relatati ma’ kriptoassi saħansitra qabżu t-total 


tas-salarju gross ta’ sena sħiħa tal-Ilmentatur, anke b’mod konsiderevoli. 
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Minkejja dan, u minkejja li l-Bank jaf b’ċertu periklu b’mod partikolari ta’ scams 


relatati ma’ kriptoassi, l-Bank ma intervjeniex u straħ fuq l-iskuża li l-pagamenti kienu 


magħmula mill-Ilmentatur innifsu u sejrin għal għand entità oħra liċenzjata fuq 


kriptoassi. Dan iżda ma jeżonerax l-obbligu li l-Bank kellu biex jintervjeni f’waqtu meta 


kien hemm dawn ir-red flags u indikazzjonijiet kollha ta’ possibilità ta’ frodi minħabba 


l-mod ta’ kif il-kont kien qiegħed jiġi operat.  


Iżjed u iżjed, meta l-Bank suppost jaf li għalkemm il-pagamenti kienu inizjalment qed 


isiru lejn Fornitur liċenzjat fuq kriptoassi, dawn it-tip ta’ Fornituri f’dak iż-żmien ma 


kellhomx salvagwardji u obbligazzjonijiet fuq moniteraġġ tal-pagamenti hekk kif 


huma applikabbli fuq il-banek u istituzzjonijiet finanzjarji oħra suġġetti għal PSD2.  


Għalhekk, wieħed raġonevolment ma jistax jaqbel mas-sottomissjoni tal-Bank li 


‘There were no “unusual or suspicious activity”, “obvious dangers” or “out of pattern 


transactions”  as alleged ...’. (fn. 49: P. 153) 


Għar-raġunijiet spjegati, l-Arbitru jqis li l-pagamenti ilmentati kienu anomali meta 


mqabbel mal-istorja tal-kontijiet, u li kien doveruż li l-Bank x’imkien matul it-traġitt 


ta’ dawn il-pagamenti messu intervjena biex ikollu konverżazzjoni serja mal-


Ilmentatur biex jifhem jekk setax ikun il-każ li l-Ilmentatur qed jiġi mmanipulat minn 


frodisti.  


Il-Bank għandu, jew suppost li għandu, esperjenza ta’ x’inhu qed jiġri madwarna fejn 


frodisti professjonali u dejjem aktar kreattivi, qed iħallu warajhom sensiela ta’ vittmi 


ta’ konsumaturi fraġli li jiġu mmanipulati b’wegħdiet foloz ta’ qligħ faċli u ta’ malajr. 


F’liema punt il-Bank kien doveruż li jkollu suspetti biżżejjed biex jiftaħ diskussjoni mal-


Ilmentatur dwar il-possibilità ta’ frodi huwa argument suġġettiv.       
 


L-Arbitru jħoss li jkun ġust li jikkonkludi li dan il-punt messu ntlaħaq tal-inqas f’xi punt 


f’Diċembru 2022 meta kienu diġà saru dawn il-pagamenti: 


Tabella   C 


DATA                 VISA CARD 


                      EURO 


  SEPA OnLine 


   EURO 


26.10. 2022 1070.38  


08.11.2022 1063.11  


15.11.2022 1029.82  


16.11.2022 1023.89  
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19.11.2022 1028.86  


19.11.2022 1027.91  


21.11.2022 1123.89  


22.11.2022 2044.39  


24.11.2022 2558.30  


29.11.2022  5,000 


30.11.2022 2554.76  


02.12.2022 1027.53  


05.12.2022 2575.34  


05.12.2022 2557.12  


07.12.2022  5,000 


09.12.2022 2509.96  


12.12.2022 2539.48  


15.12.2022 2508.36  


17.12.2022 2508.36  


TOTAL  €30,751.46 €10,000.00 


 


Kienu diġà saru 19-il pagament li minnhom 17 saru bil-card u 2 permezz ta’ 


trasferiment SEPA online għall-valur ta’ ’l fuq minn €40,000. Minn dawn, 11-il 


pagament kienu għal ammont ta’ aktar minn elfejn ewro li bħalhom qatt ma kien 


għamel l-Ilmentatur, u saru f’perijodu qasir ta’ madwar xahar u nofs bejn is-26 


t’Ottubru 2022 u s-17 ta’ Diċembru 2022.  


Il-pagamenti li saru bil-VISA Card kienu kollha b’mod ċar qed jiġu trasferiti lil 


Crypto.com li l-Bank bla dubju jaf li huma Virtual Asset Services Provider (VASP) u li 


huma wkoll liċenzjati f’Malta għal ċertu tip ta’ tranżazzjonijiet. 


Il-pagamenti li kienu saru SEPA online ma kinux juru li kienu sejrin għand Crypto.com 


iżda, f’dan il-każ, ukoll kien ċar li l-klijent qatt ma kien għamel pagament ta’ dan it-


tip u lanqas għal dawk it-tip ta’ benefiċjarji (li kienu istituzzjonijiet finanzjarji oħra) 


hekk kif indikat fis-seduta tad-29 t’Ottubru 2024. (fn. 50: P. 240) 


Għal dan il-għan, l-Arbitru qed jeżenta lill-BOV minn kull ħtija dwar dawn l-ewwel 


pagamenti li laħqu saru sa l-ewwel pagament tas-17 ta’ Diċembru 2022.  
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Iżda, minn hemm ’il quddiem, hemm argument sod li l-Bank naqas minn dmirijietu 


taħt l-obbligi ta’ moniteraġġ ta’ pagamenti skont il-PSD 2 u, għalhekk, irid jerfa’ t-telf 


li l-Ilmentatur ġarrab dwar il-pagamenti l-oħra mit-tieni pagament tas-17 ta’ 


Diċembru 2022 ’il quddiem, jiġifieri: 


 


               Tabella  D 


                   VISA CARD 


                 EURO 


SEPA 


OnLine 


EURO 


17.12.2022 2526.52  


19.12.2022 2501.85  


02.02.2023  5000.00 


08.02.2023  5,000.00 


19.04.2023 96.91  


29.04.2023 2033.99  


02.05.2023 25.66  


02.05.2023 288.61  


05.05.2023 2166.67  


09.05.2023 2283.47  


15.05.2023 2772.14  


TOTAL €14,695.82 €10,000 


 


Id-difiża tal-Bank li ma għandux iġorr dan it-tort hija bbażata fuq l-argument li 


ġaladarba l-pagamenti kienu favur tal-Ilmentatur stess fil-kont li kellu ma’ 


Crypto.com, u li allura ma kienx hemm pagamenti lil terzi, il-Bank ma kellux obbligu 


joqgħod jistaqsi lill-Ilmentatur x’inhu jagħmel bi flusu.  


Din id-difiża tasal sa ċertu punt iżda, mbagħad, tisfaxxa. U dan il-punt l-Arbitru 


jikkonsidra li kien intlaħaq sas-17 ta’ Diċembru, 2022. Il-Bank kien jaf li l-Ilmentatur 


ma kienx klijent professjonali li normalment jinvesti (jew jispekola) fi kriptoassi, u kien 


jaf fejn kienu sejrin il-flus għax kien jaf x’inhi l-funzjoni ta’ Crypto.com.  
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Kellu joħroġ mill-profil tal-Ilmentatur il-limitazzjonijiet tiegħu u nuqqas ta’ esperjenza 


f’dan is-settur u li dan qatt ma għamel dan it-tip ta’ tranżazzjonijiet. U, allura, wara 


dawk il-pagamenti materjali għall-Ilmentatur li baqgħu għaddejjin b’mod regolari u 


sistematiku f’Diċembru 2022, huwa meqjus li l-Bank ma kellux ħajt ta’ kenn meta 


injora l-fatt li l-Ilmentatur kien qed jagħmel pagamenti li ma kinux skont il-profil ta’ 


klijent retail.  


L-argument l-ieħor, li jista’ jtaffi l-ħtija tal-BOV, huwa li l-klijent tant kien dominat 


mill-frodist, u tant kien bena intimità verbali tat-tip li tintuża f’romance scams, li anke 


kieku l-Bank wissa lill-klijent li kien qed jara riskju ta’ frodi fil-pagamenti li kien qed 


jagħmel, dan xorta kien jibqa’ għaddej bihom.  Il-fatt li l-Ilmentatur dam tliet xhur u 


nofs mill-aħħar pagament milli jirrapporta u, fil-frattemp, anke mar il-Canada biex 


jiltaqa’ mal-frodist mara (jew il-persuna) li kienet qed timmanipulah, isostni d-difiża 


tal-Bank f’dan is-sens. 


L-Arbitru jifhem dan l-argument u, għalhekk, iħoss li l-Ilmentatur għandu jġorr it-telf 


kollu tal-pagamenti li saru qabel sa dak il-punt imsemmi f’Diċembru 2022.   


Iżda, wara din id-data, speċjalment meta mar biex jagħmel it-tieni pagament simili 


fis-17 ta’ Diċembru 2022, hemm messu skatta l-obbligu li l-Bank qabel jgħaddi dawn 


il-pagamenti, jiftaħ konverżazzjoni sewwa mal-klijent biex jara jekk kienx każ li 


jqajjem suspett ta’ manipulazzjoni tal-klijent mill-frodist.   


Osservazzjonijiet finali  


Filwaqt li la hu pretiz u lanqas għandu jkun li bank jintervjeni f’kull pagament, wieħed 


iżda ma jistax ma jqisx li hemm ċertu ċirkostanzi raġonevoli u ġustifikabbli fejn il-bank 


għandu l-obbligu u d-dmir li jintervjeni f’waqtu. B’mod partikolari dan huwa fil-każ, 


pereżempju, meta hemm xi pagament materjali jew sekwenza ta’ pagamenti li huwa 


jew huma anomalu/i. 


F’dan il-każ in kwistjoni, ħareġ li kien hemm ċertu nuqqasijiet min-naħa tal-Bank hekk 


kif ampjament spjegat hawn fuq. 


B’mistoqsjijiet bażiċi u ġenerali li r-rappreżentanti tal-Bank setgħu faċilment jagħmlu, 


kellu mill-ewwel u faċilment joħroġ li dawn it-tranżazzjonijiet kollha materjali li l-


Ilmentatur kien qiegħed jagħmel fi kriptoassi kienu f’ċirkostanzi pjuttost suspettużi. 


Il-Bank kellu jeskala u jżid l-istħarriġ tiegħu biex jifhem kif klijent retail kien qed 


jagħmel tant investimenti regolari fi crypto.  
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Filwaqt li l-Bank raġonevolment la ma kienx mistenni li jagħmel due diligence fuq 


l-integrità tal-partijiet li l-Ilmentatur kien qiegħed jiddilja magħhom u wisq anqas 


li jagħti parir lill-Ilmentatur dwar investimenti, huwa meqjus iżda li skont l-obbligi 


tal-moniteraġġ tal-pagamenti, l-Bank kellu jintervjeni fejn, fosthom, seta’:  


i. jistaqsi lill-Ilmentatur in-natura tal-pagamenti u lil min effettivament dawn 


kienu ser isiru; 


ii. jistaqsi ċertu mistoqsijiet bażiċi u sempliċi u jiġbed l-attenzjoni tal-Ilmentatur 


għal ċertu aspetti u ‘red flags’ li kienu joħorġu. Ċertu mistoqsijiet li setgħu saru 


jew aspetti li setgħu jitqajjmu mal-Ilmentatur huma, pereżempju: 


- kif sar jaf b’din it-trader;  


- jekk qattx iltaqa’ mat-trader personalment; 


- jekk iċċekkjax u vverifikax mar-regolatur tas-servizzi finanzjarji li t-trader 


hija verament liċenzjata biex tipprovdi s-servizz offrut; 


- jekk qattx għamel dawn it-tip ta’ tranżazzjonijiet qabel. 


Dawn l-aspetti kienu jkomplu jżidu r-red flags u jsostnu l-probabbilità ta’ scam, fejn il-


Bank allura kellu jiġbed l-attenzjoni tal-konsumatur: 


- li hemm diversi skemi frawdolenti sofistikati li jinvolvu t-tip ta’ 


tranżazzjonijiet li kien qed/ser jagħmel u l-importanza li joqgħod attent u 


jivverifika sew l-affarijiet biex ma jingidimx; 


- jinkuraġġih biex ikun kawt u jitkellem ma’ xi ħadd professjonali u licenzjat 


lokali li jkun jista’ jiggwidah minħabba ċertu red flags li ħarġu rigward it-


tranżazzjonijiet li għamel u xtaq ikompli jagħmel u ċ-ċirkostanzi partikolari 


tagħhom.  


L-Arbitru, finalment, jixtieq josserva li l-Artikolu 19(3) tal-Att rigward il-funzjonijiet u 


s-setgħat tal-Arbitru għas-Servizzi Finanzjarji, jipprovdi dan li ġej: 


‘(3) Fil-qadi tal-funzjonijiet tiegħu taħt is-subartikolu (1), l-Arbitru għandu: 


… 


(ċ) jikkunsidra u jieħu kont, b’dak il-mod u sakemm huwa jidhirlu xieraq, ta’ 


liġijiet applikabbli u rilevanti, regoli u regolamenti, b’mod partikolari 


dawk li jirregolaw l-imġiba ta’ fornitur ta’ servizz, inkluż linji gwida 


maħruġa mill-awtoritajiet superviżorji nazzjonali u tal-Unjoni Ewropea, 


il-prassi segwita f’oqsma finanzjarji u l-aspettattivi raġonevoli u leġittimi 
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tal-konsumaturi u dan b’referenza għaż-żmien meta jkun allegat li jkunu 


seħħew il-fatti li jkunu taw lok għall-ilment; 


…’. 


L-Arbitru diġà ttratta hawn fuq il-qasam regolatorju u ser jgħaddi wkoll biex 


jagħmel ċertu osservazzjonijiet oħra.  


Min-naħa ta’ prassi segwita f’oqsma finanzjarji, l-Arbitru josserva li l-kunċett u l-


aspettattiva li bank jeżerċita ċertu kawtela u jintervjeni b’mod adegwat fi 


tranżazzjonijiet anomali u li huma ‘out-of-character’, m’huwiex xi kunċett ġdid.   


Għalkemm il-prassi mhux neċessarjament hija l-istess f’kull ġurisdizzjoni, l-Arbitru 


jqis li ma jistax jiġi njorat prassi ta’ banek, pereżempju, f’ġurisdizzjonijiet 


reputabbli fis-settur finanzjarju bħal dak tar-Renju Unit, li jpoġġu l-protezzjoni tal-


interess tal-konsumatur ’il quddiem.  


Hemm, pereżempju, numru sew ta’ deċiżjonijiet mill-Financial Ombudsman Ingliż 


(FSO) li jmorru lura fuq dan l-aspett sa mis-sena 2022. (fn. 51: Każijiet “DRN-


3563742” u “DRN-4549050” deċiżi mill-Financial Ombudsman Ingliż fis-sena 2022, 


2023 u 2024 rispettivament – https://www.financial-


ombudsman.org.uk/decision/DRN-3563742.pdf, https://www.finacial-


ombudsman.org.uk/decision/DRN-3670635.pdf, https://www.financial-


ombudsmann.org.uk/decision/DRN-4549050.pdf). Tema komuni li toħroġ minn 


dawn id-deċiżjonijiet, fil-fatt, hija li: 
 


‘There are circumstances in which a bank should make additional checks before 


processing a payment, or in some cases, decline to make a payment altogether, 


to help protect its customers from the possibility of financial harm’. 


F’każi ta’ frodi minn scams dwar pagamenti, l-FSO ġeneralment jipproteġi lill-


konsumatur meta xi istituzzjoni finanzjarja fir-Renju Unit tħalli li jsiru pagamenti minn 


investituri bla esperjenza lejn xi crypto exchange jew pjattaformi fuq kriptoassi. Hekk, 


pereżempju, qalu: 
 


‘We thought the spending on Marta’s account was very unusual for her and – 


after the first few payments – the pattern of transfers from her account 


should have caused the bank some concern meaning that it ought to have 


intervened. We thought that if the bank had asked Marta about the 


transactions she would have told it what she was doing. Even though the 


payments went to a crypto account in her own name, we felt that the bank 


was sufficiently aware of the common features of this kind of scam and should 



https://www.financial-ombudsman.org.uk/decision/DRN-3563742.pdf

https://www.financial-ombudsman.org.uk/decision/DRN-3563742.pdf

https://www.finacial-ombudsman.org.uk/decision/DRN-3670635.pdf

https://www.finacial-ombudsman.org.uk/decision/DRN-3670635.pdf

https://www.financial-ombudsmann.org.uk/decision/DRN-4549050.pdf

https://www.financial-ombudsmann.org.uk/decision/DRN-4549050.pdf
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have warned about the risk of being scammed and the need for her to make 


further enquires at this point. 


As Marta’s circumstances had many of the hallmarks of a cryptocurrency 


scam and taking into account what we learnt about Marta through the course 


of the complaint, we thought a conversation would have made a difference 


and would, more likely than not, have prevented further loss. 


In deciding fair compensation, we also considered it would be fair for Marta 


to bear any additional responsibility for what happened. However, as we 


thought the trading platform and correspondence with the fraudsters was 


very convincing, we decided against that on the facts of this case. So we asked 


the bank to refund all the transactions which took place after the point we 


thought it should have intervened.’ (fn. 52: 


https://www.financial.ombudsman.org.uk/decisions-case-studies/consumer-


contacts-us-complain-cryptocurrency-investment-scam). 


L-Arbitru jagħraf ukoll l-aspettattivi raġonevoli u legittimi tal-konsumatur hekk kif hu 


anke mitlub mil-liġi. L-Ilmentatur stenna li l-Bank tiegħu kellu jieħu miżuri biżżejjed 


biex jipproteġih bħala konsumatur mit-tranżazzjonijiet frawdolenti.  


L-Arbitru, fid-deċiżjoni tiegħu, mhux ser jieħu konsiderazzjoni tal-argument li l-BOV 


ma kellux profil aġġornat dwar il-klijent waqt li kienu qed isiru l-pagamenti ilmentati.  


L-aħħar aġġornament tal-profil (‘due diligence’) tal-Ilmentatur qabel ġara l-każ 


ilmentat kien f’April 2019, li kien jieħu konjizzjoni tad-dħul dikjarat għat-taxxa fl-2018, 


u fejn l-Ilmentatur iddikjara li dħul fil-kont konċernat kien ser ikun anqas minn 


€12,000 u dħul dikjarat għat-taxxa ta’ madwar €25,000. (fn. 53: P. 267-274 ///(Dok.K) 


Hu sew magħruf li l-BOV diġà weħel penali amministrattivi sostanzjali mill-FIAU għal 


dan in-nuqqas. (fn. 54: https://fiaumalta.org/app/uploads/2021/12/Publication-


Notice-17122021.pdf). Il-BOV ma għamel l-ebda difiża li l-Ilmentatur kien xi investitur 


b’esperjenza li timmitiga r-responsabbilità tal-Bank.  
 


 


L-Appell  


 


6. Il-bank appellant ippreżenta r-rikors tal-appell tiegħu fit-13 ta’ Frar, 2025, 


fejn talab lil din il-Qorti sabiex: 
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“... tilqa’ l-aggravji jew liema minnhom, u tirrevoka w tħassar id-deċiżjoni arbitrali tal-


24 ta’ Jannar, 2025 fl-ismijiet premessi fl-intier tagħha.” 


 


7. L-appellant ibbaża r-rikors tal-appell tiegħu fuq żewġ aggravji: (i) l-Arbitru 


ddeċieda ħażin u mhux skont il-liġi, meta ordna lill-bank appellant sabiex 


jirrifondi parti mit-telf li ġarrab l-ilmentatur appellat ‘minħabba nuqqas serju 


fis-sistema ta’ moniteraġġ ta’ pagamenti min-naħa tal-bank’, u żied jgħid li l-


Arbitru ma fehemx l-iskop tal-liġi li applika fid-deċiżjoni tiegħu, għaliex il-bank 


ma kellu ebda obbligu skont il-liġi li jagħmel dak li l-Arbitru kkonkluda li kellu 


jagħmel il-bank; u (ii) in-nuqqas ta’ ness bejn l-allegat ksur tal-allegat obbligu 


tal-bank, u t-telf li ġarrab l-ilmentatur appellat.  


 


8. L-appellat wieġeb billi qal, li filwaqt li huwa qatt ma kkontesta li dawn it-


tranżazzjonijiet saru minnu b’mod volontarju, u lanqas m’allega li kien il-bank li 


wettaq frodi, madanakollu l-pożizzjoni tiegħu hija li l-bank kellu jimplimenta 


miżuri proattivi u raġonevoli biex inaqqas il-possibilità ta’ frodi bħal din. Jgħid 


ukoll li din l-azzjoni m’għandhiex tkun limitata għal azzjoni wara li sseħħ il-frodi, 


imma għandha tinkludi prevenzjoni kontinwa. 


 


Konsiderazzjonijiet ta’ din il-Qorti 


 


9. Din il-Qorti ser tgħaddi sabiex tikkunsidra l-aggravji li qiegħed iressaq l-


appellant fir-rigward tad-deċiżjoni appellata, u dan fid-dawl tas-


sottomissjonijiet tal-appellat, u tad-deċiżjoni tal-Arbitru. 


 


L- Ewwel Aggravju: [L-Arbitru ddeċieda ħażin meta kkonkluda li l-bank 


għandu jirrifondi parti mit-telf li ġarrab l-appellat, 
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għaliex il-bank ma kellu ebda obbligu jagħmel dak li l-


Arbitru ordnalu jagħmel] 


 


10. Il-bank appellant jispjega l-kronoloġija tal-fatti li wasslu għall-appell 


odjern. Jgħid li bejn Ottubru 2022 u Mejju 2023, jiġifieri fuq medda ta’ tmien 


xhur, l-appellat għamel diversi pagamenti mill-kont tiegħu mal-BOV, fejn l-


ammont totali trasferit kien ta’ €65,446.47. Dawn il-pagamenti saru kollha bil-


Cashlink Visa mill-app tal-BOV, it-3D Secure App, u dan ifisser li għal kull 


pagament li sar, l-appellat intalab jikkonferma, permezz ta’ din l-app li huwa 


ried jagħmel il-pagament fl-ammont rispettiv indikat. Dan ifisser li l-appellat 


kien jaf, għal kull pagament, kemm kien qed iħallas u lil min kien qiegħed iħallas. 


L-appellant qal li wara kull pagament permezz tal-Cashlink Visa, l-appellat 


irċieva messaġġ bl-SMS, li kien jindikalu l-pagament li kien sar, l-ammont u r-


riċevitur, u li jekk huwa ma riedx jagħmel dak il-pagament, kellu jikkuntattja lill-


bank. L-appellat qatt ma indika li huwa ma riedx jagħmel dawn il-pagamenti, 


tant hu hekk li t-tranżazzjonijiet in kwistjoni saru fuq medda ta’ tmien xhur 


sħaħ. L-appellant jgħid ukoll li erbgħa mill-pagamenti, ta’ €5,000 kull wieħed, 


saru mill-internet banking tal-appellat. Jirriżulta wkoll li l-appellat ingaġġa 


f’konverżazzjonijiet ma’ mara li bdiet turi interess romantiku fih, u kienet hi li 


ħajret lill-appellat jibda jinvesti f’assi kripto, u li bdiet toffrilu l-assistenza sabiex 


ikun jista’ jiftaħ dawn il-kontijiet. L-appellant jispjega li l-appellat fetaħ kont 


f’ismu ma’ crypto.com, li hija app tas-soċjetà Foris Dax MT Limited, li hija 


liċenzjata mill-MFSA. L-appellat kien jibgħat il-flus lil crypto.com sabiex jixtri 


kriptoassi f’kont li kien infetaħ f’ismu u fuq struzzjonijiet tiegħu, u fil-fatt dawn 


l-assi inxtraw, u l-appellat kien is-sid leġittimu tagħhom. L-appellant qal li 


irriżulta li l-persuna li kienet qiegħda tħajjar lill-appellat jinvesti fil-kripto, kienet 
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frodista, u din bdiet tħeġġu jittrasferixxi l-assi kripto tiegħu ġo portafoll estern 


li kien ikkontrollat minnha. Kien l-appellat li ta struzzjonijiet biex il-kriptoassi 


jiġu ttrasferiti f’dan il-portafoll. Meta l-appellat ried jieħu l-assi tiegħu lura, 


huwa ġie mitlub jagħmel ħlas ta’ €14,000 biex jiftaħ jew jiżblokka l-kont tiegħu, 


u kien hawnhekk li huwa rrealizza li kien qiegħed jiġi ffrodat. L-appellant jgħid 


li l-appellat kien ċar ukoll fl-ammissjoni tiegħu li l-bank ma wettaq l-ebda frodi 


fil-konfront tiegħu. Jgħid li kien biss l-appellat li kellu viżibilità sħiħa ta’ dak li 


kien qiegħed jiġri, iżda minkejja dan kien ippretenda li l-bank jiġbidlu l-


attenzjoni sabiex ma jkomplix b’dak li kien qiegħed jagħmel. L-appellant jispjega 


li huwa kien involut biss meta l-appellat tah struzzjonijiet sabiex jittrasferixxi 


flus mill-kont bankarju tiegħu sabiex jixtri l-assi kripto, u li kieku l-appellat ma 


ġiex ingannat, dawn l-assi kienu jibqgħu tiegħu. L-appellant iżid jgħid li ma kien 


hemm xejn li huwa seta’ jagħmel sabiex iwaqqaf lill-appellat, għajr li ma jħallihx 


juża flusu, u b’hekk il-bank kien ikun qiegħed jikser l-obbligi tiegħu naxxenti mill-


kuntratt bejn il-bank u l-klijent, u mil-liġi.  


 


11. L-appellat jgħid li filwaqt li jista’ jkun minnu li l-bank ma kienx jaf bir-


relazzjoni personali li huwa kellu mat-terza persuna li kienet l-individwu wara l-


frodi, dan ma jfissirx li l-bank ma kellux mezzi jew obbligu sabiex jidentifika 


ċirkostanzi suspettużi. Jgħid li minkejja li l-obbligu prinċipali tal-bank huwa li 


jeffettwa pagamenti fuq talba tal-klijenti tiegħu, dan iġib miegħu obbligi 


anċillari, fosthom il-ħtieġa li jżomm il-profil tal-klijenti aġġornati u rilevanti, u li 


jwettaq tranżazzjonijiet biss meta jkun sodisfatt mhux biss li l-istruzzjonijiet ġew 


mogħtija b’mod volontarju u dirett mill-klijent, iżda wkoll li dawn huma 


konformi mal-karatteristiċi finanzjarji tal-istess klijent. Jgħid li r-responsabbilità 


tal-bank mhijiex limitata biss għat-trasferiment ta’ fondi fuq talba tal-kijent, 
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iżda tali relazzjoni titlob ukoll livell għoli ta’ diliġenza u attenzjoni lejn is-sigurtà 


finanzjarja tal-klijent. Jgħid ukoll li huwa dejjem ikkonferma mal-bank li s-salarju 


annwali tiegħu ma jaqbiżx it-tnax-il elf Euro (€12,000), għajr għal istanza waħda 


fejn ikkonferma dħul annwali ta’ madwar €25,333. Jgħid li l-bank naqas milli  


jimplimenta moniteraġġ kontinwu kif rikjest mill-obbligi regolatorji tiegħu, u 


dan wassal biex il-profil tiegħu baqa’ mhux aġġornat, u li kien biss wara li huwa 


informa lill-bank li kien ġie ffrodat li saret xi forma ta’ verifika jew aġġornament 


tal-profil tiegħu. Jgħid ukoll li mill-provi ħareġ li filwaqt li l-bank jillimita ruħu 


għal eżerċizzju ta’ due diligence li jsir fi stadju bikri tal-proċeduri, ma jirriżulta li 


sar l-ebda moniteraġġ jew reviżjoni regolari tar-relazzjoni mal-klijent. Jgħid li 


dan juri negliġenza u falliment serju min-naħa tal-bank, li naqas milli jidentifika 


movimenti li jistgħu jwasslu għal frodi, billi sar moviment ta’ flus li jammonta 


għal valur daqs jew ikbar minn ħames snin dħul iddikjarat mill-klijent, u dan 


kellu jqajjem allarm u jimmotiva investigazzjoni minn qabel. L-appellat jgħid li 


dan huwa proprju n-ness kawżali li jqiegħed lil-bank bħala kontributur dirett 


għall-okkorrenza ta’ frodi. Jgħid ukoll illi li kieku l-bank, bħala subject person, 


osserva d-dispożizzjonijiet tal-Kap. 373 tal-Liġijiet ta’ Malta, l-Att kontra Money 


Laundering, il-Liġi Sussidjarja 373.1 (Regolamenti kontra Money Laundering u 


Finanzjar ta’ Terroriżmu), l-obbligazzjonijiet dwar customer due diligence u 


ongoing monitoring partikolarment ir-Regolament 7 dwar ‘Diliġenza dovuta li 


tirrigwarda l-klijent’ , l-attività anomala kienet tkun innotata qabel. Jgħid ukoll 


li l-obbligu li kellu l-bank li jawtorizza l-pagamenti kif mitlub u ordnat mill-klijenti 


tiegħu, huwa obbligu separat u distint mill-obbligu tal-komunikazzjoni. Jgħid 


ukoll li l-ewwel obbligu, jiġifieri dak li l-bank jawtorizza u jipproċessa pagamenti 


skont l-istruzzjonijiet tal-klijent, għandu jinkludi wkoll komunikazzjoni attiva u 
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trasparenti f’każijiet fejn hemm sinjali li jistgħu jindikaw frodi u abbuż, li jistgħu 


jindikaw tranżazzjonijiet anormali jew barra mill-imġieba tipika tal-klijent. 


12. Wara li qieset il-provi kollha, inkluż li t-tranżazzjonijiet f’ammont li jeċċedi 


l-ħamsa u sittin elf Euro (€65,000), minn individwu meqjus bħala retail client li 


jiddikjara dħul annwali modest, seħħew f’temp qasir ta’ tmien xhur, il-Qorti 


taqbel mal-Arbitru li f’dan il-każ kien hemm xi ħaġa li ma ffunzjonatx kif suppost, 


u li s-sistemi ta’ moniteraġġ adoperati mill-bank ma ħadmux kif kellhom 


jaħdmu. Il-Qorti taqbel mal-Arbitru li s-sistema ta’ moniteraġġ u l-verifiki mill-


banek, għandhom isiru b’mod rigoruż u dettaljat, partikolarment meta kull 


tranżazzjoni hija logged u intraċċabbli, u meta kellu jirriżulta, illi li kieku l-bank 


ħaddem imqar il-minimu tal-moniteraġġ li kien mistenni li jagħmel, din il-frodi 


fil-konfront tal-appellat kienet titwaqqaf. Dan huwa każ fejn seħħew sensiela 


ta’ tranżazzjonijiet f’ammonti sostanzjali, u dan f’ċirkostanzi li jindikaw li din l-


imġieba min-naħa tal-klijent tal-bank kienet waħda insolita ħafna, u li bl-ebda 


mod ma tirrifletti l-imġieba passata tiegħu fil-konfront tat-tħaddim tal-kont u 


tal-affarijiet bankarji tiegħu. Il-minimu mistenni f’ċirkostanzi bħal dawn, anki 


jekk lill-bank irriżultalu li kien l-appellat innifsu li awtorizza dawn it-


tranżazzjonijiet, jew li huwa ġie infurmat b’SMS kull darba li l-appellat awtorizza 


xi ħlas, kien li l-bank jikkomunika mal-klijent tiegħu, sabiex jara x’kien għaddej, 


u jekk setax jagħti l-każ li dan kien involva ruħu f’xi ħaġa suspettuża jew li għall-


bank setgħet tidher illeċita. Il-Qorti tgħid dan b’għarfien sħiħ tal-fatt li l-banek, 


inkluż l-appellant, sikwit jikkuntattjaw lill-klijenti tagħhom u jitolbu 


informazzjoni dwar depożiti insoliti jew dwar movimenti li ma jkunux konformi 


mal-profil li soltu jkun iħaddem il-klijent partikolari. Hawnhekk il-Qorti għandha 


problema taċċetta l-verżjoni li ta Keith Vella, għan-nom tal-bank appellant lill-
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Arbitru, meta dan qal li mhijiex prassi tal-bank li jċempel lill-klijenti tiegħu, u li 


hemm istanzi fejn dan jista’ jitqies bħala tipping-off. Huwa n-nuqqas ta’ 


komunikazzjoni min-naħa tal-bank mal-klijent tiegħu, f’ċirkostanzi fejn l-


appellat kien ilu klijent tal-bank għal aktar minn għoxrin sena, li wassal biex dan 


ġie ffrodat minn flus li rnexxielu jiddepożita wara li biegħ proprjetà li kellu mal-


ex-sieħba tiegħu, u li minflok sab min jiggwidah u jiftaħlu għajnejh dwar kif l-


aħjar li kellu jinvestihom, sab min ċaħħdu u ffrodah minnhom. Huwa veru li l-


bank ma jaħtix għal din il-frodi jew għall-fatt li l-appellat awtorizza t-


trasferimenti ta’ flus li kellu ddepożitati l-bank lejn kontijiet oħra, imma l-bank 


kellu obbligi x’josserva, inkluż dawk li joħorġu mid-Direttiva u mir-Regolament 


li jissemmew fit-tieni aggravju. Il-Qorti taqbel pjenament mal-osservazzjoni li 


għamel l-Arbitru, li l-bank kellu obbligu jagħmel moniteraġġ sħiħ tal-pagamenti 


li kienu qegħdin jiġu effettwati, sabiex kif ikun hemm l-iċken indizji ta’ frodi, 


jaġixxi fuqhom u kemm jista’ jkun jipprevjenihom. Il-fatt li kien hemm mal-


għoxrin tranżazzjoni awtorizzati mill-appellat fuq perijodu ta’ xahrejn, xi ħaġa li 


l-appellat qatt m’għamel qabel, u tali tranżazzjonijiet kienu jinvolvu ammonti 


ta’ flus li jeċċedu għal bosta drabi d-dħul annwali dikjarat mill-appellat, kellhom 


jixegħlu bozza ħamra li kien hemm xi ħaġa li mhijiex f’lokha. Minn dan kollu iżda 


ma sar xejn, u l-istruzzjonijiet tal-appellat sabiex flusu jiġu ttrasferiti lejn 


kontijiet oħra, ġew effettwati pjenament mill-bank b’mod awtomatiku u 


mingħajr l-ebda mistoqsija. Din l-inerzja min-naħa tal-bank, kienet il-fattur li 


finalment ikkontribwixxa għat-telf ta’ flus li ġarrab l-appellat u biex dan ġie 


ffrodat minn flus li kien iddepożita wara li ttrasferixxa sehmu minn proprjetà. 


F’dawn iċ-ċirkostanzi, u in vista ta’ dawn il-konsiderazzjonijiet, il-Qorti mhijiex 


sejra taċċetta l-ewwel aggravju, għaliex tqis li l-bank lanqas il-minimu li seta’ 
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jew li kellu jagħmel m’għamel, sabiex jassigura li l-interessi tal-klijent tiegħu 


jkunu mħarsa. Għaldaqstant tqis li dan l-ewwel aggravju mhuwiex mistħoqq, u 


tiċħdu. 


 


It-Tieni Aggravju: [Ebda ness bejn l-allegat ksur tal-obbligu li kellu l-


bank, mat-telf li ġarrab l-appellat] 


 


13. L-appellant jgħid li huwa importanti li jiġi identifikat x’kienu l-obbligi 


tiegħu, partikolarment għaliex l-Arbitru kkonkluda li l-appellant kellu d-dmir 


jintervjeni direttament fil-pagamenti li kien qiegħed jagħmel l-appellat. Jgħid li 


hemm diversi direttivi u regolamenti li minnhom jemerġu għadd ta’ obbligi fuq 


il-bank, u li skont l-Arbitru l-bank kiser f’dan il-każ. L-appellant jagħmel 


riferiment għad-Direttiva tal-Unjoni Ewropea 2015/2366 magħrufa bħala l-


Payment Services Directive 2 (il-‘PSD2’), li tistabbilixxi r-regoli fejn l-Istati 


Membri jistgħu jiddistingwu bejn is-sitt kategoriji ta’ fornituri ta’ servizz ta’ 


pagament; u li tistabbilixxi wkoll ir-regoli li jikkonċernaw (a) it-trasparenza tal-


kundizzjonijiet u r-rekwiżiti ta’ informazzjoni għas-servizzi ta’ pagament; u (b) 


id-drittijiet u l-obbligi rispettivi tal-utenti tas-servizz ta’ pagament u tal-fornituri 


tas-servizz ta’ pagament, fir-rigward tal-għoti tas-servizz ta’ pagament bħala 


xogħol regolari jew attività ta’ negozju. Hawnhekk l-appellant jagħmel 


riferiment għall-artikolu 68(2) tal-PSD, u jgħid li dan l-artikolu huwa ċar f’dak li 


jipprovdi, fis-sens li l-provditur tas-servizz jista’ jimblokka l-istrument tal-


pagament fejn ikun hemm suspett ta’ użu frawdolenti tal-istrument innifsu, u 


mhux suspett ta’ frodi b’mod ġenerali. Jgħid ukoll li dan is-suspett ta’ użu 


frawdolenti tal-istrument innifsu kif ikkontemplat fil-PSD2, jagħmel riferiment 


għal sitwazzjoni fejn il-bank jissuspetta li l-istrument ta’ pagament ġie jew qed 
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jiġi użat minn xi ħadd li mhuwiex is-sid ta’ dak l-istrument, u huwa għalhekk li l-


bank għandu obbligi ta’ strong customer authentication sabiex jikkonferma li 


persuna li trid tesegwixxi tranżazzjoni permezz tal-istrument ta’ pagament, tkun 


verament is-sid ta’ dak l-istrument. Jgħid ukoll li fejn il-bank għandu suspett li l-


istrument qiegħed jintuża b’mod frawdolenti minn xi ħadd li mhuwiex is-sid tal-


istrument, il-bank jista’ jimblokka l-istrument ta’ pagament f’ċerti 


sitwazzjonijiet. Jgħid li fil-każ odjern ma kien hemm l-ebda użu frawdolenti tal-


istrument innifsu, u l-appellat uża l-istrument konsapevolment. Jgħid li l-


pagamenti kollha saru bil-Cashlink Visa, u għalhekk kienu awtentikati bit-3D 


secure app, u għal kull pagament li sar bil-Cashlink Visa, l-appellat irċieva 


messaġġ bid-dettalji tat-tranżazzjoni. Jgħid li l-appellat qatt ma kkuntattja lill-


bank sabiex jilmenta li huwa ma riedx jagħmel dawn il-pagamenti. Jgħid li l-


obbligu tal-bank, ladarba ma kienx hemm suspett ta’ użu frawadolenti tal-


istrument innifsu, huwa li jsegwi dik it-tranżazzjoni, u li kieku naqas milli 


jagħmel dan, il-bank kien ikun responsabbli fil-konfront tal-pagatur għaliex ma 


jkunx ipproċessa pagament debitament awtorizzat mill-istess ilmentatur, u 


b’hekk ikun ċaħħad lill-ilmentatur mill-użu liberu ta’ flusu. Il-bank appellant 


jgħid li huwa jaqbel mal-Arbitru li dawn huma obbligi serji imposti fuqu, u li 


huwa għalhekk li huwa għandu sistemi proprju intiżi sabiex ikun jista’ josserva 


dawn l-obbligi. Jgħid iżda li la l-PSD2 u lanqas ir-regolament, ma jimponu fuqu 


xi obbligu li jagħmel il-moniteraġġ wiesgħa, sproporzjonat u soġġettiv li l-


Arbitru ssuġġerixxa li għandu jsir.  


 


14. L-appellant jgħid li skont is-CBM Directive u l-PSD2, l-unika 


responsabbilità fil-qafas legali fuq provdituri ta’ servizzi ta’ pagament, hija r-


responsabbilità għal tranżazzjonijiet ta’ pagament mhux awtorizzati, u allura 
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magħmula minn persuna li mhijiex account holder, u r-responsabbilità għal 


nuqqas ta’ esekuzzjoni, esekuzzjoni difettuża jew tardiva ta’ tranżazzjonijiet ta’ 


pagament. Il-bank appellant iżid jgħid li r-Regolament 2018/389 tas-27 ta’ 


Novembru, 2017 huwa maħsub biex jissupplimenta lid-Direttiva, billi 


jistabbilixxi proċeduri ta’ strong customer authentication. Hawnhekk l-


appellant jagħmel riferiment għal tnejn mill-preamboli tar-regolament, u jgħid 


li t-tip ta’ frodi li r-Regolament huwa maħsub sabiex jevita, huwa l-użu ta’ 


kredenzjali ta’ sigurtà tal-utent tas-servizz ta’ pagament, u l-utent tas-servizz 


ikun l-utent leġittimu, u jkun ta l-kunsens għat-trasferiment tal-fondi. Jgħid li la 


r-Regolament u lanqas id-Direttiva ma jippruvaw jimponu fuq il-bank l-obbligu 


li jipproteġi lill-utent minnu nnifsu, iżda biss li jipproteġuh minn persuni li 


jistgħu jimpersonawh u jużaw il-kredenzjali tiegħu b’mod mhux awtorizzat. L-


appellant jgħid li filwaqt li f’paġna 33 tad-deċiżjoni appellata, l-Arbitru jagħmel 


riferiment għan-Noti Tekniċi mfassla minnu, fejn jikkwota mill-artikolu 2 tar-


Regolament, dan jonqos milli jispeċifika li t-transaction monitoring mechanisms 


huma meħtieġa sabiex jiġu implimentati l-miżuri ta’ sigurtà li jissemmew fl-


artikoli 1(a) u (b) tar-Regolament, u li m’hemm l-ebda obbligu li jsir transaction 


monitoring f’sens ġenerali, jew li jsir transaction monitoring fil-konfront ta’ min 


huwa r-riċevitur tal-pagament. Jispjega li t-transaction monitoring huwa 


meħtieġ sabiex jiġi aċċertat li t-tranżazzjoni ġiet awtentikata kif suppost, u 


sabiex jiġi aċċertat li l-persuna li tawtorizza l-pagament hija verament l-utent 


tas-servizz. L-appellant jgħid li la l-PSD2, la s-CBM Directive, u lanqas ir-


regolament ma jimponu fuqu obbligu ta’ moniteraġġ ta’ pagamenti kif deċiż fid-


deċiżjoni appellata, u jgħid li huwa għalhekk li l-Arbitru interpreta ħażin u 


applika ħażin id-dispożizzjonijiet tal-liġi msemmija, li japplikaw biss għal meta 
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jsiru l-pagamenti. L-appellant jgħid li fil-preżent qed tiġi proposta l-PSD3, li ser 


tkun tinkludi istanzi oħra ta’ responsabbilità. Jgħid li taħt il-PSD2, il-leġislatur 


Ewropew ried li l-bank ikun responsabbli sabiex jirritorna flus lill-klijent f’każijiet 


ta’ unauthorised transactions biss, jiġifieri fejn il-klijent ma jkunx awtorizza t-


transazzjoni li tkun ġiet esegwita, u għalhekk il-bank ikun naqas fl-obbligi tiegħu 


ta’ strong customer authentication skont ir-Regolament. Fil-każ odjern, l-


appellat awtorizza t-tranżazzjonijiet kollha, u l-bank qeda d-dmirijiet tiegħu ta’ 


strong custmer authentication. Jgħid li lanqas ir-reġim legali li għadu lanqas biss 


daħal fis-seħħ, ma jikkontempla t-tip ta’ responsabbilità li jsemmi l-Arbitru fid-


deċiżjoni appellata.  


 


15. L-appellant jgħid li filwaqt li d-deċiżjoni appellata ma tagħmel l-ebda 


riferiment għad-duty of care li għandu l-bank, huwa xorta waħda jrid jagħmel 


riferiment għal dan il-prinċipju sabiex juri li anki abbażi tiegħu, ma kellu l-ebda 


obbligu lejn l-appellat sabiex jagħmel xi moniteraġġ jew jiġbed l-attenzjoni tal-


appellat għal xi ħaġa. Jispjega li l-Quincecare Duty, stabbilita għall-ewwel darba 


fil-każ ta’ Barclays Bank plc vs Quincecare Ltd (1992) 4 All ER 363, huwa obbligu 


fuq il-bank li jirrifjuta li jeżegwixxi l-payment instruction f’ċirkostanzi fejn il-bank 


ikun on notice li dik l-istruzzjoni tista’ tkun parti minn frodi. Dan l-obbligu jibqa’ 


jinkombi fuq bank sakemm il-bank ikun sodisfatt li l-istruzzjoni tista’ tkun 


sodisfatta b’mod validu. Jgħid li anki li kieku kellu jiġi applikat il-prinċipju tal-


Quincecare Duty għall-fattispeċi tal-każ preżenti, għandu jirriżulta li l-bank 


appellant qeda dan l-obbligu meta eżegwixxa l-istruzzjonijiet validi tal-appellat, 


u assolutament ma kisrux meta ma wissihx li seta’ potenzjalment ikun vittma 


ta’ xi frodi, u wara kollox anki l-Arbitru rrikonoxxa li l-appellat seta’ jinjora 


twissija bħal din. 
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16. L-appellant qal li huwa kien marbut bil-Product Information Guide tal-


Cashlink Visa li jgħid hekk: 


 


“(i) A transaction cannot be revoked by yourself once you have given your consent as 


mentioned above. In the case of Card recurring transactions or Card transactions 


which are initiated by, or through the person for whom payment is intended (the 


payee), you may not revoke the transaction after transmitting the payment order or 


giving the payee your consent to execute the transaction. 
 


(ii) We cannot cancel a payment made using your Card once you have given consent 


to make the payment to a retailer or supplier or provided your PIN and/or 


Card/Security Details and enabled the processing of the payment. You will need to 


contact the retailer or supplier separately. This includes the payments made on a 


regular basis (recurring transactions) from your Account, such as television or 


magazine subscriptions.” 
 


17. L-appellant iżid jgħid li l-Product Information Guide jimponi wkoll obbligi 


kuntrattwali fuq il-bank fir-rigward ta’ unauthorised use or loss of card, li ma 


japplikawx hawnhekk, għaliex il-pagamenti kienu kollha awtorizzati mill-


appellat. It-termini u kundizzjonijiet tal-BOV 24 x7 Services imbagħad jipprovdu 


li: 
 


“If you ask us to make a payment immediately, we cannot change it or cancel the 


payment instruction because we start processing it when we receive it.” 


 


18. Jgħid li għalhekk għandu jirriżulta li mil-lat kuntrattwali, il-bank qeda l-


obbligi kollha tiegħu, u l-Arbitru lanqas biss ikkunsidra jekk kienx hemm xi 


nuqqas tal-bank fir-rigward tal-obbligi kuntrattwali tiegħu.  


 


19. Il-bank appellant jagħmel riferiment għal dik il-parti tad-deċiżjoni 


appellata li tgħid li huwa kellu obbligu jiċċekkja sensiela ta’ pagamenti li saru fl-
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isfond tal-istorja normali tal-pagamenti li kienu jsiru mill-individwu, u jgħid li 


minn imkien ma jirriżulta li huwa għandu dan l-obbligu. Jgħid li l-Arbitru lanqas 


ma identifika dan l-obbligu minn fejn joħroġ. Jgħid li l-Arbitru kkonkluda li l-


pagamenti li kien jagħmel l-appellat bejn l-2020 u l-2021, kienu f’ammonti żgħar 


u frekwenti, u l-Arbitru kkonkluda li dawn ma kienu jimmarkaw ebda riskju ta’ 


frodi. Iżda l-appellant jgħid li mhuwiex ċar l-Arbitru kif wasal għal din il-


konklużjoni. Jgħid li l-liġijiet bħas-CBM Directive u r-Regolament qegħdin hemm 


sabiex iġibu fis-seħħ il-mekkaniżmi neċessarji, li jridu jaħdmu b’mod 


indipendenti minn dak li jaħseb il-bank. Jgħid ukoll li ma jeżisti l-ebda obbligu 


fuqu li jiddetermina jekk pagament, jew sensiela ta’ pagamenti, humiex 


anomali fil-kuntest tal-provvista ta’ servizz ta’ pagament, u fit-tieni lok jekk 


kellhom jeżistu xi kriterji abbażi ta’ liema kellha ssir dik id-determinazzjoni, 


dawk il-kriterji għandhom jirriżultaw mil-liġi. Jgħid ukoll, li l-bank għandu 


viżibilità biss fuq il-kont tal-appellat, u mhux fuq kontijiet oħra ma’ banek oħra, 


u l-mod kif l-appellat jiġġestixxi l-kontijiet tiegħu. Jgħid li bħala bank huwa 


lanqas m’għandu l-obbligu morali jifforma xi ġudizzju morali dwar kif il-klijenti 


tiegħu jonfqu flushom. Jgħid ukoll li ċerti konklużjonijiet li wasal għalihom l-


Arbitru, wasal għalihom bil-benefiċċju tal-hindsight. Jgħid li huwa kellu biss 


talba mill-klijent sabiex jagħmel ċerti pagamenti, kellu l-obbligu li juża l-mezzi 


kollha biex jassigura li dik it-talba kienet ġejja mid-detentur tal-kont bankarju, 


u li jivverifika d-dettalji kollha mitluba. Jgħid li s-sistema tal-bank tassigura 


mhux biss li t-talba saret, iżda wkoll li din ġiet konfermata u awtentikata bi 


protokolli diġitali sofistikati, u ladarba dan kollu ġie kkonfermat, il-bank mhux 


biss m’għandu l-ebda dover jintervjeni, iżda jkun qiegħed jikser l-obbligi tiegħu 


jekk jipprova jintervjeni. L-appellant jgħid li f’diversi partijiet tad-deċiżjoni, l-
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Arbitru rrefera għall-appellat bħala retail client, jew klijent mhux professjonali 


li normalment jinvesti, imma din il-klassifikazzjoni hija irrilevanti għall-finijiet ta’ 


dan il-każ, u hija distinzjoni li qatt ma kellha ssir. Jgħid li l-appellat ma ngħata l-


ebda parir mill-bank, u tali parir lanqas intalab, u l-bank ma kellu ebda obbligu 


li jipprovdih. Jgħid li kieku kien hemm xi obbligu fuqu, ir-responsabbilità kienet 


tiskatta mal-ewwel pagament, u mhux f’xi punt f’Diċembru tal-2022 kif deċiż, 


iżda l-bank kien eżentat mill-ħtija dwar pagamenti li saru sal-ewwel pagament 


tas-17 ta’ Diċembru, 2022. B’riferiment għall-mod kif l-Arbitru ddeċieda li r-


responsabbilità tal-bank hija waħda mnaqqsa, l-appellant qal li din il-linja ta’ 


argumentazzjoni ssaħħaħ il-pożizzjoni tiegħu fir-rigward tal-arbitrarjetà tad-


deċiżjoni, u dan għaliex l-estent ta’ dominanza tal-frodista fuq l-ilmentatur 


għandhom jirrispondu għaliha biss l-ilmentatur u l-frodista, u mhux il-bank.  


 


20. Finalment, il-bank jgħid li d-deċiżjoni appellata hija tentattiv min-naħa 


tal-Arbitru sabiex jilleġiżla, u d-deċiżjoni appellata timponi obbligi fuq il-bank li 


m’għandhom l-ebda riskontru fil-qafas leġislattiv Malti jew Ewropew. Jgħid li 


huwa sempliċiment qeda d-doveri tiegħu, u fuq talba tal-appellat ipproċessa l-


pagamenti mitluba, wara li ġew awtentikati b’sistemi diġitali sofistikati. Jgħid li 


l-appellat kien jaf x’kien qiegħed jagħmel u x’ried jagħmel, jixtri l-kriptoassi 


permezz tal-bank.  


 


21. L-appellat jilqa’ għal dan l-aggravju billi jgħid li l-interpretazzjoni tal-bank 


li l-artikoli 68(3) u (2) tad-Direttiva PSD2 huma applikabbli biss fejn ikun hemm 


suspett li strument ta’ ħlas qed jintuża minn persuna oħra apparti mis-sid 


tiegħu, hija interpretazzjoni żbaljata u restrittiva wisq tal-imsemmija 


provvedimenti. Jgħid li l-artikolu 68(3) tal-PSD2 jippermetti lill-fornitur tas-
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servizzi ta’ ħlas li jimblokka strument ta’ ħlas, bħal cards bankarji, jekk ikun 


hemm raġuni oġġettiva relatata mas-sigurtà tal-istrument jew suspett ta’ użu 


mhux awtorizzat jew frawdolenti. Jgħid li scams bħall-pig butchering xorta 


waħda jaqgħu fil-kategorija ta’ frodi li għandhom ikunu identifikati u evitati, u 


jekk il-bank jinduna b’mudell ta’ pagamenti ripetuti lejn wallets barranin, 


skambju ta’ kripto-assi ta’ riskju għoli, jew trasferimenti kbar u mhux konformi 


mal-profil finanzjarju tal-klijent, dan għandu l-obbligu li jintervjeni, u jekk hemm 


bżonn jimblokka milli jsiru dawn il-pagamenti. Jgħid li hawnhekk il-


kontestazzjoni mhijiex dwar tranżazzjoni waħda, iżda dwar sensiela ta’ 


tranżazzjonijiet suspettużi li twettqu f’qasir żmien, u kollha flimkien jagħmlu 


stampa ta’ attività mhux normali.  


 


22. L-appellat jagħmel riferiment għall-artikolu 2 tar-Regolament 2018/289, 


u jgħid li minn qari ta’ dan l-artikolu għandu jirriżulta b’mod ċar li istituzzjonijiet 


finanzjarji għandhom joperaw mhux biss b’mod retroattiv, iżda wkoll b’mod 


proattiv, fejn indikazzjonijiet ta’ attività anormali għandhom iwasslu għal 


azzjonijiet immedjati ta’ investigazzjoni, u anki sospensjoni jew imblukkar ta’ 


tranżazzjonijiet suspettużi. L-appellat jgħid illi li kieku l-bank verament applika 


moniteraġġ effettiv, u qies l-ammont ta’ kull tranżazzjoni, kien ikun faċli jinduna 


li fil-passat l-appellat qatt ma wettaq tranżazzjonijiet ta’ valur daqstant kbir, u 


l-valur kumulattiv tat-tranżazzjonijiet kellu jindika li kien hemm anomaliji ovvji, 


u li kellhom iqajjmu suspett, għaliex kienu kompletament barra mill-mudell 


normali ta’ konsum tiegħu. Jgħid ukoll li anki jekk wieħed jieħu l-argument tal-


bank appellant li dan osserva l-obbligi ta’ moniteraġġ taħt l-artikoli 2(1) u 2(2) 


tar-Regolament 2018/239 għal skopijiet ta’ strong customer authentication, 


dan l-obbligu xorta waħda ma ġiex osservat fil-każ odjern, għaliex l-appellat qatt 
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ma ġie kkuntattjat mill-bank sabiex jivverifika l-identità tiegħu, u straħ biss fuq 


is-sistema ta’ customer authentication tal-Visa minflok ikkomunika b’mod 


dirett mal-klijent. 


 


23. L-appellat jagħmel riferiment ukoll għall-artikolu 18 tal-istess 


Regolament, u jgħid li kull tranżazzjoni f’ammont insolitu għall-klijent 


partikolari, għandha titqies bħala high risk, u b’hekk il-bank għandu japplika 


awtentikazzjoni tal-klijent aktar b’saħħitha, xi ħaġa li fil-każ odjern ma saritx. 


Jgħid li l-fornituri tas-servizzi finanzjarji għandhom obbligu li jieħdu in 


konsiderazzjoni l-mudelli ta’ nfiq preċedenti tal-utenti individwali tas-servizz ta’ 


ħlas, l-istorja ta’ tranżazzjonijiet ta’ ħlas tal-utent mal-bank, tal-post fejn jinsabu 


l-persuni involuti fit-tranżazzjoni, u tal-identifikazzjoni ta’ mudelli anomali ta’ 


ħlas meta mqabbla mal-istorja tal-utent skont l-imsemmi Regolament. 


B’riferiment għall-każ speċifiku, jgħid li l-istorja ta’ tranżazzjonijiet tiegħu kienet 


waħda konsistenti u prudenti, u l-fatt li bdew isiru tranżazzjonijiet għal ammonti 


li jiksru din il-konsistenza, uħud minnhom f’ġurnata waħda, kellu jiġi identifikat 


bħala mudell mhux normali li jeħtieġ verifika immedjata, jew tal-anqas 


komunikazzjoni mal-klijent. Hawnhekk l-appellat jagħmel riferiment wkoll 


għall-fatt li l-bank jirreferi għalih bħala ‘retail client’, u jgħid li fl-eżerċizzju tal-


funzjoni tiegħu ta’ moniteraġġ, il-bank kellu jasal għall-konklużjoni ovvja li huwa 


mhux investitur ta’ esperjenza, u li t-tranżazzjonijiet f’dan il-każ bdew isiru barra 


minn kull mudell storiku preċedenti. L-appellat qal li bħala fornitur ta’ servizzi 


finanzjarji, il-bank kellu obbligu li jikkomunika mal-klijent, jitlob spjegazzjoni 


dwar tranżazzjonijiet mhux tas-soltu, u jipprovdi twissija jew parir sempliċi 


dwar il-possibilità ta’ frodi.  
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24. L-appellat jgħid li fis-sistema lokali m’għandniex il-kunċett tal-quincecare 


kif interpretat fil-ġurisprudenza Ingliża, u l-uniku prinċipju kkodifikat fis-sistema 


Maltija, huwa dak tal-bonus paterfamilias, jiġifieri l-obbligu ta’ diliġenza u 


kawtela raġonevoli li wieħed jistenna minn istituzzjoni finanzjarja responsabbli. 


B’riferiment għall-konsiderazzjonijiet l-oħra mqajjma mill-bank appellant, l-


appellat jgħid li hemm diversi obbligi li joħorġu mill-artikolu 18(2) u (4) tar-


Regolament li jimponu fuq istituzzjoni finanzjarja l-obbligu li mhux biss tara li 


tranżazzjoni awtorizzata waħedha tkun apparentement valida, iżda li tara wkoll 


il-mudelli ta’ ħlas preċedenti, u l-anomaliji fl-imġieba finanzjarja tal-klijent.  


 


25. L-appellat jgħid ukoll li l-Arbitru qatt ma insinwa li l-kriptoassi huma 


intrinsikament illeġittimi jew ħżiena, iżda ssottolinea li dan is-settur huwa 


speċifikament vulnerabbli għall-frodi minħabba n-natura deċentralizzata, 


anonima, u internazzjonali tiegħu, flimkien mal-fatt li ħafna scams moderni 


jużaw pjattaformi ta’ kriptoassi sabiex ikissru l-katina normali ta’ accountability, 


u b’hekk is-settur huwa wieħed b’riskji għolja. Jgħid li għalhekk l-assenza ta’ 


reazzjoni min-naħa tal-bank, anki meta l-imġieba kienet suspettuża, u l-


kundizzjonijiet tal-artikolu 18 kienu jitolbu intervent, hija aggravata mill-fatt li 


l-fondi kienu sejrin lejn settur magħruf li għandu livelli elevati ta’ frodi. 


 


26. L-appellat qal li għandu jirriżulta li l-bank naqas milli jħares u jipproteġi s-


sigurtà tal-klijent tiegħu, għaliex ħalla numru ta’ pagamenti għaddejjin fuq 


żmien qasir, u dan minkejja li dawn il-pagamenti ma kinux jaqblu mal-profil 


finanzjarju tal-klijent, u għalhekk għandu jirriżulta li l-bank naqas milli jeżerċita 


l-obbligazzjonijiet imposti fuqu, partikolarment dawk ta’ know your client u 


customer due diligence.  
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27. Il-Qorti tirrileva li l-partijiet fi proċeduri ta’ din ix-xorta, għandhom 


jiżguraw li ma jkunux selettivi meta jiċċitaw dispożizzjonijiet minn Direttivi li 


ġew trasposti fil-liġi Maltija jew minn Regolamenti li huma applikabbli b’mod 


awtomatiku fil-kuntest lokali. Id-Direttiva (UE) 2015/2366 tal-Parlament 


Ewropew u tal-Kunsill tal-25 ta’ Novembru, 2015 dwar is-servizzi ta’ pagament 


fis-suq intern, li temenda d-Direttivi 2002/65/KE, 2009/110/KE u 2013/36/UE 


Nru 1093/2010, u li tħassar id-Direttiva 2007/64/KE, fl-artikolu 68 tagħha 


tgħid1: 


 


“... 
 


(2) Jekk maqbul fil-kuntratt qafas, il-fornitur ta’ servizzi ta’ pagament jista’ jirriserva 


d-dritt li jimblokka l-użu tal-istrument ta’ pagament għal raġunijiet oġġettivament 


ġustifikabbli relatati mas-sigurtà tal-istrument ta’ pagament, is-suspett ta’ użu mhux 


awtorizzat jew frodulenti tal-istrument ta’ pagament jew, fil-każ ta’ strument ta’ 


pagament b’linja ta’ kreditu, riskju sinifikattivament akbar li l-pagatur jista’ ma jkunx 


kapaċi jissodisfa r-responsabbilità tiegħu li jħallas. 
 


(3) F’tali każijiet, il-fornitur ta’ servizzi ta’ pagament għandu jinforma lill-pagatur dwar 


l-imblokkar tal-istrument ta’ pagament u r-raġunijiet għal dan b’mod miftiehem, 


meta possibbli, qabel ma l-istrument ta’ pagament jiġi imblokkat u mhux aktar tard 


minn immedjatament wara li jiġi imblokkat, sakemm l-għoti ta’ tali informazzjoni ma 


tikkompromettix raġunijiet ta’ sigurtà oġġettivament ġustifikati u ma jkunx projbit 


permezz ta’ liġi rilevanti oħra tal-Unjoni jew nazzjonali.” 


 


28. Il-Qorti tgħid li skont it-test tad-Direttiva, il-banek bħala l-fornituri ta’ 


servizzi ta’ pagament, għandhom ikollhom viżibilità tat-tranżazzjonijiet li 


jinvolvu ruħhom fihom il-klijenti tagħhom, tant hu hekk li bank jista’ jwaqqaf l-


użu ta’ strument ta’ pagament fejn jidħol suspett li l-pagatur jista’ jonqos milli 


jħallas fejn hemm obbligazzjoni ta’ kreditu. Dan iqiegħed fuq il-banek 


responsabbiltajiet ta’ moniteraġġ li jmorru lil hinn minn sempliċi evalwazzjoni 


 
1 It-test kif tradott fuq is-sit https://eur-lex.europa.eu/legal-content/MT/TXT/PDF/?uri=CELEX:32015L2366. 
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ta’ tranżazzjonijiet li jkunu diġà imwettqa, u jqiegħed fuqhom ir-responsabbilità 


li jimmoniterjaw it-tranżazzjonijiet fil-ħin li qegħdin isiru jew saħansitra qabel 


isiru, sabiex ikunu jistgħu jwaqqfu l-użu tal-istrument ta’ pagament fejn hemm 


raġunijiet oġġettivament ġustifikabbli għal dan, u senjatament fejn hemm 


suspetti marbuta mas-sigurtà tal-istrument jew ma’ min qiegħed jagħmel użu 


minnu. Il-Qorti hawnhekk tirrileva, anki għaliex il-bank appellant jgħid li huwa 


mexa ma’ dak li kien strettament mitlub minnu, li l-appellant qiegħed jinsisti li 


l-banek huma obbligati jwaqqfu tranżazzjoni meta hemm suspett li ser isir użu 


minn strument ta’ kreditu minn pagatur li jista’ ma jkollux il-mezzi biex jissodisfa 


dak l-obbligu. Imma dan ifisser li l-leġislatur naqas milli bl-istess mod 


jirresposabbilizza lill-banek sabiex jieħdu ħsieb iwaqqfu tranżazzjonijiet meta 


jkun hemm indizji ċari li l-klijenti tagħhom ser jagħmlu movimenti bi flus 


iddepożitati minnhom li jistgħu jkunu riskjużi jekk  mhux saħansitra 


frawdolenti? Ċertament li dan mhux l-iskop tad-Direttiva, u r-“raġunijiet 


oġġettivament ġustifikabbli relatati mas-sigurtà tal-istrument ta’ pagament, is-


suspett ta’ użu mhux awtorizzat jew frodulenti tal-istrument ta’ pagament” 


għandhom jingħataw interpretazzjoni li tmur lil hinn minn sempliċi evalwazzjoni 


dwar jekk il-persuna li qiegħda tawtorizza lill-bank jeffettwa tranżazzjoni 


f’isimha, hijiex il-persuna li l-istrument ta’ pagament inħareġ f’isimha, iżda 


għandha tingħata t-tifsira li ta l-Arbitru f’dan il-każ, jiġifieri moniteraġġ tal-mod 


kif l-istrument qiegħed jitħaddem, kif tħaddem fil-passat, u jekk il-mod kif 


qiegħed jitħaddem fil-preżent huwiex sintomatiku ta’ frodi, qerq jew xi aġir 


immotivat minn nuqqas ta’ informazzjoni, kif jirriżulta li ġara fil-każ odjern. Fi 


ftit kliem il-bank m’għandux jaġixxi u jieħu azzjoni preventiva biss meta jkun 


hemm suspetti li klijent tal-bank ser jonfoq flus li m’għandux, iżda għandu 







Appell Inferjuri Numru 7/2025 LM 
 


 


Qrati tal-Ġustizzja 
Paġna 54 minn 56 


jaġixxi wkoll kull fejn hemm suspett li klijent ser jagħmel movimenti suspettużi 


bi flusu, liema flus il-klijent ikun afda fis-sistema tad-depożiti tal-bank, f’dan il-


każ għal bosta snin. 


 


29. Il-Qorti tqis għalhekk li filwaqt li l-appellant isostni li huwa ma setax 


jintervjeni fl-eżekuzzjoni ta’ dak li ġie mitlub mill-klijent, din il-pożizzjoni hija 


kontradetta mit-test tad-Direttiva stess, li titfa’ oneru ta’ responsabbilità fuq il-


bank sabiex jieħu ħsieb iwaqqaf ċerti tranżazzjonijiet anki qabel isiru. Ir-


Regolament 2018/389 li jissupplimenta d-Direttiva (UE) 2015/2366 tal-


Parlament Ewropew u tal-Kunsill fir-rigward ta’ standards etiċi regolatorji għall-


awtentikazzjoni qawwija tal-konsumatur u standards miftuħin ta’ 


komunikazzjoni li jkunu komuni u sikuri, liema regolament isib applikazzjoni 


diretta fis-sistemi legali tal-Istati Membri, imur oltre dak stipulat fid-Direttiva. 


Fil-preamboli tar-Regolament2, jingħad: 


 


“(2) Peress li l-metodi tal-frodi qegħdin jinbidlu kontinwament, ir-rekwiżiti ta’ 


awtentikazzjoni qawwija tal-konsumatur jenħtieġ li jippermettu innovazzjoni 


fis-soluzzjonijiet tekniċi li jindirizzaw il-feġġa ta’ theddid ġdid għas-sigurtà tal-


pagamenti elettroniċi. Sabiex jiġi żgurat li r-rekwiżiti li għandhom jiġu stipulati 


jiġu implimentati b’mod effettiv fuq bażi kontinwa, huwa xieraq ukoll li jkun 


meħtieġ li l-miżuri ta’ sigurtà għall-applikazzjoni tal-awtentikazzjoni b’saħħitha 


tal-konsumatur u l-eżenzjonijiet tagħha, il-miżuri li jipproteġu l-kunfidenzjalità 


u l-integrità tal-kredenzjali personalizzati ta’ sigurtà, u l-miżuri li jistabbilixxu 


standards miftuħin ta’ komunikazzjoni li jkunu komuni u sikuri jiġu 


 
2 It-test kif misjub fuq is-sit uffiċjali https://eur-lex-europa.eu/legal-content/MT/TXT/?uri=CELEX%3A32018R0389, 
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dokumentati, ittestjati perjodikament, evalwati u awditjati minn awdituri 


b’għarfien espert tas-sigurtà tal-IT u fil-pagamenti elettroniċi li joperaw b’mod 


indipendenti. Sabiex l-awtoritajiet jitħallew jissorveljaw il-kwalità tar-rieżami 


ta’ dawn il-miżuri, tali rieżamijiet jenħtieġ li jkunu disponibbli għalihom 


disponibbli meta jitolbuhom.  


 


30. Il-Qorti tqis li fil-każ odjern, l-appellat safa vittma ta’ dan it-theddid ġdid 


għas-sigurtà ta’ flusu li feġġ fi snin riċenti, u din il-frodi setgħet titwettaq fl-


ammonti li twettqet, fuq medda ta’ xhur, għaliex tul dawn ix-xhur kollha, il-


metodi ta’ moniteraġġ u ta’ komunikazzjoni miftuħa li suppost li kellu jadopera 


l-bank, kienu assenti għal kollox. Il-Qorti tqis li dawn ir-regolamenti u direttivi 


intiżi biex iħarsu lill-konsumatur, fil-każ odjern fis-settur tas-servizzi bankarji, 


minn frodi bi flushom, m’għandhomx jingħataw interpretazzjoni restrittiva jew 


jitqiesu li japplikaw biss għal ħlasijiet għax-xiri ta’ oġġetti jew servizzi li jsiru bi 


strumenti bħal ma huma cards tad-debitu jew tal-kreditu. Fil-każ odjern kien 


hemm ħafna indizji li kellhom iqajjmu s-suspett tal-bank li kieku dan kellu 


sistema ta’ moniteraġġ robusta, bħal ma huma l-ammonti u l-volumi tat-


tranżazzjonijiet, il-frekwenza li dawn kienu qegħdin isiru bihom, u l-fatt li f’temp 


ta’ tmien xhur l-appellat irtira ammont sostanzjali ta’ depożiti li kellu f’ismu. In 


vista ta’ dawn il-konsiderazzjonijiet, il-Qorti tqis li anki dan l-aggravju mhux 


ġustifikat, u tiċħdu. 


 


Decide 
 


Għar-raġunijiet premessi l-Qorti taqta’ u tiddeċiedi dwar dan l-appell, billi 


filwaqt li tiċħdu, tikkonferma d-deċiżjoni tal-Arbitru tas-27 ta’ Novembru, 


2024, fl-ismijiet premessi, fl-intier tagħha.  
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L-ispejjeż ta’ dan l-appell huma a karigu tas-socjeta’ appellanta. 


 


Moqrija. 


 


 


Onor. Dr Lawrence Mintoff LL.D. 
Imħallef 
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Deputat Reġistratur 





