Quddiem I-Arbitru ghas-Servizzi Finanzjariji

Kaz ASF 025/2024

CL

(‘I-llmentatur’)

Vs

Bank of Valletta p.l.c.
Reg. C 2833

(‘il-Fornitur tas-Servizz’ jew ‘Bank’ jew
‘BOV’)

Seduta tal-24 ta’ Jannar 2025
L-Arbitru,

Ra l-ilment,! li I-Uffi¢¢ju tal-Arbitru ghas-Servizzi Finanzjarji (‘OAFS’) réieva fil-31
ta’ Jannar 2024, fejn |I-llmentatur issottometta li bejn Ottubru 2022 u Mejju 2023
huwa ghamel diversi pagamenti mill-kont tieghu mal-BOV li b’kollox ammontaw
ghal €65,446.57.

L-llmentatur allega li kien ged jittrasferixxi dawn il-flus biex minghalih jigu
nvestiti minn C2gGoBuy u Coindex.best fi kriptoassi (‘crypto-assets’), izda |-
frodisti li hajruh u kienu ged jiggwidawh biex jinvesti flusu fil-kriptoassi spi¢¢aw
serqulu dawn il-pagamenti kollha.

L-llmentatur allega li dan ma kienx xi kaz ta’ investiment li mar hazin izda kaz
fejn huwa baghat flus lill-frodisti. Huwa spjega |i hu kien minghalih gieghed

! Pagna (P.) 1 — 6 u dokumenti annessi p. 7 — 141

L-ilment u ¢ertu sottomissjonijiet originarjament saru bl-Ingliz. Din id-decizjoni hija mahruga bil-Malti peress li |-
partijiet jifhmu sew il-lingwa Maltija u s-seduti, fil-fatt, saru kollha bil-Malti. Anke s-sottomissjonijiet finali saru
bil-Malti miz-zewg partijiet.
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jaghmel tranzazzjonijiet fi kriptoassi u li kien gieghed jagla’ I-flus minn dawn it-
tranzazzjonijiet hekk kif urewh il-frodisti fuq il-pjattaforma taghhom.

L-llmentatur spjega wkoll li hekk kif gie biex jigbed flusu huwa beda jigi mitlub
jaghmel diversi hlasijiet u kien f’dak I-istadju li rrealizza |i din kienet scam.

L-llmentatur talab lill-Bank biex jirrifondilu t-telf kollu li garrab ghax, skont hu, |-
Bank naqas mill-obbligi fiducjarji u regolatorji li ghandu biex jipprotegi lill-klijenti
mill-frodisti.

L-llmentatur enfasizza li I-Bank kellu responsabbilita ghat-telf imgarrab ghax ma
tax kas obbligi li ghandu ta’ moniteragg tal-pagamenti fejn sahaq li [-Bank kieku
kien jinduna li I-klijent tieghu kien ged jigi mmanipulat mill-frodisti u, allura, kien
iwaqqaf il-pagamenti sa ma jaghmel indagni sew dwarhom.? Fl-ittra tal-ilment
formali li I-llmentatur ghamel mal-Bank u li giet annessa u saret referenza
ghaliha fl-ilment tieghu mal-OAFS,? intgal, fosthom:

‘On the basis of various signs, you should have assumed that something
suspicious was going on therefore should have suspended transactions
until reasonable enquiries could be made to verify that the transactions
were properly executed’.*

F'wiehed mid-dokumenti annessi bhala parti mill-ilment tieghu li sar mal-OAFS,
[-llmentatur, fosthom, ukoll issottometta li:

‘In providing its services to a customer, a financial institution is required
by law to exercise the care and skill of a diligent, prudent banker. In this
case, this means that the payment service provider should not turn a “blind
eye” to known facts pointing to a real possibility that their customer is
being scammed. In other words, the Bank of Valletta must have had
special knowledge of what was occurring or been alerted to a real
possibility of fraud taking place. The financial institution must have known
or reasonably ought to have known that | was dealing with a scammer’.

2p.10; 34
3pP.1-3u7-15
“P.10

°P.34
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Huwa ssottometta wkoll li I-Bank kellu obbligi skont il-Payment Services Directive
EU 2015/2366 (PSD 2), fejn ghamel referenza ghal parti minn recital 95, li din
tghid:®

‘.. [All payment services offered electronically should be carried out in a secure manner,
adopting technologies able to guarantee the safe authentication of the user and] to reduce, to
the maximum extent possible, the risk of fraud.’

Gie wkoll sottomess li I-PSD2 tipprovdi, fosthom, dan li gej:

“in order to safeguard clients” interests, the payment service provider reserves the right to
block a payment instrument — typically for objectively justified reasons related to the security
of the payment instrument or the suspicion of unauthorised or fraudulent use of the payment
instrument.’

Qal ukoll li skont Artikolu 68(2) u (3) tal-istess direttiva, I-Bank kellu dritt iwaqqaf
pagamenti fejn hemm suspett ta’ frodi. Artikolu 68(2) u (3) jghid:

‘2. If agreed in the framework contract, the payment service provider may reserve the right to
block the payment instrument for objectively justified reasons relating to the security of the
payment instrument, the suspicion of unauthorised or fraudulent use of the payment
instrument ...

3. In such cases the payment service provider shall inform the payer of the blocking of the
payment instrument and the reasons for it in an agreed manner, where possible, before the
payment instrument is blocked and at the latest immediately thereafter, unless providing such
information would compromise objectively justified security reasons or is prohibited by other
relevant Union or national law’.

L-lmentatur ghamel diversi sottomissjonijiet ohra fit-tul” li I-Arbitru ser jiehu
konjizzjoni taghhom fejn applikabbli izda |li mhux ged jigu riflessi f'dan is-
sommarju hawn fuq ta’ dawk li huma meqjusa bhala I-punti principali relevanti
mgajma mill-limentatur f'dan I-ilment fil-kaz tieghu kontra BOV.®

Rimedju mitlub mill-llmentatur

Bhala rimedju, |-llmentatur indika l-ammont totali ta’ EUR 65,446.57.°

5P.36

7P.7-15u p. 33-47

8 U dan anke ai termini ta’Artikolu 19(3)(d) tal-Kap.555 li jipprovdi li fil-qadi tal-funzjonijiet tieghu, I-Arbitru
ghandu “jittratta Iment b’mod proceduralment gust, informali, ekonomiku u mhaffef”. Kunsiderazzjoni wkoll
ittiehdet f'dan ir-rigward tal-punti principali kontra I-Bank imgajma mill-limentatur fix-xhieda tieghu hekk kif
ittrattat izjed ’il quddiem f'din id-decizjoni.

°P.3
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Ra r-Risposta tal-BOV:

Fejn il-Fornitur tas-Servizz baghat rispostal® tat-22 ta’ Frar 2024 (bi zball datata
2023), li fiha sostna r-rifjut li jikkumpensa lill-limentatur ghax sostna li I-
IImentatur kien totalment responsabbli ghat-telf |i garrab. II-Bank issottometta,
fosthom, dan li gej:

‘2. Whereas with reference to the transactions listed by the complainant
which occurred between October of the year 2022 and May 2023, the Bank
respectfully submits that in order to execute such transactions, it had
received legitimate instructions from the complainant through the
necessary channels. Most of these transactions were done through the
Complainant’s Cashlink Visa ending in number ...00, through the 3D Secure
app, by virtue of which the Bank implements Secure Customer
Authentication. This confirms that the transactions were carried out with
the cardholder’s explicit authentication and authorization. This system is
in line with the Payment Service Directive 2 which provides the following:

“strong customer authentication” means an authentication based on
the use of two or more elements categorised as knowledge (something
only the user knows), possession (something only the user possesses)
and inherence (something the user is) that are independent, in that the
breach of one does not compromise the reliability of the others, and is
designed in such a way as to protect the confidentiality of the
authentication data’. [Article 4(30) of PSD2 — Emphasis added by BOV]

3. Whereas apart from strong customer authentication, the Bank
implements a system of “dynamic linking” as outlined in the Commission
Delegated Regulation (EU) 2018/389, which supplements the PSD 2.
Article 5 provides the following:

‘Where payment service providers apply strong customer
authentication in accordance with Article 97(2) of Directive (EU)
2015/2366, in addition to the requirements of Article 4 of this

10p 147 — 154 u dokumenti annessi P. 155 - 190
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Regulation, they shall also adopt security measures that meet each of
the following requirements:

(a) the payer is made aware of the amount of the payment
transaction and of the payee;

(b) the authentication code generated is specific to the amount of the
payment transaction and the payee agreed to by the payer when
initiating the transaction;

(c) the authentication code accepted by the payment service provider
corresponds to the original specific amount of the payment
transaction and to the identity of the payee agreed to by the payer;

(d) any change to the amount or the payee results in the invalidation of
the authentication code generated.” [Emphasis added by BOV]

4. Whereas all these elements were satisfied in the transactions effected by
[the Complainant] and moreover, an SMS alert for each card transaction
was sent as can be seen in the log [Marked Doc.A attached to its reply].*
Upon receipt of these SMS’s, [the Complainant] never contacted the Bank
regarding not wanting to do these transactions or not having given his
consent to do them. This shows that the transactions were done
voluntarily by [the Complainant] and that once authorised, he expected
the Bank to implement his instructions as it is bound to do according to
the terms of service.

5. Whereas besides the transactions effected by his card, [the Complainant]
made another 4 payments through the Internet Banking system, all of
which were a “Payment Order Outwards”, and each one was for €5000.
These were done on the 29/11/2022, 07/12/2022, 02/02/2023,
08/02/2023. These transactions were once again authorised through
strong customer authentication and thus the Bank had the consent of [the
Complainant] to affect these transactions. One should note that the
description entered by [the Complainant] himself for all these payments
were “own account transfers” and in fact the creditor/recipient of these

1P, 156-159
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payments was [the Complainant] as can be seen from [Doc. B attached to
its reply].?

6. Whereas in his demand letter attached with his complaint, [the
Complainant] states “Money was transferred from my Bank of Valletta
account in the total amount of 65,446.57 EUR utilizing your services”
[Fol.7]. Respectfully, the Bank submits that the money was transferred
upon the express instructions and due authorisation of [the Complainant]
himself and he was fully aware of the amounts he was transferring, the
recipient of such money and the platform on which this money was being
received. Therefore, [the Complainant] was an active participant in this
transfer. Moreover, when a Bank representative called [the Complainant]
on the 6™ of September 2023, regarding the issue in question, she
informed him that the transactions were done with the 3D Secure app,
meaning that he knew who the recipient was for each transaction. [The
Complainant] agreed with this statement.

7. Whereas months after the transactions were effected, that is, in August of
2023, [the Complainant] contacted the Bank claiming that he was
defrauded and thus he wanted his money back. At this point, all the Bank
could do was request a recall of the funds from the beneficiary bank for
those 4 payments carried out through internet banking. However, a
negative reply was received that the recall could not be affected due to
insufficient funds in the recipient account. Once BOV had this reply, it
informed [the Complainant] accordingly. Moreover, the Bank had
informed [the Complainant] to make a police report regarding the
situation.

8. Whereas with respect to the transactions effected on his card, the Bank
raised a dispute for each transaction with the foreign banks of the
merchants, under the standard Card Scheme dispute mechanisms. These
banks informed BOV that their merchants provided [the Complainant]
with a service (a Crypto Wallet), and that he had accepted the terms and
conditions of this service which was fully rendered. Furthermore, the

12p. 160 - 162



ASF 025/2024

10.

11.

12.

transactions were fully authenticated and authorised by [the
Complainant]. Thus, he was not entitled to a refund.

Whereas when [the Complainant] made the payments, he did not indicate
or make some condition that he wanted the choice to cancel the payment,
months after it was made. Obviously, the Bank would have rejected this
condition ab initio because it is not reasonable to expect to cancel duly
authorised payments, months after they were authorised.

Whereas article 40(1) of Directive 1 of the Central Bank of Malta (which
Directive is based on the PSD2) provides that a payment transaction is
considered to be authorised only if the payer has given consent to execute
the payment transaction. As explained, the Bank received legitimate
instructions from credentials and systems associated with the
Complainant, a state of fact that is not disputed by the Complainant
himself, and therefore has no obligation to refund the Complainant.

Whereas in this context, the Terms and Conditions of the BOV Cashlink
Visa [as per Doc.C titled Product Information Guide of the BOV Cashlink
Visa, page 6]* which [the Complainant] voluntarily accepted, provide the
following regarding a cancellation of a payment:

“We cannot cancel a payment made using your Card once you have
given consent to make the payment to a retailer or supplier or provided
your PIN and/or Card/Security Details and enabled the processing of
the payment. You will need to contact the retailer or supplier
separately. This includes payments made on a reqular basis (recurring
transactions) from your Account” [Article 6(b) of the Terms and
Conditions of the BOV Cashlink Visa.

Moreover, the Terms and Conditions of the 24x7 Service which [the
Complainant] used to approve the 4 payments of €5000 each, provide the
following regarding the cancellation of a payment instruction:

“If you ask us to make a payment immediately, we cannot change it or
cancel the payment instruction because we start processing it when

13p. 168
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13.

14.

we receive it”. [Doc.D, titled “BOV 24x7 Services — Important
Information and Terms and Conditions of Use”, page 6]**

The Bank respectfully submits that this clause is in conformity with article
80 of the Payment Services Directive 2, entitled “Irrevocability of a
payment order”.

Whereas [the Complainant] had the choice to decide with whom to invest
his money and cannot expect the Bank to take responsibility for actions
which resulted from his own choices. Moreover, the Bank only provided
[the Complainant] with the service of processing payments he duly
authorised. BOV never provided him with any advice regarding investing
his money and [the Complainant] never requested such advice. Therefore,
he cannot now expect the Bank to bear any liability for his investment
choices.

Whereas as part of the payment processing service, the Bank sent the
money to the recipient indicated by [the Complainant] and on the platform
indicated by him. This platform is legitimate and not in the control of the
Bank. Once the funds left BOV, the Bank would not have any further
control over them. The platform where the money is sent, is one of the
factors the Bank takes into consideration in its’ transaction monitoring
process of every transaction. In [the Complainant’s case], the platform was
a legitimate one which is duly registered with the Malta Financial Services
Authority. The description of the “Crypto” app itself provides that “Foris
Dax MT Limited, a company incorporated in Malta with Company number
(C88392) trading under the name “Crypto.com” via the Crypto.com app is
licensed as a Class 3 Virtual Financial Assets Service Provider by the Malta
Financial Services Authority”. [Extract from the description of the app
“Crypto” on the App Store]. Therefore, there were no suspicions for the
Bank with respect to the platform where the funds were being sent,
especially when taking into consideration that the jurisdiction the
company was incorporated in is NOT a high-risk jurisdiction.

14p.178
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15.

16.

17.

Whereas as part of its’ transaction monitoring obligations and procedures,
the Bank also checks the amount of transaction and the jurisdiction where
these funds will be received. In [the Complainant’s] case, none of these
elements had any suspicious signs which could have led the Bank to stop
the transactions. There were no “transactional anomalies” [Fol.037] which
could have led the Bank to stop the transactions.

Whereas if [the Complainant] has an issue with how the money was
processed on the platform he sent them to, he should file a claim with the
responsible entity, which is definitely not BOV.

In view of the above, the Bank respectfully submits that it is not the proper
party against whom this case should have been instituted (“il-legittimu
kontradittur”). This point is further evident in the arguments made by [the
Complainant] in his complaint, which will be examined below.

[The Complainant’s] Claim

18.

19.

20.

[The Complainant] attached multiple copies of the same “Demand Letter”
with his complaint, explaining why he was let down by the Bank. In this
letter, he makes numerous, serious, unfounded allegations against BOV,
all of which the Bank vehemently denies.

”

Whereas in the section entitled “Merchant’s Fraud Scheme — Allegations
there are listed a number of actions which the Bank allegedly carried our
which led/enables the fraud [the Complainant] was a victim to. The Bank
makes particular reference to point 2 of this list which provides that “The
Company opened bank accounts and established Crypto Wallets in
multiple countries and different crypto exchange platforms (including
your) and used them through their accomplices and strawman from
around the world to conceal and disguise the identity of illegally obtained
proceeds so that they appear to have originated from legitimate sources”
[Fol. 09].

Whereas from this point alone, it is clear that [the Complainant’s]
allegations should not be directed towards BOV, but towards the company
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who offered him services related to Crypto Wallet. BOV is not authorised
by the MIFSA to provide services related to Virtual Financial Assets — it does
not offer this service. This fact further confirms that the Bank had no
knowledge of the actions occurring on the Crypto app/wallet and could
definitely not control it. Therefore, [the Complainant] should raise his
complaint with the duly authorised entity who offered him the crypto
wallet.

21. Whereas [the Complainant] already seems to be cognizant of the fact that
his claim should be directed at the company who offered him the services
of the Crypto Wallet. This due to the fact that on the 1°t September 2023,
[the Complainant] physically presented to BOV (at Rabat branch) an
identical letter to the one attached with his complaint addressed to BOV,
however in the letter he presented to Rabat branch, he simply changed the
recipient to “Crypto.com” (as per the letter marked Doc. E to its reply).t

22. Whereas amongst the allegations made by [“the Complainant”], he states
that “I did not know and through the exercise of reasonable diligence could
not have discovered the fraud that was being perpetrated upon me by the
Company” (Fol. 8). The Bank denies that it ever intended to carry out or
that it carried out any fraud upon [the Complainant]. All the Bank did was
offer him a financial service where it provided him with a bank account
and the possibility to transfer funds from such an account. Moreover,
when [the Complainant] gave due instructions to the Bank to effect a
transfer, the Bank did so. Therefore, the Bank fails to understand how [the
Complainant] is equating this basic service to fraud and making the serious
allegation that the Bank defrauded him.

23. Among the unfounded allegations [the Complainant] made are the
following:

- He states that the Bank made “false representations and omissions”
which “deceive consumers such as myself into unwittingly providing
the funds that fueled the Companys fraudulent scheme”. (Fol. 9)

15p. 183

10
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24.

25.

26.

27.

- He states that “your services undoubtedly served as a crucial element
in the fraudulent scheme detailed herein.” (Fol. 11)

- He states that “no matter how inexplicable and suspicious these
transactions were, you executed each and every transaction, thus
unlawfully generating immense profit from a fraud.” (Fol. 14)

[The Complainant] failed to explain exactly how the Bank defrauded him
or what was this “fraudulent scheme” which the Bank supposedly carried
our and made profit from. All the Bank did was offer him a simple banking
service of transferring money.

[The Complainant] also states that “you knew or should have known that
the funds being transferred through your services did not rightfully belong
to the recipient fraudsters”. (Fol. 11). The Bank respectfully submits that
the recipient of these funds was [the Complainant] himself and these
funds were being received on a genuine platform (crypto wallet), as
already illustrated in point 14 above. Therefore, the Bank fails to
understand exactly how [the Complainant] is referring to himself as a
“fraudster”.

Whereas [the Complainant] also highlights “the importance of
implementing robust internal systems to detect and report money
laundering and suspicious activity”. (Fol. 11) Once again, the Bank
emphasises the fact that these duly authorised transactions were being
made to an account in the name of [the Complainant] himself and not a
third party. Moreover, transaction monitoring was duly carried out on
each transaction, and no suspicious triggers resulted from the transaction
monitoring procedure which would have led the Bank to stop the
transactions. There were no “unusual or suspicious activity” (Fol. 34),
“obvious dangers” (Fol. 34) or “out of pattern transactions” (Fol.35) as
alleged by [the Complainant]”.

Whereas the Bank was not cognisant of anything which happened on the
platform where the funds were received and where any alleged fraud
could have happened. The Bank would not be cognizant of the actions

11
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28.

29.

performed on the Crypto Wallet and is not in a position to monitor the
activity going on there.

Whereas the Bank was also not cognizant of the ongoing chats between
him and the third party, an extract of which he attached from pages 102-
141 of his complaint. Therefore, it is unfounded for [the Complainant] to
say that “the financial institution must have known or reasonably ought
to have known that | was dealing with a scammer” (Fol. 34). Respectfully,
the Bank submits that [the Complainant] himself did not realise he was
talking to a scammer, therefore it is not responsible for him to expect that
the Bank should have realised this, when all the Bank had visibility to were
the duly authorised transactions to [the Complainant’s] own account.

Moreover, with reference to these chats the Bank would like to point out
that when corresponding with this third party, he openly admits that he
does not know anything about Crypto and the investments she was telling
him about. [Fol. 124). Therefore, the Bank respectfully submits that if he
knew nothing about this, he should have sought investment advice or
carried out the necessary due diligence. Once again, the Bank submits
that [the Complainant] never sought investment advice from the Bank
and executed the transactions on his own, and of his own volition”.

[Bank’s concluding remarks]

30.

31.

For the reasons articulated above, the Bank respectfully submits that the
Complainant’s claims are unfounded and that Bank of Valletta plc is not
the correct financial services provider who should be held liable for any
loss suffered by [the Complainant].

Chapter 555 of the Laws of Malta vests the Honourable Arbiter with the
authority to decide a case on the basis, inter alia, of the Complainant’s
legitimate expectations and what he deems fair and equitable in the
circumstances of the case. The Bank very respectfully submits that such
element of fairness and a customer’s legitimate expectations are founded
and pivot on a balance between rights and obligations whereby a
customer most certainly has rights but also an inherent interest and
obligation to faithfully abide with all terms, conditions as well as

12
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guidelines issued by the Bank, as these are ultimately intended to serve
and protect the customer.

32. The Bank reserves the right to bring oral and documentary evidence in
order to substantiate the defenses raised in this reply, as well as to make
submissions both verbally and in writing pursuant to the provisions of
Chapter 555 of the Laws of Malta.

33. The Bank reserves all rights/actions pertaining to it at law, and
respectfully requests the Arbiter to reject and dismiss the complaints’

claims.”*®

Jikkonsidra:
Eccezzjoni Preliminari

Fis-sottomissjonijiet tieghu tat-22 ta’ Frar [2024], il-Bank qajjem il-punt li huwa
ma kienx il-legittimu kontradittur f'dan il-kaz peress li I-pagamenti li ghamel |-
lImentatur mill-kont tieghu mal-BOV, li kienu approvati minnu stess, marru
gewwa I|-kont li huwa kellu ma’ fornitur licenzjat hawn Malta, |-Crypto.com; u li
kien minn dan il-kont ta’ fornitur tas-servizz finanzjarju iehor li I-pagamenti gew
imbaghad trasferiti lill-frodist.

[I-BOV, fosthom, issottometta li min-naha tieghu il-Bank ipprocessa I-pagamenti
hekk kif mitlub minnu mill-limentatur u li jekk |-llmentatur kellu problema kif
dawn il-pagamenti gew sussegwentement ipprocessati fuq il-pjattaformi ta’
terzi, allura, I-llmentatur ghandu jfittex dawn it-terzi u mhux lill-BOV.

ll-punt imgajjem mill-Bank f'dan ir-rigward huwa meqgjus mill-Arbitru bhala
aspett relatat mal-kunsiderazzjonijiet tal-merti tal-kaz. Ma hemmx dubju |i d-
diversi pagamenti in kwestjoni hargu originarjament mill-kont tal-BOV. L-Arbitru
ghalhekk irid jikkunsidra jekk kienx hemm xi nuggas min-naha tal-Bank fir-
rigward ta’ tali pagamenti, hekk kif allegat mill-limentatur, b’mod partikolari fug
il-moniteragg tat-tranzazzjonijiet.

16p. 147 - 154
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L-Arbitru ser jittratta u jikkunsidra biss I-allegat nuqqgas tal-Bank fil-kaz odjern u
mhux ta’ xi terzi ohral’ u, ghalhekk, ser issa jipprocedi biex jikkunsidra I-merti.

Fil-Mertu

L-Arbitru jrid jiddeciedi dan il-kaz skont dak li, fil-fehma tieghu, huwa ekwu,
gust u ragonevoli fic-Cirkostanzi partikolari u merti sostantivi tal-kaz.

Kunsiderazzjonijiet

Sfond generali tal-frodi

L-allegat frodi jinvolvi kaz tipiku ta’ pig butchering scam. Hekk kif johrog mid-
dokumenti pprezentati u I-informazzjoni pprovduta matul il-proceduri ta’ dan il-
kaz, I-llmentatur beda inizjalment jitkellem ma’ xi hadd |i ma kienx jaf fuq
Facebook. Din il-persuna li kien jitkellem maghha bdiet turi ¢ertu interess fih u,
eventwalment, ipperswadietu jibda jinvesti fil-kriptoassi taht il-gwida taghha.!®

L-interess u |-fidu¢ja tal-limentatur gew akkwistati mill-frodist/a permezz ta’
diversi messaggi u komunikazzjonijiet |i kienet tibghatlu b’mod regolari fuq
messaging apps. L-limentatur spicca jaghmel diversi pagamenti mill-kont tieghu
bankarju ghal crypto service provider illicenzjat lokali fejn il-flus tieghu gew
konvertiti fi  kriptoassi  (primarjament USDT) u fejn il-kriptoassi
sussegwentement gew trasferiti mill-limentatur taht il-gwida tal-frodist lejn
wallets esterni (jigifieri kontijiet tal-kriptoassi esterni) fejn minghalih li dawn
kienu ser jigu investiti.

Dawn il-pagamenti saru fuq perjodu twil ta’ madwar seba’ xhur bejn Ottubru
2022 u Mejju 2023 fejn il-frodist/a kien dejjem tiggwidah pass pass x'ghandu
jaghmel (sa mill-ewwel pass biex jiftah il-kont fi kriptoassi, |-pagamenti u
tranzazzjonijiet sussegwenti).

Biex jiehu flusu lura u |-profitti li qalulu li kien ghamel, I-llmentatur gie l-ewwel
mitlub jaghmel diversi pagamenti ohra qabel, liema talbiet kienu biss tentattivi
biex il-frodist/a tipprova tiehu izjed flus. Hekk kif xehed waqt is-seduta tat-3 ta’
Settembru 2024:

17 L-limentatur ghamel ilment ASF 162/2024 kontra terzi li dwaru |-Arbitru ged johrog deéizjoni parallela.
18p, 97,192
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‘Baghtuli fuq Telegram u qaluli li biex inkun nista’ niehu I-flus tieghi, irrid
inhallas €14,000 f’daqqa biex niftah il-kont ghax kien qisu ffrizat. U jiena meta
rajt li ridt inhallas aktar, ghamilt one plus one, u ndunajt li dawn riedu jehduli
aktar flus’.*®

L-llmentatur sahansitra siefer il-Kanada biex jiltaga’ mal-persuna li kien gabel
jitkellem maghha fuq il-Facebook u Whatsapp jew Messenger,?® izda dan kien
ghalxejn u wara diversi skuzi gie bblokkat mill-kuntatti kollha li kellu u rrealizza
li din kienet scam.

L-Arbitru jixtieq I-ewwel jinnota li ma tgajjem I-ebda dubju fuq il-veracita ta’ dak
li inghad mill-limentatur rigward jekk kienx vittma ta’ frodi. L-Arbitru huwa
sodisfatt bizzejjed li ma hemmx dubju ragonevoli fug dan l-aspett. Anke fuq
bilanc ta’ probabilita hemm bizzejjed fatturi li juru li kien minnu li I-llmentatur
safa vittma ta’ scam.

L-Arbitru ha diversi fatturi f'dan ir-rigward fejn ikkunsidra, fosthom: ic-
cirkostanzi partikolari tal-kaz, ix-xhieda u |-evidenza pprovduta u n-natura u |-

kredibilita tal-avvenimenti li sehhew hekk kif spjegati f'dan il-kaz,*

ir-rapport li
sar mill-lmentatur lill-pulizija datat il-31 t'’Awwissu 2023,%? ix-xhieda
guramentata tal-llmentatur fuq il-kaz ta’ frodi;?®* kopja ta’ diversi messaggi bejn
il-frodist/a u I-llmentatur;?* I-kopja tal-bank statements li juru |-hrug ta’ flus ghal

crypto;® u t-tentattiv ta’ chargebacks u recalls li saru.?®

Dawn kollha jsahhu b’mod sufficjentament konvincenti t-tezi ta’ frodi u li I-
lImentatur safa vittma taghha.

¥p. 193

2P, 97u 196

21 Lj tipikament jirrifletti sitwazzjoni ta’pig butchering crypto scams |i ltaga’ maghhom I-Arbitru f'diversi kazijiet
precedenti (ez. Kaz ASF 158/2021) u ohrajn ezistenti quddiemu u li huwa fenomenu hekk kif irrapportat f'diversi
media globali partikolarment f'dawn I-ahhar snin (ez. Footnote 56 u 57 tal-Kaz ASF 158/2021).

22p.96-100

3P, 191-196

24p,.102-141

5P, 16-21;73-80;93 - 94; 203 - 236

%p 197
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L-ilment u I-pagamenti in kwestjoni

Waqt is-seduta tat-3 ta’ Settembru 2024, I-limentatur, fosthom, issottometta li
[-Bank kellu d-dmir jintervjeni fir-rigward tal-pagamenti li kien ged jaghmel. Dan
huwa I-punt krucjali ta’ dan I-ilment. L-llmentatur, fosthom, xehed li:

/

.. hemmen li jekk ikun hemm affarijiet li hergin u ma jkunux normali
bhalma kienu qabel, hija haga li ghandu jiehu hsieb il-bank ...”.*’

‘...t-tranzazzjonijiet li ghamilt jiena stess kif ghidt ftit ilu, kienu
“inexplicable” u “suspicious”.

Mistogqsi ghalfejn ged nghid li huma suspettuzi meta ghamilthom jien stess
u marru fil-kont tieghi stess, nghid li kienu suspettuzi ghax jien kemm ilni
hemm dawn qatt ma kien hemm bhalhom. Allura, immaginajt li I-bank
ghandu jcempilli u jibghat ghalija u jghidli i hawnhekk jien ghandi cans li
ged nigi iffrodat ...

Jien immaginajt li xi hadd ghandu jigbidli I-attenzjoni biex jien ma nibgax
ghaddej bihom dawn [-affarijiet ghax jien ma kontx konxju. Pero, bhalma
ged nghid, gatt ma kien hemm transactions li graw f’qasir zmien kemm il
mal-BOV. Lanqgas qatt u jekk ticcekkja I-history ovvjament ghandek

tinduna’.®

Din hija skeda tal-pagamenti li dwarhom ged isir dan I-ilment:®

TABELLA A
DATA VISA CARD SEPA OnlLine
EURO EURO
1 26.10. 2022 1070.38
2 08.11.2022 1063.11
3 15.11.2022 1029.82
4 16.11.2022 1023.89

27p. 194
28 p. 195
2P, 16-21; P.55-56; P.65-70 & P. 230 - 236
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DATA VISA CARD SEPA OnlLine
EURO EURO
5 19.11.2022 1028.86
6 19.11.2022 1027.91
7 21.11.2022 1123.89
8 22.11.2022 2044.39
9 24.11.2022 2558.30
10 29.11.2022 5000.00
11 30.11.2022 2554.76
12 02.12.2022 1027.53
13 05.12.2022 2575.34
14 05.12.2022 2557.12
15 07.12.2022 5000.00
16 09.12.2022 2509.96
17 12.12.2022 2539.48
18 15.12.2022 2508.36
19 17.12.2022 2508.36
20 17.12.2022 2526.52
21 19.12.2022 2501.85
22 02.02.2023 5000.00
23 08.02.2023 5,000.00
24 19.04.2023 96.91
25 29.04.2023 2033.99
26 02.05.2023 25.66
27 02.05.2023 288.61
28 05.05.2023 2166.67
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DATA VISA CARD SEPA OnlLine
EURO EURO
29 09.05.2023 2283.47
30 15.05.2023 2772.14
TOTAL €45,447.30 €20,000

B’kollox, inkorra telf ta’ €65,447.30% permezz ta’ dawn il-pagament li kollha saru
minn Savings account tal-llmentatur b’numru jispicca ...61.

Dawn il-pagamenti jidher li saru f’kont f'isem I|-llmentatur li |-frodist ghenu biex
jiftah ma’ Crypto.com. Jidher li minn hemm dawn il-flus gew konvertiti fi crypto-
assets li b’xi mod wara gew trasferiti f'wallet estern (jigifieri mhux tal-
Crypto.com) ikkontrollat mill-frodist.lt-trasferimenti li saru mill-kont ta’
Crypto.com huma suggett ghal ilment differenti, ghalkemm relatat, i I-
lImentatur ghamel mal-Fornitur tas-Servizz lokali |i jmexxi Crypto.com li d-
decizjoni dwarha qed tohrog b’'mod parallela ma’ din id-decizjoni.

Meta irrealizza li kien gie migdum, fil-31 t’Awwissu 2023 ghamel ilment mal-
BOV3! fejn talab lill-Bank jirrifondi I-flus i kien tilef ghax sostna li I-Bank ma kellux
is-sistemi li suppost ikollu biex ma jhallihx ikun tradut mill-frodist.

Sar rapport mal-pulizija fl-istess jum tal-31 t’Awwissu 2023.32

Jidher li d-dewmien biex saru rapporti dwar sensiela ta’ pagamenti frawdolenti
li ntemmet f'nofs Mejju 2023 kien kawzat minn attentati tal-llmentatur biex
isolvi I-problemi hu direttament. Sahansitra siefer lejn Toronto, I-Canada, biex
minghalih jiltaga’ mal-mara |i kienet ged tidderigih biex jidhol fin-nassa tal-
frodisti anke billi taddotta certa intimita u rumanazi fl-iskambiji li kien ikollhom.

[I-Bank attiva talbiet ghal ‘chargeback’ u recall tal-pagamenti frawdolenti izda
dawn ma rnexxewx. Crypto.com qalu li kien I|-llmentatur stess li tahom
struzzjonijiet biex jittrasferixxu |-crypto-assets f'wallet estern li jidher li kien

30 Fil-fatt, fl-ilment qgal li t-telf kien ta’ €65,446.57
31p.39-47
32p.96-100
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ikkontrollat mill-frodist u, ghalhekk, ma kellhomx obbligu jirrifondu. Kif gie
indikat qabel, il-merti tal-kaz kontra Crypto.com huwa suggett ghal ilment iehor
li dwaru I-Arbitru ged johrog decizjoni parallela. F'dan |-ilment ser jigi ghalhekk
ittrattat biss l-allegat nugqas fuq il-Bank hekk kif intgal hawn fug.

Seduti
Fl-ewwel seduta li saret fit-3 ta’ Settembru 2024, I-llmentatur xehed u gal:*

‘Nghid li ghandi 41 sena, u nghid ili li ftaht il-kont mal-Bank of Valletta meta
kelli xi ghoxrin sena. Nghid li ftahtu meta bdejt nahdem.

Nghid li llum ix-xoghol tieghi hu car instructor. Nahdem bhala self-employed.

Nghid li f'dawn I-ghoxrin sena kont nuza dan il-kont ghat-tfaddil. Nghid li
qgabel dan l-incident li wassal ghall-ilment, gatt ma kelli bzonn immur il-BOV.

Nghid li gabel I-2022, qatt ma baghtu ghalija biex jaghmlu update tal-profile
tieghi.

Nghid i jiena kelli Zzewg kontijiet. Ghamilt wiehed ghat-tfaddil u iehor biex
nuzah.

Nghid i jiena kont faddalt somma flus ghax kelli post mat-tfajla li kont
maghha. L-ewwel kont ser nixtrih jien, imbaghad, ma qgbilniex u xtratu hi u
tatni s-somma ta’ €60,000 u poggejthom il-bank. Nghid li I-bank qatt ma
stagsewni minn fejn gew dawn il-flus.

Nghid li Itqajt ma’xi hadd online u bdiet tkellimni u wara certu Zmien bdiet
tghidli biex inkunu flimkien u biex nitla’ hdejha. Imbaghad, bdiet tghidli biex
nitfa’ I-flus fil-crypto. Dan kien qabel Gunju li ghadda, gisu meta ghaddiet il-
World Cup.

Bdejt nitfa’ I-flus mis-26 t’Ottubru 2022 sal-15 ta’ Mejju 2023 f'pagamenti
zghar wara xulxin. Nghid li jien kont nibghathom go kont li kien jghajjat lili.
Kont ged nibghathom go Crypto.

Nghid i gieghlitni niftah account ma’Crypto.com u bdiet turini pass, pass
x’ghandi naghmel. Nghid li lil Crypto.com tajthom ismi, kunjomi, n-numru tal-

$3Pp.192-196

19



ASF 025/2024

ID Card u x’naghmel. Rigward ghidtilhomx kemm nagqla’, huma jghidulek
‘estimate’. Nghid li gatt ma pprezentajt dokumenti.

Nghid li gabel I-2022, jien gatt ma kelli crypto. Nghid li gatt ma kelli esperjenza
biex ninvesti fil-crypto.

Immur lura ghall-BOV, nghid li jien kont ged naghmel dawn il-pagamenti
f'ammonti zghar. L-akbar pagament li ghamilt kien, bejn wiehed u iehor,
€5,000. Nghid li fil-perjodu minn Ottubru 2022 sa Mejju 2023, kull meta bghatt
il-flus, iIBOV qatt ma cempluli. Kont nircievi biss dawk il-messaggi li qed
jingibdu I-flus. Nikkonferma li dawk il-flus kont bghatthom jien imma kont
minghalija li ged nibghathom gol-kont tieghi ghax, ovvjament, kieku ma kontx
nibghathom.

Nghid li gqatt ma ffrizawli I-kont u qatt ma talbuni fejn qged nibghat il-flus.
Nghid li meta kont naghmel pagament, gatt ma bghatt email li ridt nibghat il-
flus. Nghid li gatt ma kien hemm indhil. Meta kont nibghat pagament, ma
jidhirlix li kont nikteb ghalfejn ged nibghat il-flus. Nghid |i meta kien hemm
tas-SEPA, dawn it-tnejn tal-€5,000, kien hemm “on your own account”.

Meta ndunaijt li din kienet scam, ippruvajt niehu I-flus lura. Hi bdiet tghidli biex
ninvesti u jien bdejt ninvesti qisni f’'arbitragqg u jekk, perezempju, torbot il-flus
ghal gimgha - jekk int, ghall-argument, irbatt €5,000 - wara gimgha tiehu |-
€5,000 lura plus €2,000 ohra. Dan kien fuq Coin Base.

Nghid li meta ndunajt li din kienet scam, jien ikkuntattjajt lil din il-mara u
ghidtilha li I-flus ma nistax innizzilhom, imbaghad, huma baghtuli messagg.
Qaltli, “Ara, kellem lil dawn.” Baghtuli fug Telegram u qaluli li biex inkun nista’
niehu I-flus tieghi, irrid inhallas €14,000 f'daqgqa biex niftah il-kont ghax kien
qisu ffrizat. U jiena meta rajt li ridt inhallas aktar, ghamilt one plus one, u
ndunajt li dawn riedu jehduli aktar flus.

Nghid li wara rrikorrejt il-bank u ppruvajt inkellimhom biex nara x’inhu jigri.
Nghid li mort ghand il-Pulizija u ghamilt rapport. Imbaghad, mort il-bank u
wrejthom il-karti i ghamilt ir-rapport mal-Pulizija u qaluli Ii ma setghux
jghinuni.
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Nghid li wara dan I-episodju ta’ Mejju 2023, wara gimaghtejn li mort nitkellem
maghhom u bdejt nghidilhom x’gara u x’kien il-kaz, ircevejt li ghandi mmur
naghmel update tal-account tieghi, jigifieri I-account tieghi kien ghadu jidher
li nahdem xi xoghol ta” meta kont ghadni teenager. Qatt ma kont naf li dawn
suppost ghandhom jaghmlu update. Jekk kellhom jaghmlu update, suppost li
kellhom jghiduli minn gabel.

Nghid li tajthom Il-informazzjoni rigward ix-xoghol li naghmel, kemm qed
indahhal u dawn I-affarijiet kollha li ghandhom x’jagsmu mal-hajja tieghi.

Nghid li ma stagsewni xejn fuq it-tranzazzjonijiet li ghamilt fil-passat ta’ meta
dahhalt il-flus mas-separazzjoni tal-partner li kelli; u lanqgas ma stagsewni fuq
it-tranzazzjonijiet tal-crypto. Qaluli li speci dawn huma normali. Nghid li kont
mort il-BOV tar-Rabat peress li I-kont tieghi gieghed maghhom, ir-Rabat.

Kontroezami:

Qed jinghad li jiena semmejt xi terza persuna li ghinitni jew gieghelitni
ninvesti.

Nghid li hekk hu; probabbli kienet I-iscammer. Nghid li kienet ikkuntattjatni hi.

Mistogsi jekk il-BOV qattx kien involut f’xi komunikazzjoni bejnietna, nghid li
apparti li I-flus ingibdu mill-bank, ma kienx hemm lok li jitkellem bejnietna I-
bank.

Nghid li le, ma kienx hemm Il-involviment tal-bank fil-komunikazzjoni. Nghid li
le, lill-bank ma tlabtux parir fuq l-investiment li kont ser naghmel, pero,
nemmen li jekk ikun hemm affarijiet li hergin u ma jkunux normali bhalma
kienu qabel, hija haga li ghandu jiehu hsieb il-bank.

Nghid li I-bank ma nfluwenzanix biex ninvesti, pero, I-flus ingibdu mill-bank.
Nikkonferma li jien iddecidejt biex ninvesti u I-bank ma kienx involut.

Qed jinghad li jien semmejt diversi tranzazzjonijiet fl-ilment tieghi u mistogqsi
kif approvajt dawn it-tranzazzjonijiet, nghid li approvajthom minn fuq il-card
bil-mobile; li tidhol fuq il-mobile u tghidlu “OK”.

Mistogsi kontx naf min hu r-recipjent ta’ dawn il-pagamenti at that point in
time, nghid li kieku kont naf li I-flus ged imorru x’imkien iehor, din ovvjament
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ma kinitx ser issehh. Jien minghalija, kif suppost kien jidher, li I-flus ged imorru
gol-bank tal-crypto tieghi, jigifieri, go account li suppost jghajjat lili.

Jien kelli mohhi mistrieh li dawn geghdin hemmbhekk. U, fil-verita, dawn kienu
ged jidhru li vera geghdin hemm. Il-problema dik kienet. Jien ma kontx konxju
taghha din ghax kieku ovvja ma kontx ser naghmilha. Nghid li minghandi
marru fil-kont li indikajt jiena, hekk suppost.

Qed jinghad li d-Demand Letter |i annettejt mal-ilment tieghi, jien insemmi
kumpaniji u naghmel diversi allegazzjonijiet u ged nigi mistogsi ghal liema
kumpaniji ged nirreferi.

Dr Adrian Sciberras jirrispondi ghal din il-mistogsija:

Nghid li d-Demand Letter originali ma kontx ghamiltha jien. Kien gabbad xi
firm minn barra li jaghmlu r-recovery tal-flus u, mbaghad, jien dhalt wara fl-
istorja.

lkompli jixhed I-ilmentatur:

Nghid li jien ma stajt insib ghajnuna minn imkien apparti I-Pulizija li ghamilt
irrapport, pero, sal-lum ma wasalna mkien b’dan ir-rapport. Imbaghad, kont
qgabbadt kumpanija minn barra jisimha Money Pay Back. Dawn kienu ghinuni
biex naghmel dik I-ittra.

Mistogsi ghal min ged nirreferi meta nsemmi I-kumpaniji, nghid li ged nirreferi
ghal min ghamel il-frodi. Mistoqsi jekk hux ged nirreferi ghall-BOV, nghid li le,
mhux qed nirreferi ghall-BOV. II-BOV qieghda f’din il-kawza bhala vicarious
liability. Fejn hemm imsemmijin I-allegazzjonijiet kontra kumpaniji, nghid li
dawn mhumiex kontra |I-BOV.

Qed jinghad ukoll li f'din I-istess ittra ktibt li t-tranzazzjonijiet li ghamilt jiena
stess kif ghidt ftit ilu, kienu “inexplicable” u “suspicious”.

Mistogsi ghalfejn ged nghid li huma suspettuzi meta ghamilthom jien stess u
marru fil-kont tieghi stess, nghid li kienu suspettuzi ghax jien kemm ilni hemm
dawn qatt ma kien hemm bhalhom. Allura, immaginajt li I-bank ghandu
jcempilli u jibghat ghalija u jghidli li hawnhekk jien ghandi cans |i ged nigi
iffrodat bhal meta, perezempju, tircievi messagg fejn qged jehdulek xi flus jew
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jinqatghulek xi flus ta’ xi subscription u I-bank jibghatlek “if you didn”t do it,
call ...”, u jkollok innumru. Dawn gieli grawli.

Jien immaginajt li xi hadd ghandu jigbidli I-attenzjoni biex jien ma nibgax
ghaddej bihom dawn I-affarijiet ghax jien ma kontx konxju. Pero, bhalma ged
nghid, gatt ma kien hemm transactions li graw f’qasir zmien kemm ili mal-
BOV. Langas qatt u jekk ticcekkja I-history ovvjament ghandek tinduna.

Mistogsi allura jekk il-bank baghtlix SMSes ghal dawn it-tranzazzjonijiet,
nghid li xejn, xejn.

Mistogsi gabel ma ddecidejt li ninvesti fil-Crypto, kif ghamilt biex naccessa din
il-kumpanija, nghid, fil-verita, ghamilt crypto ghax gejt imgieghel ghax jiena
ma kelli I-ebda hsieb li naghmilha din il-bicca xoghol. Tant bdiet tghidli -
ma’min kont ged nithaddet - biex ninvesti li ghamiltha ghax gejt qisni
mgieghel. Fil-verita, jien ma kellix ghalfejn naghmilha.

Mistogsi kif ghamiltha, jekk ghamiltx xi download ta’ xi app jew dhaltx f'xi
website, nghid li bdiet tghidli hi, pass, pass. Qaltli “Issa mmexxik. Ibghatli I-
iscreenshots u nghidlek pass b’pass xi trid taghfas.”

Jien tant ma kontx naf x’irrid naghmel, li din mexxietni pass b’pass billi jien
bghattilha I-iscreenshots fuq il-Messenger (annessi mal-ilment) u kont
tajthom lill-Pulizija meta mort naghmel ir-rapport biex jaraw kif gara I-kaz. U
mexxietni minn hemm. Bdiet tghidli pass b’pass xi rrid naghfas u xi rrid nimla;
u nghid li dawn I-affarijiet hadu z-zmien mhux ged nghid mill-lum ghall-ghada.

Nghid li ghamilt account u tajthom id-dettalji: isem u kunjom, ID Card number,
ritratt tal-ID Card minn quddiem u minn wara.

Mistogsi qabel ghamilt dan, qrajtx it-termini u I-kundizzjonijiet tal-Crypto,
nghid li probabbli li grajthom imma tghidlix ezatt.

Mistogsi jekk il-BOV kienx imsemmi f’din is-sitwazzjoni kollha, nghid li ma
nimmaginax li kien imsemmi, ma jidhirlix, pero, jekk kien hemm xi affarijiet li
jithaddu fug banek, ma nafx. Nghid li jista’ jkun, pero, mhux qed nghid li I-
BOV. II-BOV huwa bank ta’ Malta, jigifieri, jista’ kien hemm xi mistogsijiet
dwar banek, pero, mhux il-BOV.
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Mistoqsi jekk kellix xi mkien li din I-app tal-Crypto hija xi servizz tal-BOV jew li
hija relatata b’xi mod mal-BOV, nghid ovvjament li le.

Mistogsi inix familjari mat-termini u I-kundizzjonijiet tal-Internet Banking tal-
BOV u tal-card li ghamilt biex naghmel it-tranzazzjonijiet, nghid li familjari
meta nuzaha.

Mistogsijiet mill-Arbitru lill-ilmentatur:

Nikkonferma li I-pagamenti kollha li jidhru fil-lista li rreferejna ghaliha, li saru
fit-22 u t-23 dawk kollha saru fil-kont tieghi mal-Crypto.com.

Nikkonferma li erbgha minn dawk il-pagamenti saru permezz ta’ online
transfer u l-ohrajn saru bil-card.’ 3*

Wagqt I-ewwel seduta, |-Arbitru talab u eventwalment rcieva minghand il-BOV
kopja tal pagamenti online (€5000 ghal 4 darbiet)*® u kopja tal-istatement tal-
kont bejn 2020 — 2022 halli jara I-pagamenti li kienu jsiru gqabel ma nqala’ dan il-
kaz tal-pagamenti ilmentati.3®

Fit-tieni seduta (li saret fid-29 ta’ Ottubru 2024) xehdet ir-rapprezentanta,
Sandra Stevens tal-BOV, li kkonfermat li I-pagamenti kollha li saru bil-Visa card
kienu awtorizzati mill-llmentatur skont it-’2 factor authentication’ permezz tas-
sistema 3D secure. Hija xehdet, fosthom, li:

‘Nghid li jiena responsabbli mir-Risk and Fraud Section tal-E-Banking tal-Bank
of Valletta. lli fil-Cards Section ghal 28 sena u ili nokkupa dan ir-rwol ghal 17-
il sena. Jiena inkarigata mill-card payments u I-mistogsijiet li jsiru lili
jikkoncernaw il-card payments u mhux il-pagamenti li jkunu saru bil-Payment
Orders.

Nikkonferma |i jien rajt I-ilment [tal-llmentatur] partikolarment it-
tranzazzjonijiet li sehhew bil-card.

Nghid |i t-tranzazzjonijiet saru kollha bit-3D Secure; kien hemm |-
authentication fihom, allura, jigu kkunsidrati bhala low risk. Kienu wkoll over
a span ta’ 6/7 months, jigifieri dik ukoll ma tindikax li kien hemm xi haga

3p.192-196
35 p. 200 - 202
% p. 203 -236
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suspettuza fihom. Plus li I-iscore ta’ dawn it-transactions fuq is-sistema taghna
li nahdmu mas-sistema tal-VISA tal-monitoring jigu skorjati “very low”
minhabba I-authentication tat-3D Secure.

Nghid i fil-kaz tat-tranzazzjonijiet li jkollhom dan il-“low risk score”, I-
ammonti u I-merchants ma jigux monitored; biss il-bank jibghat SMS biex
jinnotifika lill-customer li saru dawk il-pagamenti. Again, minhabba li huma
awtentikati bit-3D Secure.

Nghid li kull card transaction li ssir fejn card taghna tintuza minn merchant li
mhuwiex taghna, dik tghaddi mis-sistema tal-VISA. Is-sistema tal-VISA
ghandha wkoll din il-monitoring tool li kollox jghaddi minn go fiha wkoll. Kull
tranzazzjoni tinghata risk score u dan ir-risk score jinhadem mis-sistema tal-
VISA stess abbazi kemm ikun hemm rapporti ta’ frodi fuqg il-mechant innifsu,

it-trend tal-countries, jigifieri jinhadem awtomatikament mis-sistema.” ’

Fil-kontroezami qalet:

‘Mistogsija x’tip ta’ due diligence sar fuq [I-llmentatur] gabel ma bdew jigu
affettwati dawn il-card payments; xi due diligence kien sar fug dan il-klijent
meta kien applika ghall-card, nghid li mhux fil-kompitu tieghi li nwiegeb ghal
din il-mistogsija.

Mistogsija qattx il-bank cempel lill-klijent biex jistagsuh jekk kienx hu li ged
jaghmel dawn il-pagamenti, nghid li ma jidhirlix, pero, jekk ahna baghatna
hafna messaqggi u I-klijent ma rrapporta xejn, dawk ser jigu treated as genuine.
Jekk il-messagg jigi delivered u xorta ma rrapportalna xejn, the client is happy
for us. Hu ghamel il-complaint fl-ahhar, meta nduna.

Ahna, min-naha taghna, ma nistghux incemplu lill-kllijent u nghidulu, “Isma”,
dak jista’ jkun suspicious”.

L-Arbitru jghid li mhux il-bank ma jistax imma f’dan il-kaz ma sarx.
Nghid li min-naha taghna ma jsirx dan.

L-Arbitru jistagsi lix-xhud:

37p.237-238
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Qed jinghad allura galadarba I-pagament ikun ghadda bit-3D Secure, il-bank
jogghod fugq is-sistema tal-VISA li ma taghtix xi alert i hemm xi haga hazina.

Nghid li minhabba I-isteps li jghaddu minnhom it-tranzazzjonijiet li jsiru bl-
authentication tat-3D Secure.

L-Arbitru jghid li wiehed jifhimha kieku kienet tranzazzjoni wahda imma hawn
kazijiet fejn saru ammont kbir ta’ tranzazzjonijiet fi span ta’ xhur u kien jidher
car li t-tranzazzjonijiet kienu ged isiru f'isem merchant li hu Crypto.com.

7

Johrog car mill-bank |i kien hemm trasferiment mill-kont tal-klijent ma
Crypto.com imma Crypto.com kulhadd jaf min huma, li huma nies li jiddiljaw
fil-cryptocurrencies.

Mistogsija jekk allura tixghelx xi bozza li tghid li dan il-klijent mhux tip ta’
klijent illi normalment jaghmel daqshekk trasferimenti fi cryptocurrencies u
jekk il-bank jogghodx fuq is-sistema ta’ x’jaghmel il-VISA, (ezempju, hawn
banek f’Malta li fejn jaraw tranzazzjoni mal-Binance, li m’hemmx affarijiet
sbieh fugha, lanqgas jaghmluha), nghid li I-bank ma jillimitax lill-card holders
fejn juzaw il-cards taghhom.

II-bank jaghtih is-servizz tal-card li jista’ juzaha fejn irid skont it-termini tal-
card, jaghtih I-application biex bit-3D Secure it-tranzazzjonijiet ikunu jistghu
jghaddu b’mod sigur bl-authentication taghhom plus li jinnotifikah b’SMS
alert ghal kull online transaction li ssir. Ahna nghidulu lill-klijent li jekk mhix
tieghu ikellimna.

L-Arbitru jirreferi ghall-obbligi tal-monitoring systems li hemm fil-PSD 2.

Nghid li ahna naghmlu monitoring tat-transactions, pero, jekk jigu flagged
bhala low risk, dawn ikunu ghaddew bl-authentication, bit-3D Secure fejn
hemm two steps biex jaccessahom.

Ukoll, mhux kull tranzazzjoni li ssir ghand Crypto.com hija fraudulent jigifieri
I-bank ma jistax jghid li ghax hemm dik it-tip ta’ tranzazzjoni hija frodi u ser
iwaqqafha jew ser jinvestigaha.

L-Arbitru jghid allura I-bank ma jarax it-transaction history tal-klijent ghax kull
tranzazzjoni tigi cleared mill-VISA.
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Nghid, again, ghax kien hemm authentication repetutament, messaggi
repetutatment u ma rcevejniex rapporti minghand il-klijent li hemm xi haga
hazina.

L-Arbitru jishaq li dan I-ilment mhuwiex ibbazat fuq xi fraudster li dahallu fil-
kont tieghu jew li I-pagamenti li saru m’ghamilhomx hu. L-ilment jidher li hu
ibbazat fuq pretensjoni — tajba jew hazina — tal-klijent illi kien hemm pattern
li I-bank — at some point in time — kwazi kellu I-obbligu illi jigbed I-attenzjoni
ghal dak li kien ged jaghmel il-klijent. U d-difiza tal-bank hija li la I-pagamenti
kienu a favur tieghu ma’ Crypto.com, ma kienx hemm terz involut ghax kien
qged jikkredita I-kont tieghu innifsu.

Mistogsi jekk isirx dan it-tip ta’ transaction monitoring fuq il-card payments,

nghid lile, ma nidhlux f'dagshekk dettall fejn jidhlu trading jew investments.”®

Xehed ukoll Keith Vella, xhud tal-BOV, li qal:

‘Nghid li jiena wiehed mid-Deputy MLROs tal-Bank of Valletta. Ili nokkupa din
il-kariga minn Jannar 2022, kif ukoll mill-bidu ta’ din is-sena, Head tal-AFC
(Anti Financial Crime) Transaction Monitoring u Proactive Analysis.

Nghid li jien familjari mal-ilment [tal-limentatur] partikolarment it-
tranzazzjonijiet li ged jilmenta fughom.

Nghid li f'dawn it-tip ta’ tranzazzjonijiet kemm meta t-tranzazzjoni ser tigi
transacted out of the bank and into the bank minn banek u financial
institutions ohra, it-transaction qabel tidhol jew titlag mill-kont taghna jew
tidhol mill-kont taghna tal-BOV, isir transaction monitoring at a pre-
transaction level: jew qabel ma titlaq it-transaction mill-kont taghna ghal
bank iehor jew financial institution ohra jew inkella qabel tidhol minn financial
institution ohra ghal gol-kont tal-klijenti taghna, jigifieri qabel tigi credited
jew debited.

F’dan il-kaz, l-erba’ transactions li saru bi 24/7 kienu debited mill-kont tal-

4

klijent taghna u ser imorru go kont tal-klijent taghna wkoll imma ma
institution ohra.

3% p,238-239
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F’dan il-kaz, tnejn minn dawn it-transactions li telqu mill-bank taghna marru
I-OpenPayd Financial Services Malta Limited (li hija kumpanija rregistrata
hawn Malta) u zewg transactions ohra marru go financial institution gewwa
I-Lithuania, t-Transactive Systems UAB.

F’dan il-kaz, gabel ma telqet it-transaction, isir screening tal-payment details,
tal-beneficiary, li f'dan il-kaz kien il-klijent taghna wkoll imma ma’ institution
ohra; jsir screening ukoll ghal liema pajjiz sejra dik it-transaction — f’dan il-kaz
kienu Malta u I-Lithuania. U jsir ukoll check vis-a-vis I-pajjiz ghat-threshhold
jew ammont li jkun iffissat based on the Risk-Based Approach.

Jigi screened ukoll, apparti I-bank details, il-bank fejn sejrin il-flus ukoll u f'dan
il-kaz kienu I-OpenPayd Financial Services Malta Limited u t-Transactive
Systems UAB.

Bazikament dak hu t-tip ta’ screening li jsir. Dan I-iscreening isir through
sistema — f'dan il-kaz, it-transactions ghaddew through SEPA — u s-sistema li
tintuza ghas-SEPA payments ghandha dawk li jissejhu Watchlists.

Dawn il-Watchlists jaghtihomina jew jigu downloaded through a contract with
reputable institutions li f’dawn il-Watchlists (li huma publicly available ukoll),
f’hafna minnhom ikun hemm entitajiet, kemm nies naturali u kemm nies legali
mnizzlin go fihom, li jistghu ikunu abbinati maghhom Ccertu offenses ta’
financial crime jew, perezempju, nies jew entitajiet marbutin ma’ certi reati.
U, allura, f'dan il-kaz, il-beneficiary, li nzerta kien klijent taghna wkoll, gie
screened vis-a-vis dawn il-Watchlists ukoll. Nghid li I-isem [I-llmentatur] ma
nstab fl-ebda Watchlist u, ovvjament, il-pagament baqga’ ghaddej.

Apparti minn hekk, jekk inharsu lejn it-transaction activity tal-klijent, hemm
ammonti li jagbzu dawk il-€5,000 per payment li marru minn go kont tieghu
mal-BOV ghal go kont iehor tieghu mal-BOV wkoll. Imma biex taghmel dawk
it-tip ta’ transactions, Il-istess procedura tintuza biex taghmel transfer mill-
bank taghna ghal financial institution ohra.

Hemmhekk ukoll ged turi I-versatilita tal-klijent mas-sistema tat-24/7 tal-
klijent mal-BOV.
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L-Arbitru jixtieq jitlob kjarijfika. Jghid li fl-ewwel seduta jidhirlu li gie stabbilit,
jekk fehem tajjeb, li dawn I-erba’ pagamenti li ma sarux bil-card imma saru bl-
online transfer, kienu kollha a favur ta’ Crypto.com.

[L-llmentatur] u Dr Adrian Sciberras jikkonfermaw li dan hu korrett.

L-Arbitru jghid li talab kopja ta’ dawn il-Payment Orders li I-bank baghathomlu
flimkien mal-kont tal-klijent minn Zzmien qabel.

Issa, s-Sur Vella ged jghid li dawn Crypto.com ma jidhru mkien imsemmija
fihom, imma saru through a payment institution li hija OpenPayd jew xi hadd
iehor illi Crypto.com forsi kellha kont maghhom.

L-Arbitru jigbed I-attenzjoni ghall-fatt li Crypto.com ma jidhru bl-ebda mod
f'dawn il-payment transactions bhala I-ultimate beneficiary fejn il-klijent kellu
kont u jghid li I-klijent m’ghandux kont ma’ OpenPayd u lanqas mal-istituzzjoni
gewwa [-Lithuania.

L-Arbitru jghid li fil-kopja tat-tranzazzjonijiet mhuwiex ged jara ezatt min hu I-
beneficiary.

Keith Vella jwiegeb:

II-Crypto jista’ jkollha accounts taghha f’diversi financial institutions fejn jista’
jkollha accounts. Kif ged naraw f’dan il-kaz, probabilment ghandha kontijiet
ma’ financial institution gewwa Malta |i hija OpenPayd Financial Services
Malta Limited u account iehor mat-Transactive Systems UAB. II-Wallet ikun
f'isem il-klijent. F’dan il-kaz, huwa f’isem il-klijent taghna, [I-lImentatur].

Biex inkompli nsahhah dak li ged nghid, il-klijent qalilna wkoll fil-complaint
tieghu li t-transactions li ghadda kollha deheru fil-Crypto.com Wallet tieghu,
jigifieri dawk ikunu kontijiet tal-Crypto.com f’diversi financial institutions.
Nghid li din hija xi haga normali li jaghmluha. L-Arbitru jghid li, allura,
ghalkemm I-isem ta’ Crypto.com ma jirrizulta mkien mid-dokumenti li baghat
il-bank, Crypto.com hija I-holder ta’ dak I-IBAN number li hu kkwotat fil-
Payment Order.

Keith Vella jirrispondi:
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Ezatt, ghax kieku ma jidhrux fil-Crypto.com Wallet tal-klijent li wkoll baghtilna
screenshot tieghu fil-complaint tieghu.

Dr Adrian Sciberras, ghall-ilmentatur, jghid li kulma qalu s-Sinjuri Sandra
Stevens u Keith Vella huwa kollu minnu u hadd mhu qged jinnegah.

Dr Adrian Sciberras jixtieq jistagsi x’tip ta’ due diligence sar fuq dan il-klijent u
meta sar |I-ahhar.

Keith Vella jirrispondi:

Nghid li jsir id-due diligence perjodikament skont I-Implementing Procedures
li ahna nsegwu bhala financial institution u subject persons.

Kif nistghu nghidu, skont I-IPs ghandek klijenti li jkunu rriskjati low, medium u
high. Issa, skont ir-risk rating tal-klijent — li dak hu xi haga interna u sensittiva
li ma nkunx nista’ nghid hawnhekk ir-risk rating tal-klijent — isir perjodikament
skont dak ir-risk rating id-due diligence tal-klijent.

Kif ukoll, is-sena I-ohra u ta’ gabel, il-bank kien ghaddej minn process shih fejn
kienet qed issir dik li jghidulha Remediation (li kienet ukoll public) fejn
bazikament kull klijent tal-bank kien ged jigi mitkellem mill-bank biex jigi
updated il-profile tieghu — parti mir-Remediation u d-due diligence li jsir tal-
klijenti.

Mistoqgsi meta kien sar |I-ahhar due diligence fuq il-klijent gabel ma saru t-
tranzazzjonijiet f'Ottubru 2022 u x’ghamilna wara li gara dan l-incident, nghid
li din il-mistogsija ma kontx ippreparat ghaliha; ghandna ma nafx kemme-il
klijent u zgur li mhux ser nghidlek meta kien, on the fly, I-ahhar due diligence;
zgur ma nistax.

Nghid li nkunu nistghu niccekkjaw min kienet il-branch li ghamlitlu I-update
tad-due diligence. Nghid li I-klijent suppost jaf meta saret |-ahhar due
diligence ghax il-bank bilfors irid jikkuntattja lill-klijent ghal Ccertu
documentation.

L-Arbitru jitlob lill-bank sabiex jibghat id-dati precizi meta saret I-ahhar due
diligence [tal-lImentatur].
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Mistogsi x’jaghmel il-bank in generali meta jara dawn it-tip ta’
tranzazzjonijiet, jekk ihallihomx ghaddejjin jew jekk icempilx, nghid li diga
tkellimt kif isir il-process: jekk ma kinux suspicious, m’ghandhomx ghalfejn
jiegfu. God forbid li nistagsu ghal kull transaction li ssir ta’ €1,000, ta’ €2,000.
Kieku nistaqgsu ghal kull transaction li ssir, kieku qed niksru I-Implementing
Procedures ahna stess, li bilfors irridu nsegwuhom. Kieku r-Risk-Based
Approach ma nkunux ged insegwuh |li ma nistghux ma nsegwuhx.

L-Arbitru jistagsi jekk il-monitoring system tal-bank meta ra dawn it-
tranzazzjonijiet kollha ghaddejjin - li zgur ma kinux isiru gabel - at some point
in time tixghellux bozza li wiehed ghandu jistagsi xi haga lill-klijent jekk jafx
x’inhu jaghmel avolja I-flus sejrin f’kont tieghu stess peress li kulhadd jaf
Crypto.com x’jaghmel u li I-klijent hu retail investor.

Nghid li jekk niehdu dawk I-affarijiet kollha li semmejt bhala process, on a Risk
Based Approach, anke tarahom in conglomerate, forsi ghall-klijent 66K huma
hafna u jista’ jkun li ghal klijenti normali (il-klijentela normali tal-bank) huwa
ammont kbir. Imma trid tara |-perjodu u trid tara wkoll kif elevaw it-
transactions li kienu ghaddejjin.

Niftakru li t-transactions by card kienu €1,000 something, €1,000 something,
jigifieri kienu recurrent — kien hemm recurrency. Ma kien hemm xejn li filli ma
jiena naghmel xejn filli, imbaghad, ghaddejt €20,000 f'daqqa, perezempju, lil
Crypto.com.

Apparti minn hekk, is-sistemi tal-bank dejjem qed naraw kif intejbuhom.
Ovvjament, biex tara dan I-effett fug numru ta’ tranzazzjonijiet, is-sistema
tkun trid tithaddem bil-Machine Learning u I-Al li I-bank ukoll ged jinvesti fiha.

Tghidli bil-Machine Learning u I-Al dawn it-transactions ser jieqfu? Skont il-
profil tal-klijent. Jekk ged naraw €1,000, €1,00 — I-ammonti huma verament
baxxi biex nghidu li kien hemm spike out of the blue lil Crypto.com.

Ma ninsewx ukoll li dawn il-Crypto platforms huma illicenzjati, reputable; u
mhux li t-transaction qed tintbaghat lil xi platform mhux dagshekk imsemmija.
Crypto.com hija llicenzjata Malta wkoll u ghandha I-licenzja mill-MFSA.

31



ASF 025/2024

All in all, kollox irid jittiehed into consideration.

Mistogsi jekk jiena jew it-tim tieghi qattx cempilna [lill-llmentatur] fuqg xi
transaction, nghid li t-tim tieghi qatt ma jista’ jcempel lill-klijenti ghax inkella
nigu tipping off, jigifieri nkunu ged niksru I-ligi ahna stess.

Qed jinghad li x-xhud ta’ qabli xehdet fuq card. Mistogsi jekk fug payment
hemmx dipartiment iehor, nghid li I-monitoring system qgieghda taht il-kappa
tal-MLRO. Jekk tehel xi transaction jew set ta’ transactions u jkollna bzonn
supporting documentation, ma nistghux immorru ghall-klijent ahna ghax

inkunu qed niksru I-ligi.” 3°

Analizi u kunsiderazzjonijiet

Dan huwa fost I-ewwel kazi minn sensiela ta’ ilmenti li ghandu quddiemu I-
Arbitru maghmula minn nies lokali rigward skemi ta’ pagamenti frawdolenti
b’sistema maghrufa bhal ‘pig butchering’ li frodisti professjonali bi kreattivita
enormi ged ihaddmu biex jarrikkixxu ruhhom a skapitu ta’ konsumaturi.

Ma’ din id-decizjoni, I-Arbitru qed jippubblika Noti Tekni¢i dwar x’inhu ‘pig
butchering’ u jispjega x'inhuma meqjusa |-obbligi tal-banek u istituzzjonijiet
finanzjarji ohra licenzjati biex jipprotegu lill-klijenti, specjalment dawk
vulnerabbli minn dan it-tip ta’ frodi. Dan biex il-banek u l-istituzzjonijiet
finanzjariji licenzjati jaderixxu mal-obbligi li ghandhom u jifhmu I-konsegwenzi li
jistghu japplikaw jekk jongsu milli jaghmlu dan.

Dawn in-Noti Teknici ged ukoll jigu ppubblikati fuq il-website tal-OAFS ghall-
informazzjoni generali, mhux biss tal-partijiet f'dan |-ilment.

ll-mertu principali ta’ dan |-ilment essenzjalment huwa jekk il-Bank mexiex skont
[-obbigi li ghandu rigward il-moniteragg tal-pagamenti li jsiru mill-klijenti tieghu.

39p. 240 - 244
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Fin-Noti Teknici li |-Arbitru hareg gabel rigward pagamenti frawdolenti gie
ddikjarat kif gej:*°

‘PSP (Payment Service Providers) huma obbligati li jkollhom sistemi effettivi ta’
sorveljanza ta’ pagamenti biex jipprotegu lill-PSU (Payment Service User) minn
pagamenti frawdolenti. Ir-Regolament Delegat tal-Kummissjoni (UE) 2018/389
tas-27 ta’ Novembru 2017 jistabbilixxi standards teknici regolatorji ghall-
awtentikazzjoni qawwija tal-konsumatur u standards miftuhin ta’ komunikazzjoni,
u jissupplimenta d-Direttiva (UE) 2015/2366.

Dan jipprovdi fl-artikolu 2(1) li:

“ll-fornituri ta’ servizzi ta’ pagament ghandu jkollhom fis-sehh mekkanizmi li
jimmonitorjaw it-tranzazzjonijiet li jippermettulhom jagbdu tranzazzjonijiet tal-
pagament mhux awtorizzati jew frodulenti ... Dawn il-mekkanizmi ghandhom
ikunu msejsa fuq I-analizi tat-tranzazzjonijiet tal-pagament, filwaqt li jqisu
elementi li huma tipici tal-utent ta’ servizzi ta’ pagament fic-c¢irkustanzi ta’ uzu
normali tal-kredenzjali personalizzati ta’ sigurta.’

L-artikolu 2(2) jipprovdi li s-segwenti fatturi bbazati fuq riskju ghandhom jitgiesu
fil-mekkanizmi li jissorveljaw it-tranzazzjonijiet:

1. Listi ta’ elementi tal-awtentikazzjoni kompromessi jew misruqa;
2. L-ammont ta’ kull tranzazzjoni ta’ pagament;
3. Xenarji tal-frodi maghrufa fl-ghoti ta’ servizzi ta’ pagament;

4. Sinjali ta’ infezzjoni tal-malwer fi kwalunkwe sessjoni tal-procedura ta’
awtentikazzjoni;

5. Fkaz li I-apparat jew is-softwer tal-access jinghata mill-fornitur ta’ servizzi
ta’ pagament, log tal-uzu tal-apparat tal-access jew tas-softwer moghti lill-
utent ta’ servizzi ta’ pagament u l-uzu anormali tal-apparat tal-access jew
tas-softwer.

Gie ¢carat li l-obbligazzjoni ta’ sorveljanza ta’ mekkanizmi ta’ pagament
m’ghandux ikun “sorveljanza ta’ riskju fhin reali” u solitament isir “wara” I-
ezekuzzjoni tat-tranzazzjoni ta’ pagament. Ghadu ma giex definit kemm wara,
imma ovvjament ghal kwalunkwe valur reali ta’ tali mekkanizmi, d-differenza bejn
il-hin reali tal-pagament u dak tas-sorveljanza effettiva ma tridx tkun wisq.

0 In-Nota Teknika mahruga f'Dicembru 2023 (Aggornata Nov 2024) intitolata “Mudell ghall-allokazzjoni ta’
responsabbilta bejn Fornituri ta’ Servizzi ta’ Pagament (PSP) u Utenti tas-Servizzi ta’ Pagament (PSU) f'kaz ta’
scams ta’ pagamenti frawdolenti”.
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Aktar minn hekk, I-artikolu 68(2) tal-PSD2 jawtorizza PSP li jimblokka pagament:

“Jekk maqbul fil-kuntratt qafas, il-fornitur ta’ servizzi ta’ pagament jista’
jirrizerva d-dritt li jimblokka I-uzu tal-istrument ta’ pagament ghal ragunijiet
oggettivament gustifikabbli relatati mas-sigurta tal-istrument ta’ pagament, is-
suspett ta’ uzu mhux awtorizzat jew frodulenti tal-istrument ta’ pagament jew,
fil-kaz ta’ strument ta’ pagament b’linja ta’ kreditu, riskju sinifikattivament akbar
li I-pagatur jista’ ma jkunx kapaci jissodisfa r-responsabbilta tieghu li jhallas.”

Huwa ¢ar li dawn huma obbligi serji fug bank bhall-BOV biex jaghmel moniteragg
sew tal-pagamenti li jkunu ged jaghmlu I-klijenti tieghu u jogghod attent ghal
kull xamma serja li I-pagamenti, ghalkemm ikunu ged jigu awtorizzati mill-klijent,
jista’” jkun fihom indizzji ta’ frodi fejn il-klijent jispi¢ca vittma ta’ frodisti
professjonali.

Huwa dagstant iehor car li l-obbligi ta’ moniteragg imorru ferm aktar minn
iccekjar ta’ pagamenti individwali, izda trid tinghata konsiderazzjoni ta’ sensiela
ta’ pagamenti li jkunu ged isiru fi sfond ta’ xi tkun I-istorja normali tal-pagamenti
li kienu jsiru mill-klijent koncernat.

Hekk, f'dan il-kaz, jirrizulta b’mod car li ¢ertu pagamenti li saru mill-llmentatur
fil-perjodu bejn Ottubru 2022 u Mejju 2023 kienu ghal kollox anomali minn kif
kien jopera I-kont gabel, skont |-istatements ipprezentati li jmorru lura sal-bidu
tas-sena 2020.%

Matul is-snin 2020 u 2021, u sa ma bdew il-pagamenti ilmentati f'Ottubru 2022,
il-pagamenti li kienu jsiru mill-kont koncernat kienu pagamenti zghar anke jekk
frekwenti. L-oghla pagamenti kienu ta’ €1,000 (29.07.2020), €1,000
(15.10.2020), €2,000 (30.11.2020), €3,000 (05.10.2021) Ii kollha kienu
trasferimenti ghal kont iehor li I-llmentatur kellu mal-BOV stess jispi¢ca b’cifri ...
59 u li, allura, ma kienu jimmarkaw ebda riskju ta’ frodi.

Mill-bqija, il-pagamenti |-ohra kienu ammonti zghar, kollha taht €500, il-bicca
kbira jirrapprezentaw gbid ta’ flus kontanti mill-ATM, xiri point of sale u
automated transfers.

41p.203-236
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Biex jasal ghall-gudizzju dwar I-anomalija tal-pagamenti ilmentati mal-istorja tal-
kont tal-llmentatur, I-Arbitru wkoll ged jelenka f'Tabella B il-kriteriji li jispirawh.

Tabella B

Kriterji kkunsidrati biex jigi determinat jekk il-pagamenti in kwestjoni kinux

anomali u ‘out-of-character’ fil-kuntest tal-profil tal-konsumatur u

tranzazzjonijiet tipici tieghu

Kriterju baziku Informazzjoni partikolari li tohrog mill-kaz

(a) Profil tal-konsumatur L-ilmentatur kellu 39/40 sena meta sehhew il-
pagamenti u huwa self-employed bhala car
instructor. L-ilmentatur kien ilu ghal snin twal
(izjed minn 15-il sena sa mill-2007) bhala klijent
tal-bank.*? Kellu dhul dikjarat ta’ madwar
€25,000.%

(b) L-ammont u d-dags tat- L-ammonti kienu individwalment akbar minn
tranzazzjoni (hekk kif komparat dawk li kienu jsiru izda mhux b’mod sinjifikattiv.

7

mal-ammont medju ta

e . Kull hrug mill-Bank ghal kri i
tranzazzjoni u l-ammont totali ull pagament mahrug mill-Bank ghal kriptoassi

. . . . kien ivarja madwar 64% - 162% (tas-salarju nett
tal-kont u/jew l-introjtu fix-

ta’ xahar ta’ €1,592 skont l-ahhar payslip ta’
Marzu 2019 ipprezentata).** Il-pagamenti |-
ohra SEPA li saru ta’ €5,000 kienu 314% tas-

salarju nett abbazi ta’ tali payslip.

xahar)

Sa l-ahhar ta’ Novembru 2022, it-
tranzazzjonijiet fi kriptoassi (ghall-ammont
kumulattiv ta’ €19,525) diga kienu jikkonsistu

42Pp.192 u 252
Pp.270u 271
4 p.274; Ez. €1,027 huwa 64% ta’ €1,592; €2,575 huwa 162% ta’ €1,592
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ghal izjed minn 77% tas-salarju gross ta’ sena
indikat tal-ilmentatur.*

Sa nofs Dicembru 2022, dawn il-pagamenti
b’mod globali kien jlahhqu ghal €38,243, jigifieri
150% tas-salarju gross ta’ sena indikat tal-
[Imentatur.

Sa l|-ahhar ta’ Dicembru 2022, dawn il-
pagamenti b’mod globali kien jlahhqu ghal
€45,780, jigifieri kwazi d-doppju (180%) tas-
salarju gross ta’ sena indikat tal-limentatur.

(c) ll-frekwenza, hin u x-xejra ta’
tranzazzjonijiet simili jew |-
istess;

Anomali mal-istorja tal-kont hekk kif diga
deskritt ftit gabel f'din it-Tabella.

Ghoxrin pagament ghal kriptoassi fuq xahrejn,
b’medda ta’ ghaxra fix-xahar li saru ' Novembru
u Dicembru 2022. Dawn il-pagamenti frekwenti
hafna minnhom kienu qgeghdin isiru bi
frekwenza ta’ bejn gurnata jew tlett ijiem
bejniethom.

(d) L-ammont kumulattiv li rrizulta
minn tranzazzjonijiet simili jew |-
istess (kif ikkomparat mal-
ammont medju ta’ tranzazzjoni
u l-ammont totali tal-kont;

[I-kumulu tal-pagamenti kien ferm anamolu
minn dawk li kienu jsiru qabel speéjalment fil-
frekwenza u fil-kumulu tal-ammont fug perjodu
ta’ 7 xhur. Filwagt li individwalment, il-
pagamenti ma kinux ghal ammonti li jehtiegu xi
awtorizzazzjoni specjali minn gabel biex isiru, il-
kumulu taghhom kien ferm suspettuz hekk kif
anke indikat hawn fug.

(e) L-iskop tat-tranzazzjoni

L-iskop tal-pagamenti kien wiehed carissimu,
biex isir investiment fi crypto-assets.
Crypto.com hija licenzjata mill-MFSA bhal
Virtual Asset Service Provider (VASP) u allura
messu kien c¢ar ghal BOV x’kien Il-iskop tat-
trasfermenti li kienu ged isiru.

(f)  Ir-recipjent tat-tranzazzjoni

Crypto.com hija licenzjata mil MFSA bhal Virtual
Asset Service Provider (VASP) u allura messu

45 pagamenti ghal kriptoassi minn 26.10.2022 sa 30.11.2022 kienu jlahhqu €19,525 (jigifieri 77% tas-salarju

€25,330 indikat fit-2019) — P. 270.
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kien ¢ar ghal BOV x’kien l-iskop tat-trasfermenti
li kienu ged isiru.

(g) Twissijiet pubbli¢i relevanti u Ir-recipjent kien Crypto.com li kien ged jopera

materjali fuq ir-recipjent skont il-licenzja li kellu bhala VASP. lzda saru
diversi twissijiet pubblici li investimenti fi crypto
huma spekulattivi u fuq ir-riskju ta’ attivitajiet
frawdolenti f'dan is-settur.?® Dan wiehed irid
jarah ukoll fil-kuntest ta’ klijent retail bla
esperjenza fis-settur.

(h) Inkonsistenzi ohra jew natura Kif diga spjegat li I-kumulu, I-frekwenza u I-iskop
ec¢cezzjonali tat-tranzazzjoni tal-pagamenti ilmentati kienu ghal kollox
jew serje ta’ tranzazzjonijiet anomali ma kif kienu jopera I-kont tieghu I-
hekk kif ikkomparat mal-operat Imentatur qabel ma bdiet din I-esperjenza
precedenti tal-kont garsa.

Ghalkemm il-kriterji msemmija hawn fug huma ndikati u gew migbura flimkien
fin-Nota Teknika li I-Arbitru gieghed johrog ma’ din id-decizjoni, dawn il-
kriterji m’humiex xi aspetti godda jew oneruzi li bank jiehu jew kellu jiehu biex
jaqdi b’'mod adekwat l-obbligu tieghu ta’ moniteragg tal-pagamenti tal-
klijenti.

Hafna minn dawn il-kriterji I-bank diga jkollu informazzjoni fughom fis-sistemi
tieghu u xi ohrajn jistghu jingabru meta l-intervent ikun f'waqtu u necessarju
bhala parti mill-operat tal-bank fuq tali obbligazzjonijiet ta’ moniteragg.

Hija I-fehma tal-Arbitru li dawn il-pagamenti tal-limentatur tant kienu anomali
li kien doveruz li I-Bank x’'imkien matul it-tragitt ta’ dawn il-pagamenti messu
intervjena biex ikollu konverzazzjoni serja mal-limentatur biex jifhem jekk
setax ikun il-kaz li I-llmentatur ged jigi mmanipulat minn frodisti.

46 https://www.esma.europa.eu/sites/default/files/library/esa 2022 15 joint esas warning on crypto-
assets.pdf
https://www.eiopa.europa.eu/document-library/other-documents/crypto-assets-esas-remind-consumers-
about-risks _en
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L-Arbitru jinnota d-difiza tal-Bank fejn il-Bank sahaq li ghamel moniteragg fuq
kull tranzazzjoni.*’

Moniteragg tat-tranzazzjonijiet adegwat izda ma jsirx fug, u ma jiehux
konjizzjoni ta’ tranzazzjoni wahda biss imma anke fosthom tal-operat in
generali tal-kont tal-klijent u s-serje tat-tranzazzjonijiet li jkunu ged isiru fuq I-
istess kont.

F'dan il-kaz kien ¢arissimu, u [-Bank kien amplament konxju, li I-limentatur kien
gieghed jaghmel hafna pagamenti mill-kont tieghu kollha ghall-iskop u relatati
ma’ kriptoassi — id-deskrizzjoni fuq |-istatement tal-Bank stess tal-pagamenti bil-
VISA card huma fil-fatt deskritti bhala pagamenti ‘POS CRO-Internet’ jew ‘POS
crypto.com’ fejn jindikaw b’mod car I-intenzjoni li jkun hemm tranzazzjonijiet fi
kriptoassi.*®

Dawn it-tranzazzjonijiet (tletin kollha fejn il-maggoranza taghhom, ghoxrin, saru
fug xahrejn biss) kienu ged isiru b’'mod frekwenti, hafna minnhom f'temp ta’ ftit
jiem biss hekk kif johrog minn Tabella A.

Kien ukoll ¢ar li, b’'mod sistematiku, I-kont tal-limentatur kien gieghed jigi
mbattal b’diversi tranzazzjonijiet fi kriptoassi fejn ghalkemm kull pagament
individwali ma kienx dagshekk gholi minnu nnifsu u meta jittiehed wahdu, izda
b’mod kumullativ u kollettiv, kien wiehed sostanzjali sew peress li kien jirrifletti
jew jagbez sew is-salarju baziku f'xahar tal-llmentatur.

F’certu punt dawn il-pagamenti kollha relatati ma’ kriptoassi sahansitra gabzu t-
total tas-salarju gross ta’ sena shiha tal-llmentatur, anke b’mod konsiderevoli.

Minkejja dan, u minkejja li I-Bank jaf b’¢ertu periklu b’mod partikolari ta’ scams
relatati ma’ kriptoassi, I-Bank ma intervjeniex u strah fuq l-iskuza li I-pagamenti
kienu maghmula mill-limentatur innifsu u sejrin ghal ghand entita ohra licenzjata
fuqg kriptoassi. Dan izda ma jezonerax |-obbligu li I-Bank kellu biex jintervjeni
f'wagtu meta kien hemm dawn ir-red flags u indikazzjonijiet kollha ta’ possibilita
ta’ frodi minhabba |I-mod ta’ kif il-kont kien qieghed jigi operat.

47 Ez. Para. 26 tar-risposta tal-Bank, P. 153
48p.230-236
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Izjed u izjed, meta I-Bank suppost jaf li ghalkemm il-pagamenti kienu inizjalment
ged isiru lejn Fornitur licenzjat fuq kriptoassi, dawn it-tip ta’ Fornituri f'dak iz-
zmien ma kellhomx salvagwardji u obbligazzjonijiet fug moniteragg tal-
pagamenti hekk kif huma applikabbli fug il-banek u istituzzjonijiet finanzjariji
ohra suggetti ghal PSD2.

Ghalhekk, wiehed ragonevolment ma jistax jagbel mas-sottomissjoni tal-Bank i

V{4

‘There were no “unusual or suspicious activity”, “obvious dangers” or “out of
pattern transactions” as alleged ...”.*°

Ghar-ragunijiet spjegati, I-Arbitru jgis li |-pagamenti ilmentati kienu anomali
meta mqgabbel mal-istorja tal-kontijiet, u li kien doveruz li I-Bank x imkien matul
it-tragitt ta’ dawn il-pagamenti messu intervjena biex ikollu konverzazzjoni serja
mal-limentatur biex jifhem jekk setax ikun il-kaz li I-llmentatur ged jigi
mmanipulat minn frodisti.

lI-Bank ghandu, jew suppost li ghandu, esperjenza ta’ x'inhu ged jigri madwarna
fejn frodisti professjonali u dejjem aktar kreattivi, ged ihallu warajhom sensiela
ta’ vittmi ta’ konsumaturi fragli li jigu mmanipulati b’'weghdiet foloz ta’ gligh facli
u ta’ malajr.

F’liema puntil-Bank kien doveruz li jkollu suspetti bizzejjed biex jiftah diskussjoni
mal-llmentatur dwar il-possibilita ta’ frodi huwa argument suggettiv.

L-Arbitru jhoss li jkun gust li jikkonkludi li dan il-punt messu ntlahaq tal-ingas f'xi
punt f'Dicembru 2022 meta kienu diga saru dawn il-pagamenti:

Tabella C
DATA VISA CARD SEPA OnlLine
EURO EURO
26.10. 2022 1070.38
08.11.2022 1063.11
15.11.2022 1029.82
16.11.2022 1023.89

49p. 153
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19.11.2022 1028.86
19.11.2022 1027.91
21.11.2022 1123.89
22.11.2022 2044.39
24.11.2022 2558.30
29.11.2022 5,000
30.11.2022 2554.76
02.12.2022 1027.53
05.12.2022 2575.34
05.12.2022 2557.12
07.12.2022 5,000
09.12.2022 2509.96
12.12.2022 2539.48
15.12.2022 2508.36
17.12.2022 2508.36
TOTAL €30,751.46 €10,000.00

Kienu diga saru 19-il pagament |li minnhom 17 saru bil-card u 2 permezz ta’
trasferiment SEPA online ghall-valur ta’ ’| fug minn €40,000. Minn dawn, 11-il
pagament kienu ghal ammont ta’ aktar minn elfejn ewro li bhalhom gatt ma kien
ghamel I-llmentatur, u saru f'perjodu gasir ta’ madwar xahar u nofs bejn is-26
t’Ottubru 2022 u s-17 ta’ Dicembru 2022.

ll-pagamenti li saru bil-VISA Card kienu kollha b’mod ¢ar ged jigu trasferiti lil
Crypto.com li I-Bank bla dubju jaf li huma Virtual Asset Services Provider (VASP)
u li huma wkoll licenzjati f’Malta ghal certu tip ta’ tranzazzjonijiet.

ll-pagamenti li kienu saru SEPA online ma kinux juru li kienu sejrin ghand
Crypto.com izda, f'dan il-kaz, ukoll kien car li I-klijent gatt ma kien ghamel
pagament ta’ dan it-tip u langas ghal dawk it-tip ta’ benefi¢jarji (li kienu
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istituzzjonijiet finanzjarji ohra) hekk kif indikat fis-seduta tad-29 t’Ottubru

2024.°°

Ghal dan il-ghan, |-Arbitru ged jezenta lill-BOV minn kull htija dwar dawn |-

ewwel pagamenti li lahqu saru sa I-ewwel pagament tas-17 ta’ Dicembru 2022.

Izda, minn hemm ’il quddiem, hemm argument sod li I-Bank nagas minn

dmirijietu taht I-obbligi ta’ moniteragg ta’ pagamenti skont il-PSD 2 u, ghalhekk,

irid jerfa’ t-telf li I-llmentatur garrab dwar il-pagamenti |-ohra mit-tieni

pagament tas-17 ta’ Dicembru 2022 ’il quddiem, jigifieri:

Tabella D
DATA VISA CARD SEPA Online
EURO EURO

17.12.2022 2526.52
19.12.2022 2501.85
02.02.2023 5000.00
08.02.2023 5,000.00
19.04.2023 96.91
29.04.2023 2033.99
02.05.2023 25.66
02.05.2023 288.61
05.05.2023 2166.67
09.05.2023 2283.47
15.05.2023 2772.14

TOTAL €14,695.82 €10,000

0p. 240
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Id-difiza tal-Bank li ma ghandux igorr dan it-tort hija bbazata fuq l-argument li
galadarba |-pagamenti kienu favur tal-llmentatur stess fil-kont |i kellu ma’
Crypto.com, u li allura ma kienx hemm pagamenti lil terzi, il-Bank ma kellux
obbligu jogghod jistagsi lill-limentatur x’inhu jaghmel bi flusu.

Din id-difiza tasal sa certu punt izda, mbaghad, tisfaxxa. U dan il-punt |-Arbitru
jikkonsidra li kien intlahaq sas-17 ta’ Dicembru 2022. II-Bank kien jaf li |-
liImentatur ma kienx klijent professjonali li normalment jinvesti (jew jispekola) fi
kriptoassi, u kien jaf fejn kienu sejrin il-flus ghax kien jaf x’inhi I-funzjoni ta’
Crypto.com.

Kellu johrog mill-profil tal-llmentatur il-limitazzjonijiet tieghu u nuqgas ta’
esperjenza f'dan is-settur u li dan gatt ma ghamel dan it-tip ta’ tranzazzjonijiet.
U, allura, wara dawk il-pagamenti materjali ghall-llmentatur li baqghu
ghaddejjin b’'mod regolari u sistematiku f’Dicembru 2022, huwa meqjus li I-Bank
ma kellux hajt ta’ kenn meta injora I-fatt li I-llmentatur kien qed jaghmel
pagamenti li ma kinux skont il-profil ta’ klijent retail.

L-argument |-iehor, li jista’ jtaffi [-htija tal-BOV, huwa li I-klijent tant kien dominat
mill-frodist, u tant kien bena intimita verbali tat-tip li tintuza f'romance scams, li
anke kieku I-Bank wissa lill-klijent li kien ged jara riskju ta’ frodi fil-pagamenti i
kien ged jaghmel, dan xorta kien jibga’ ghaddej bihom. Il-fatt li I-llmentatur dam
tliet xhur u nofs mill-ahhar pagament milli jirrapporta u, fil-frattemp, anke mar
il-Canada biex jiltaga’ mal-frodist mara (jew il-persuna) |i kienet ged
timmanipulah, isostni d-difiza tal-Bank f'dan is-sens.

L-Arbitru jifhem dan l-argument u, ghalhekk, ihoss li I-llmentatur ghandu jgorr
it-telf kollu tal-pagamenti li saru gabel sa dak il-punt imsemmi f'Dicembru 2022.

Izda, wara din id-data, spec¢jalment meta mar biex jaghmel it-tieni pagament
simili fis-17 ta’ Dicembru 2022, hemm messu skatta |-obbligu li I-Bank gabel
jghaddi dawn il-pagamenti, jiftah konverzazzjoni sewwa mal-klijent biex jara
jekk kienx kaz li jgajjem suspett ta’ manipulazzjoni tal-klijent mill-frodist.
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Osservazzjonijiet finali

Filwaqgt li la hu pretiz u langas ghandu jkun li bank jintervjeni f’kull pagament,
wiehed izda ma jistax ma jqisx li hemm certu cirkostanzi ragonevoli u
gustifikabbli fejn il-bank ghandu I-obbligu u d-dmir li jintervjeni f'waqtu. B’mod
partikolari dan huwa fil-kaz, perezempju, meta hemm xi pagament materjali jew
sekwenza ta’ pagamenti li huwa jew huma anomalu/i.

F'dan il-kaz in kwestjoni, hareg li kien hemm certu nuqqasijiet min-naha tal-Bank
hekk kif ampjament spjegat hawn fuq.

B’mistogsjijiet bazici u generali li r-rapprezentanti tal-Bank setghu facilment
jaghmlu, kellu mill-ewwel u facilment johrog li dawn it-tranzazzjonijiet kollha
materjali li I-llmentatur kien gieghed jaghmel fi kriptoassi kienu f'cirkostanzi
pjuttost suspettuzi. lI-Bank kellu jeskala u jzid I-istharrig tieghu biex jifhem kif
klijent retail kien qed jaghmel tant investimenti regolari fi crypto.

Filwaqt li I-Bank ragonevolment la ma kienx mistenni li jaghmel due diligence
fuq l-integrita tal-partijiet li I-llmentatur kien gieghed jiddilja maghhom u wisq
anqas li jaghti parir lill-limentatur dwar investimenti, huwa megqjus izda li
skont l-obbligi tal-moniteragg tal-pagamenti, I-Bank kellu jintervjeni fejn,
fosthom, seta’:

i. jistagsilill-llmentaturin-natura tal-pagamenti u lil min effetivament dawn
kienu ser isiru;

ii. jistaqgsi certu mistogsijiet bazici u semplici u jigbed I-attenzjoni tal-
limentatur ghal certu aspetti u ‘red flags’ li kienu johorgu. Certu
mistogsijiet li setghu saru jew aspetti li setghu jitgajmu mal-limentatur
huma, perezempju:

kif sar jaf b’din it-trader;
- jekk qattx iltaga’ mat-trader personalment;

- jekk i¢¢ekkjax u vverifikax mar-regolatur tas-servizzi finanzjarji li t-
trader hija verament licenzjata biex tipprovdi s-servizz offrut;

- jekk gattx ghamel dawn it-tip ta’ tranzazzjonijiet qabel.
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Dawn l-aspetti kienu jkomplu jzidu r-red flags u jsostnu I-probabbilita ta’
scam, fejn il-Bank allura kellu jigbed I-attenzjoni tal-konsumatur:

- |li hemm diversi skemi frawdolenti sofistikati li jinvolvu t-tip ta’
tranzazzjonijiet li kien ged/ser jaghmel u I-importanza li jogqghod attent
u jivverivika sew l-affarijiet biex ma jingidimx;

- jinkuraggih biex ikun kawt u jitkellem ma’ xi hadd professjonali u
licenzjat lokali li jkun jista’ jiggwidah minhabba certu red flags li hargu
rigward it-tranzazzjonijiet li ghamel u xtaq ikompli jaghmel u ¢-
cirkostanzi partikolari taghhom.

L-Arbitru, finalment, jixtieq josserva li I|-Artikolu 19(3) tal-Att rigward il-
funzjonijiet u s-setghat tal-Arbitru ghas-Servizzi Finanzjarji, jipprovdi dan li gej:

‘(3) Fil-qadi tal-funzjonijiet tieghu taht is-subartikolu (1), I-Arbitru ghandu:

(¢) jikkunsidra u jiehu kont, b’dak il-mod u sakemm huwa jidhirlu xieragq,
ta’ ligijiet applikabbli u rilevanti, regoli u regolamenti, b’mod
partikolari dawk li jirregolaw I-imgiba ta’ fornitur ta’ servizz, inkluz
linji gwida mahruga mill-awtoritajiet supervizorji nazzjonali u tal-
Unjoni Ewropea, il-prassi segwita f'ogsma finanzjarji u I-aspettattivi
ragonevoli u legittimi tal-konsumaturi u dan b’referenza ghaz-zmien
meta jkun allegat li jkunu sehhew il-fatti li jkunu taw lok ghall-ilment;

L-Arbitru diga ttratta hawn fuq il-gasam regolatorju u ser jghaddi wkoll biex
jaghmel certu osservazzjonijiet ohra.

Min-naha ta’ prassi segwita f'oqsma finanzjariji, I-Arbitru josserva li I-kuncett u |-
aspettattiva |li bank jezercita ¢ertu kawtela u jintervjeni b’'mod adegwat fi
tranzazzjonijiet anomali u li huma ‘out-of-character’, m’huwiex xi kuncett gdid.

Ghalkemm il-prassi mhux necessarjament hija l-istess f'kull gurisdizzjoni, I-
Arbitru jqis li ma jistax jigi njorat prassi ta’ banek, perezempju, f'gurisdizzjonijiet
reputabbli fis-settur finanzjarju bhal dak tar-Renju Unit, li jpoggu |-protezzjoni
tal-interess tal-konsumatur ‘il quddiem.
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Hemm, perezempju, numru sew ta’ decizjonijiet mill-Financial Ombudsman
Ingliz (FSO) li jmorru lura fug dan l-aspett sa mis-sena 2022.>* Tema komuni li
tohrog minn dawn id-decizjonijiet, fil-fatt, hija li:

‘There are circumstances in which a bank should make additional checks
before processing a payment, or in some cases, decline to make a payment
altogether, to help protect its customers from the possibility of financial
harm’.

F'kazi ta’ frodi minn scams dwar pagamenti, |I-FSO generalment jipprotegi lill-
konsumatur meta xi istituzzjoni finanzjarja fir-Renju Unit thalli li jsiru pagamenti
minn investituri bla esperjenza lejn xi crypto exchange jew pjattaformi fuq
kriptoassi. Hekk, perezempiju, galu:

‘We thought the spending on Marta’s account was very unusual for her and — after the

first few payments — the pattern of transfers from her account should have caused the
bank some concern meaning that it ought to have intervened. We thought that if the
bank had asked Marta about the transactions she would have told it what she was
doing. Even though the payments went to a crypto account in her own name, we felt
that the bank was sufficiently aware of the common features of this kind of scam and
should have warned about the risk of being scammed and the need for her to make
further enquires at this point.

As Marta’s circumstances had many of the hallmarks of a cryptocurrency scam and
taking into account what we learnt about Marta through the course of the complaint,
we thought a conversation would have made a difference and would, more likely than
not, have prevented further loss.

In deciding fair compensation, we also considered if would be fair for Marta to bear
any additional responsibility for what happened. However, as we thought the trading
platform and correspondence with the fraudsters was very convincing, we decided
against that on the facts of this case. So we asked the bank to refund all the
transactions which took place after the point we thought it should have intervened.’ >

51 Kazijiet “DRN-3563742”, “DRN-3670635” u “DRN-4549050” decizi mill-Financial Ombudsman Ingliz fis-sena
2022, 2023 u 2024 rispettivament -

https://www.financial-ombudsman.org.uk/decision/DRN-3563742.pdf
https://www.financial-ombudsman.org.uk/decision/DRN-3670635.pdf
https://www.financial-ombudsman.org.uk/decision/DRN-4549050.pdf
2https://www.financial-ombudsman.org.uk/decisions-case-studies/case-studies/consumer-
contacts-us-complain-cryptocurrency-investment-scam
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ASF 025/2024

L-Arbitru jaghraf ukoll I-aspettattivi ragonevoli u legittimi tal-konsumatur hekk
kif hu anke mitlub mil-ligi. L-llmentatur stenna li I-Bank tieghu kellu jiehu mizuri
bizzejjed biex jipprotegih bhala konsumatur mit-tranzazzjonijiet frawdolenti.

L-Arbitru, fid-decizjoni tieghu, mhux ser jiehu konsiderazzjoni tal-argument i |-
BOV ma kellux profil aggornat dwar il-klijent waqt li kienu ged isiru |-pagamenti
ilmentati.

L-ahhar aggornament tal-profil (‘due diligence’) tal-llmentatur gabel gara I-kaz
ilmentat kien f’April 2019, li kien jiehu konjizzjoni tad-dhul dikjarat ghat-taxxa fl-
2018, u fejn I-limentatur iddikjara li dhul fil-kont kon¢ernat kien ser ikun angas
minn €12,000 u dhul dikjarat ghat-taxxa ta’ madwar €25,000.%3

Hu sew maghruf li -BOV diga wehel penali amministrattivi sostanzjali mill-FIAU
ghal dan in-nugqas.”* II-BOV ma ghamel l-ebda difiza li I-llmentatur kien xi
investitur b’esperjenza li timmitiga r-responsabbilita tal-Bank.

Decizjoni

Ghar-ragunijiet spjegati hawn fuq, |-Arbitru ged isib li [-BOV naqgas mill-obbligu
tieghu dwar moniteragg ta’ pagamenti li saru mill-limentatur.

Kieku ghamel konverzazzjoni kif kien xieraq mal-llmentatur f'xi waqt f’Dicembru
2022, kien jispjegalu li I-pagamenti li ghamel u li ried ikompli jaghmel kellhom
impronta ta’ frodi u kien jista’ jiddiswadih milli jaghmel aktar pagamenti.

Min-naha I-ohra, I-llmentatur kellu r-responsabbilta tieghu ukoll, u mhuwiex
konklussiv li kieku I-BOV fetah konverzazzjoni mieghu dwar x’kien hemm wara I-
pagamenti xejn tipici li beda jaghmel, kien ser jibdel fehemtu.

Ghalhekk, |-Arbitru ged jordna lill-BOV jirrifondi parti mit-telf li garrab I-
llmentatur minhabba nuqgas serju fis-sistema ta’ moniteragg ta’ pagamenti
min-naha tal-Bank, u jhallas lill-llmentatur dawk il-pagamenti li saru wara I-
ewwel pagament tas-17 ta’ Dicembru 2022 (skont Tabella D), jigifieri €24,695.82
(erba’ u ghoxrin elf, sitt mija u hamsa u disghin ewro punt 82) u dan skont
Artikolu 26(3)(c)(iv) ta’ KAP 555.

53 p. 267 — 274 (Dok. K)
54 https://fiaumalta.org/app/uploads/2021/12/Publication-Notice-17122021.pdf
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Bl-imghax ta 3.15%>° minn hamest ijiem wara d-data ta’ din id-decizjoni sad-data
tal-pagament effettiv.

Peress li kull naha kellha parti mit-tort ghat-telf imgarrab, kull parti ggorr I-
ispejjez taghha.

L-Arbitru jordna wkoll lill-BOV biex jifhem sew il-konkluzjoni tan-Noti Teknici
annessi u jara lihemm |-investiment mehtieg fis-sistemi u fit-tahrig biex isahhah
il-moniteragg ta’ pagamenti u jissalvagwardja |-interessi tal-klijenti konsumaturi
mill-kac¢a spjetata u krudili ghal vittmi fragli minn frodisti dejjem aktar
professjonali u kreattivi.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjariji

Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell
regolat bl-artikolu 27 tal-Att dwar |-Arbitru ghas-Servizzi Finanzjarji (Kap. 555)
(‘I-Att’), maghmul quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien
ghoxrin (20) gurnata mid-data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba
ghal kjarifika jew korrezzjoni tad-Decizjoni skont I-artikolu 26(4) tal-Att, mid-
data tan-notifika ta’ dik l-interpretazzjoni jew il-kjarifika jew il-korrezzjoni hekk
kif provdut taht |-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografici jew zbalji simili mitluba skont I-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti I-ohra, fi
zmien hmistax (15)-il gurnata min-notifika tad-Decizjoni skont I-artikolu
msemmi.

5 Marginal refinance operations (MRO) rate tal-Bank Centrali Ewropew. Jekk isir appell u din id-decizjoni tigi
kkonfermata, l-imghax japplika mid-data ta’din id-decizjoni.
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Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku
tal-Ufficcju tal-Arbitru ghas-Servizzi Finanzjarji wara li jiskadi I-perjodu tal-appell.
Dettalji personali tal-ilmentatur/i jkunu anonimizzati skont l-artikolu 11(1)(f) tal-
Att.
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Nota Teknika

Gwida dwar il-konsiderazzjonijiet illi I-Arbitru ser jaddotta meta jiddetermina
ilmenti relatati ma’ scams tat-tip ‘pig butchering’

A) Sfond

Hekk kif f’'Dicembru 2023, |-Arbitru addotta I-mudell rigward |-allokazzjoni tar-
responsabbilta bejn Fornitur ta’ Servizzi ta’ Pagament (‘il-Fornitur PSP’) u |-utent
ta’ servizzi ta’ pagament (‘l-utent’ jew ‘klijent’) f’kazijiet ta’ scams li jirrizultaw
f’pagamenti frawdolenti, I-Arbitru jqis, b’'mod simili, issa hemm bzonn ta’ gwida
generali dwar il-konsiderazzjonijiet relevanti f’ilmenti li jinvolvu scams sofistikati
godda, fosthom, dawk maghrufin bhala ‘Pig Butchering’ scams.?

Kulma jmur, il-frodisti qeghdin jizviluppaw mezzi |i permezz taghhom
jirnexxilhom jiffrodaw konsumaturi finanzjarji vulnerabbli u innocenti mill-flus li
dawn ikunu hadmu qgatigh ghalihom. Fost I-iskemi frawdolenti serji li evolvew
dan l|-ahhar, hemm |-uzu tal-iscam tat-tip ‘Pig Butchering’ li zdied b’rata
mghaggla f’dawn |-ahhar snin. Dan it-tip ta’ scam spiss iwassal ghal konsegwenzi
gravi ghall-vittma, lil hinn mit-telf finanzjarju sostanzjali. Minbarra I-konsegwenzi
finanzjarji devastanti, jista’ jwassal ghal inkwiet u konsegwenzi emozzjonali serji
u jhalli effett hazin fuq l-awtostima tal-persuna, b’possibbilita ta’ konkluzjonijiet
tragici.

Wara li nnota zieda fin-numru ta’ Imenti li jinvolvu dan it-tip ta’ scams, I-Arbitru
gieghed johrog din in-Nota Teknika sabiex jizdied I-gharfien dwarhom u, kif ukoll,
jiddeskrivi I-konsiderazzjonijiet li ser jiffurmaw il-bazi tad-decizjonijiet tieghu. L-
ghan huwa li jkunu acécéertati |-principji ta’ gustizzja, konsistenza, trasparenza u
oggettivita fil-process tal-ilment ghal kull parti kkoncernata. Il-fornituri tas-
servizzi finanzjarji huma ghaldagstant imhegga sabiex jirrevedu u jaddottaw din
in-Nota Teknika.

" L-Interpol recentement issuggerew li t-terminu ‘Pig Butchering’ jigi sostitwit ma’ xi terminu iehor li jirrispetta
aktar lill-vittmi - (https://www.interpol.int/en/News-and-Events/News/2024/INTERPOL-urges-end-to-Pig-
Butchering-term-cites-harm-to-online-victims). Peress li |-ebda terminu gdid ghadu ma kiseb rikonoxximent
internazzjonali, temporanjament I-OAFS qed tkompli tuza t-terminu ‘Pig Butchering’ biex tizgura li vittmi li jistghu
jagghu ghal dawn il-frodi jkunu jafu ghalxiex ged nirreferu u jigu skoragguti milli jisfghu vittmi. Ghall-futur, qed
nippjanaw li nuzaw it-terminu ‘Relationship Confidence Fraud’ jew simili.
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ll-konsiderazzjonijiet imnizzlin f’din in-Nota Teknika huma intizi biex iservu biss
bhala gwida. II-merti ta’ kull ilment ser jibgqghu jkunu determinati u kkunsidrati
skont ic-cirkostanzi partikolari ta’ kull kaz, fejn jigu ezaminati bir-reqqa kif xieraq.

Jekk ic-cirkostanzi specifici hekk jiddettaw, |-Arbitru ghandu d-diskrezzjoni li ma
jimxix senjatament ma’ ¢ertu aspetti mnizzlin f’din in-Nota Teknika, jew li jiehu
konjizzjoni ta’ u/jew jaghti izjed importanza lil aspett/i, skont kif I-Arbitru jqis li
huwa xieraq. Ir-ragunijiet ghal kull pozizzjoni li tittiehed ikunu miktuba, bhal
dejjem, fid-decizjonijiet tal-Arbitru, fejn kull kaz jigi ddeterminat u aggudikat
b’referenza ghal dak li, fl-opinjoni tal-Arbitru, huwa gust, ekwu u ragonevoli fic-
¢irkostanzi partikolari u I-merti sostantivi tal-kaz rispettiv.

B) Xinhuwa ‘Pig Butchering’?

‘Pig Butchering’ huwa tip ta’ scam fejn il-frodist juza metodi varji, bhal
ingineriji so¢jali u manipulazzjoni psikologika, sabiex jistabbilixxi relazzjoni (li
tista’ tkun ta’ natura platonika, romantika, jew kummercjali), fejn jirbah il-
kunfidenza u l-fidu¢ja tal-vittma u, mbaghad, gradwalment u b’intenzjoni
garrieqa jintroduci lill-vittma ghal opportunita ta’ investiment li tkun
frawdolenti, fejn il-frodi tipikament isehh fuq perjodu ta’ Zzmien, |i sahansitra
jaf idum fug numru ta’ gimghat jew xhur.3

Fil-maggor parti tal-kazijiet, il-frodisti I-ewwel javvicinaw il-vittmi permezz tal-
mezzi socjali jew apps elettronici romantici u jistghu jistagsuhom sabiex jibdew
jikkomunikaw permezz ta’ pjattaforma socjali differenti ohra (perezempju, bhal
WhatsApp, WeChat, u Telegram, fost ohrajn). Il-vittmi jistghu anke jigu avvicinati

direttament minn fuq applikazzjonijiet elettronici simili. Il-frodist jibda
jikkomunika regolarment mal-vittma bil-ghan illi jistabbilixxi u jzomm ir-
relazzjoni.

Hekk kif il-frodist jirbah il-fiduc¢ja u |-attenzjoni tal-vittma, |-frodist jipproponi
opportunita ta’ investiment, li normalment tinvolvi ‘crypto-assets’ (kriptoassi),
(ghalkemm jaf tinvolvi tipi ta’ assi ohra differenti). Il-frodist joffri li jaghti
ghajnuna u tahrig lill-vittma biex tiftah kont fuq xi pjattaforma sabiex jinxtraw il-
kriptoassi u, mbaghad, jipprovdi indirizz ta’ ‘wallet’ (kartiera) fejn il-vittma tigi

2 Kapitolu 555 tal-Ligijiet ta’ Malta, Artikolu 19(3)(b).
3 Anness ma’ din in-Nota Teknika hemm sommarju konéiz ta’ xenarji tipi¢i uzati mill-frodisti fi scams ta’ pig
butchering kif ukoll fi scams ohra.



ggwidata tittrasferixxi |-fondi sabiex tippartecipa f’din |-opportunita ta’
investiment. L-opportunitajiet ta’ investiment mill-frodist jaf jinvolvu:

- offerta biex isir negozju jew tranzazzjonijiet onlajn f’kriptoassi maghrufin
(jew assi ohra) fejn il-vittmi jigu ggwidati lejn pjattaformi tal-kummerc
foloz u pjattaformi li jixbhu lil dawk awtentici izda li, fil-verita, ma jkunux
genwini, liema pjattaformi juru kummer¢ fittizju u rati ta’ ntrojtu foloz;

- investiment f’kriptoassi jew ‘tokens’ godda;

- investiment b’rendimenti gholjin jew investimenti ohra li jweghdu livelli
gholi ta’ profitt fug perjodu gasir ta’ zmien.

L-opportunita ta’ investiment frawdolenti hija ppjanata b’tali mod li tidher
legittima u genwina u normalment tipprezenta rati ta’ gligh sinifikanti li, pero,
jkunu artifi¢jali, apposta halli lill-vittma jzommuha nteressata u jikkonvincuha
tiddepozita dejjem iktar flus. ll-frodisti jabbuzaw minn fatturi psikologici, bhall-
biza’ li wiehed qieghed jitlef opportunita potenzjalment tad-deheb, sabiex
jimmanipulawhom u b’hekk jibdew u jibgghu jinvestu I-flus. lI-frodisti spiss
jaddottaw identita falza jew impersonifikazzjoni fejn jippruvaw jaghtu I-
impressjoni li huma xi persuna professjonali jew relatati ma’ istituzzjonijiet
licenzjati u rispettabbli meta dan ma jkunx il-kaz.

ll-vittma eventwalment tiskopri li gatt ma tkun tista’ tigbed lura la I-flus
iddepozitati u wisq anqas il-profitti fittizji. Fl-ahhar stadji ta’ din l-iscam, il-
vittma tipikament tigi mhajjra tiddepozita izjed flus qabel ma tkun tista’
tinghata l-possibbilta li tigbed il-flus u hawnhekk jintuzaw bosta tatti¢i u skuzi
(perezempiju, rikjesti ghal hlas ta’ servizzi amministrattivi, taxxi, e¢¢). #afna drabi
jinholog sens ta’ urgenza li ggieghel lill-vittma thallas dawn il-pagamenti malajr
kemm jista’ jkun, bl-iskuza illi nkella jkun dovut hlas ta’ multi gholjin, jew li jigi
ffrizat il-kont jew li |-flus jintilfu ghal kollox. Dawn izda huma biss tentattivi ohra
ntizi sabiex il-vittma tohrog izjed flus.

Dan it-tip ta’ scam fl-ahhar mill-ahhar jikkawza telf finanzjarju sinifikanti ghall-
vittma, fejn hafna drabi jirrizulta f’telf sostanzjali, jekk mhux shih, tal-flus
imfaddla u gieli addirittura jwassal ghal akkumulazzjoni serja ta’ dejn.



€) X<differenza hemm bejn ‘Pig Butchering’ u scams APP?

L-iscam tal-‘Pig Butchering’ hija differenti u probabbli ferm izjed krudili minn
frodi tal-phishing jew smishing jew Authorised Push Payment (‘APP’), li dwarhom
[-Arbitru diga hareg Noti Teknici li jikkoncernaw l-allokazzjoni tar-responsabbilta
ghat-telf soffert bejn il-konsumatur-vittma u I-Fornitur PSP (li jkun il-bank jew
istituzzjoni finanzjarja li ghamel il-pagament).

Filwaqgt li, perezempiju, t-tip ta’ frodi APP hafna drabi tikkonsisti f’tranzazzjoni ta’
darba ghal ammont li ma je¢¢edix il-limitu ta’ pagamenti li jistghu jsiru kuljum kif
ikun miftiehem mal-Fornitur PSP, |-iscams ta’ ‘Pig Butchering’ spiss jinvolvu
serje ta’ tranzazzjonijiet fug medda ta’ zmien u, ghalhekk, generalment jinvolvu
telf bil-wisq akbar.

Peress li scams bhal dawn isehhu tul perjodu ta’ Zzmien (gieli fug gimghat jew
anke xhur) u jinvolvu serje ta’ tranzazzjonijiet, il-vittmi li avvicinaw I-Uffi¢¢ju tal-
Arbitru ghas-Servizzi Finanzjarji (‘ASF’) f'kazijiet recenti ssottomettew, fosthom,
ilmenti kontra banek fejn sahqu li I-bank, bhala I-Fornitur PSP taghhom, ghandu
tort talli ma ntervjenix jew fethilhom ghajnejhom ghall-iscam, u li b’hekk nagas
mill-obbligazzjonijiet tieghu ta’ monitoragg tat-tranzazzjonijiet ta’ pagamenti li |-
klijent ikun ghamel.

D) Obbligazzjonijiet ta’ monitoragg tat-tranzazzjonijiet

Jezistu diversi tipi ta’ fornituri tas-servizzi finanzjarji licenzjati |li huma
partikolarment affettwati minn dawn it-tipi ta’ scams.

Dawn il-fornituri ta’ servizzi finanzjariji jistghu jingasmu fi tliet kategoriji wiesgha
bhal:

a. Banek/Istituzzjonijiet ta’ Kreditu llicenzjati taht |-Att dwar il-Kummer¢
Bankarju;*

b. Istituzzjonijiet Finanzjarji, inkluzi |-Istituzzjonijiet ta’ Pagament, illicenzjati
taht |-Att dwar I-Istituzzjonijiet Finanzjarji;®

4 Kapitolu 371 tal-Ligijiet ta’ Malta.
5 Kapitolu 376 tal-Ligijiet ta’ Malta.



c. Fornituri tas-Servizz tal-Attivi Finanzjarji Virtwali llicenzjati taht |-Att dwar

[l-licenzji

|-Attiv Finanzjarju Virtwali.®

li tramite taghhom joperaw |-imsemmija fornituri tas-servizz

jimponulhom livelli differenti ta’ obbligazzjonijiet relatati mal-monitoragg tat-

tranzazzjonijiet ta’ pagamenti. lzda |-fornituri licenzjati huma soggetti wkoll

ghall-obbligazzjonijiet fiduéjarji lejn il-klijenti taghhom ai termini tal-Kodi¢i Civili

u I-kundizzjonijiet tal-licenzja taghhom.

(i)

Banek u lIstituzzjonijiet ta’ Kreditu ghandhom livell gholi ferm ta’

obbligazzjonijiet ta’ monitoragg tat-tranzazzjonijiet ta’ pagamenti
sabiex jipprotegu lill-klijenti taghhom minn skemi ta’ frodi. Dan huwa
wkoll ir-rizultat generalment tar-relazzjoni twila ta’ bejn il-Bank u I-
klijenti tieghu, li tippermetti lill-Bank jibni stampa affidabbli tat-
tranzazzjonijiet li I-klijenti normalment jaghmlu permezz tal-kont
bankarju taghhom. Istituzzjonijiet Finanzjarji u Fornituri tas-Servizz tal-
Attivi Virtwali mhux necessarjament igawdu mill-istess relazzjonijiet
twal mal-klijenti taghhom.

Banek u istituzzjonijiet ta’ kreditu huma obbligati li jkollhom sistemi
effettivi ta’ monitoragg tat-tranzazzjonijiet ta’ pagamenti sabiex
jipprotegu I-klijenti taghhom minn frodi relatat ma’ pagamenti.

Perezempiju, ir-Regolament Delegat tal-Kummissjoni (UE) 2018/389
tas-27 ta’ Novembru 2017 jistabbilixxi standards teknici regolatoriji
ghall-awtentikazzjoni gawwija tal-konsumatur u standards miftuhin ta’
komunikazzjoni li jkunu komuni u sikuri, u jissupplimenta d-Direttiva
(UE) 2015/2366.7 Artikolu 2(1) jipprovdi illi:

“lI-fornituri ta’ servizzi ta’ pagament ghandu jkollhom fis-sehh
mekkanizmi li jimmonitorjaw it-tranzazzjonijiet li
jippermettulhom jagbdu traniazzjonijiet tal-pagament mhux
awtorizzati jew frodulenti [...]

Dawn il-mekkanizmi ghandhom ikunu msejsa fuq l-analizi tat-
tranzazzjonijiet tal-pagament, filwaqt li jgisu elementi li huma

6 Kapitolu 590 tal-Ligijiet ta’ Malta.
7 https://eur-lex.europa.eu/legal-content/EN-MT/TXT/?from=EN&uri=CELEX%3A32018R0389



tipici tal-utent ta’ servizzi ta’ pagament fi¢-Cirkustanzi ta’ uzu
normali tal-kredenzjali personalizzati ta’ sigurta.”

L-Artikolu 2(2) tal-istess Regolament Delegat tal-Kummissjoni jipprovdi
wkoll illi:

“II-fornituri ta’ servizzi ta’ pagament ghandhom jizguraw i I-
mekkanizmi li jissorveljaw it-tranzazzjonijiet iqisu, tal-inqgas, kull
wiehed minn dawn il-fatturi bbazati fuq ir-riskju li gejjin:

(a)listi ta’ elementi tal-awtentikazzjoni kompromessi jew
misruqa;

(b) I-ammont ta' kull tranzazzjoni ta’ pagament;
(c) xenarji tal-frodi maghrufa fl-ghoti ta’ servizzi ta’ pagament;

(d)sinjali ta’ infezzjoni tal-malwer fi kwalunkwe sessjoni tal-
procedura ta’ awtentikazzjoni;

(e) f’kaz li I-apparat jew is-softwer tal-access jinghata mill-fornitur
ta’ servizzi ta’ pagament, log tal-uzu tal-apparat tal-access jew
tas-softwer moghti lill-utent ta’ servizzi ta’ pagament u l-uzu
anormali tal-apparat tal-access jew tas-softwer.”

Gie kkjarifikat illi l-obbligazzjoni li jkun hemm mekkanizmi ta’
monitoragg tal-pagamenti m’hemmx bzonn tkun ‘sorveljanza ta’ riskju
f’hin reali’ u solitament issir ‘wara’ |-ezekuzzjoni ta’ tranzazzjoni ta’
pagament.® Ghadu ma giex iddefinit kkemm wara imma, naturalment,
ghal kwalunkwe valur reali ta’ dawn il-mekkanizmi, id-differenza bejn
il-hin reali tal-pagament u dak tas-sorveljanza effettiva ma tridx tkun
wisq.

L-Artikolu 68(2) tal-PSD2 wkoll jawtorizza lill-Fornitur PSP sabiex
jimblokka pagamenti:

“Jekk magqbul fil-kuntratt qafas, il-fornitur ta’ servizzi ta’

pagament jista’ jirrizerva d-dritt li jimblokka I-uzu tal-istrument ta
pagament ghal ragunijiet oggettivament gustifikabbli relatati

8 https://www.eba.europa.eu/single-rule-book-qa/qna/view/publicld/2018 4090



(ii)

mas-sigurta tal-istrument ta’ pagament, is-suspett ta’ uzu mhux
awtorizzat jew frodulenti tal-istrument ta’ pagament jew, fil-kaz
g pagament b’linja ta’ kreditu, riskju
sinifikattivament akbar li I-pagatur jista’ ma jkunx kapaci
jissodisfa r-responsabbilta tieghu li jhallas.”

’

ta strument ta

ll-legizlazzjoni kontra I|-hasil tal-flus tipprovdi wkoll bazi legali ohra
ghall-monitoragg tat-tranzazzjonijiet u l-iffrizar jew blukkar ta’ kontijiet
bhal f’kaz ta’ suspett ta’ attivitajiet frawdolenti.

Istituzzjonijiet Finanzjarji, inkluzi Istituzzjonijiet ta’ Pagament,

illicenzjati taht |-Att dwar I-Istituzzjonijiet Finanzjariji

Id-dispozizzjonijiet referuti iktar il fugq japplikaw b’mod simili ghall-
Fornituri PSP licenzjati taht |-Att Dwar I-Istituzzjonijiet Finanzjariji.
Talbiet/llmenti minghand konsumaturi kontra istituzzjonijiet bhal
dawn kienu ta’ spiss ibbazati fuq l-aspettattivi li I-pagamenti maghmula
lil beneficjarji terzi indikati mill-frodisti, kienu maghmula lill-kontijiet ta’
dawn it-terzi persuni mal-istess istituzzjoni finanzjarja kkoncernata.
Ghalhekk, il-vittmi talbu li jirkupraw il-flus li tilfu minghand I-istess
istituzzjoni finanzjarja talli din ma waqgfitx it-tranzazzjoni fil-hin jew
talli offriet il-facilitajiet ta’ kontijiet lill-beneficjarji nvoluti fl-iscam.

ll-merti ta’ talbiet bhal dawn generalment jiddependu fuq il-valur ta’
pagamenti nvoluti kif ukoll in-natura u t-tip ta’ pagamenti |li sehhew
gabel mill-istess kont. I1zda minhabba li fil-kaz li ma jkun hemm Il-ebda
storja ta’ operazzjoni tal-kont stabbilita bejn I-ilmentatur u I-Fornitur
PSP, tkun difficli li jigi pprovat it-tort min-naha tas-sistema ta’
monitoragg tat-tranzazzjonijiet tal-Fornitur PSP.

Barra minn hekk, talbiet bhal dawn normalment jigu kkontestati mill-
Fornitur PSP abbazi tan-nugqgas tal-kompetenza tal-Arbitru i
jismaghhom u jiggudikahom stante li I-ilmentatur (il-vittma) mhuwiex
klijent eligibbli kif definit fl-Att dwar I-Arbitru ghas-Servizzi Finanzjarji,
Kapitolu 555 tal-Ligijiet ta’ Malta (‘l-Att’).

Emendi fl-Att ghandhom iwasslu biex ilmentaturi bhal dawn jigu nkluzi
fid-definizzjoni ta’ ‘klijent eligibbli’ sabiex |-Arbitru jkun jista’ jiggudika
talbiet ta’ dan it-tip fuq il-merti partikolari taghhom. Il-merti b’hekk
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(iii)

ikunu jistghu jigu kkunsidrati permezz ta’ ezaminazzjoni tal-
adekwatezza tal-proceduri mfassla mill-fornitur tas-servizz rigward I-
accettazjoni jew onboarding ta’ klijenti B2B, li huma nvoluti jew
jippermettu lilhom infushom illi jigu sfruttati minn skemi ta’ frodi.

Fornituri tas-Servizzi tal-Attivi Finanzjarji Virtwali

Dawn jinkludu fornituri tas-servizz li joffru servizzi ta’ ‘custodial wallet’
(kartiera ta’ kustodja) u x-xiri u I-bejgh ta’ assi digitali permezz tat-tali
kartiera. Is-servizzi jinvolvu wkoll t-trasferiment ta’ assi digitali lil, u
minghand, kartieri digitali ohra li jistghu jkunu esterni jew mizmuma
internament.

Bosta Imenti li waslu ghand [-ASF kienu relatati ma’ frodi fejn
allegatament il-frodist ikun ipperswada u assista lill-vittma biex tiftah
kont u kartiera digitali mal-fornitur tas-servizz tal-attivi finanzjarji
virtwali (‘AFV’), fejn jigu ttrasferiti fondi mill-kont bankarju normali tal-
ilmentatur ghal din il-kartiera digitali u, mbaghad, dawn il-fondi
jintuzaw sabiex jinxtraw assi digitali, bhal Bitcoin u USDT, fost ohrajn.

Dawn l-assi digitali tipikament jigu ttrasferiti sussegwentament mill-
vittma, iggwidata mill-frodist lejn kartieri digitali esterni taht il-kontroll
tal-frodist u liema kartieri ma jurux l-identita tal-benefi¢jarju ahhari
taghhom. Assi |li jintbaghtu f'dan it-tip ta’ kartieri digitali jigu
sussegwentament trasferiti mill-frodisti stess f’diversi kontijiet ohra
permezz ta’ ghadd kbir ta’ tranzazzjonijiet |i jaghmluha difficli biex
wiehed jittracca d-destinazzjoni finali tal-assi.

Meta fl-ahhar il-vittmi jirrealizzaw |i gew ingannati u ffrodati, jifthu
ilment kontra I-fornitur tas-servizz AFV fejn jallegaw illi I-istess fornitur
ma pprotegihomx mill-frodisti u li dan kellu r-responsabbilta li jwaqqgaf
it-trasferiment tal-attivi taghhom lejn il-kartiera digitali esterna. Talbiet
bhal dawn normalment jinvokaw |-obbligazzjonijiet tal-AFV kontra I-
Hasil ta’ Flus u I-Iffinanzjar tat-Terrorizmu (‘AML/FT’) jew billi jirreferu
ghad-dispozizzjonijiet tad-Direttiva dwar is-Servizzi ta’ Pagament illi,
pero, mhux necessarjament japplikaw.

Fil-maggor parti tal-kazijiet decizi s’issa, |-Arbitru ma setax jaccetta t-
talbiet tal-vittmi u jiddeciedi favurihom ghaliex:



1. L-Att dwar L-Attiv Finanzjarju Virtwali (‘Att AFV’) ma jimponix
obligazzjonijiet ta’ monitoragg tat-tranzazzjonijiet bhalma hemm
imponut fuq il-banek permezz tad-Direttiva Nru. 1 tal-Bank Centrali
ta’ Malta — llI-Provizjoni u I-Uzu tas-Servizzi ta’ Pagament (Ref. CBM
01/2018) li tghid illi “This Directive is modelled on the requisites of
the Directive (EU) 2015/2366".°

2. Obbligazzjonijiet AML/FT huma koperti mill-Proceduri ta’
Implimentazzjoni mahrugin mill-Financial Intelligence Analysis Unit
(FIAU) kif applikabbli ghas-settur tal-AFV.%° |zda kwalunkwe ksur tal-
Proceduri ta’ Implimentazzjoni jagghu taht il-prerogattiva u r-
responsabbilta tal-FIAU li jistghu jissanzjonaw lill-fornitur illicenzjat
kif xieraq ghan-nuqgasijiet tieghu, izda, pero, ma joffrux servizzi ta’
gudizzju u kumpens ghall-vittmi tal-frodi.

Gwida - Inharsu ’l Quddiem

(i) Banek u Istituzzjonijiet ta’ Kreditu

ll-banek huma mhegga jassiguraw li sar miljorament sostanzjali fis-sistemi
taghhom ta’ monitoragg tal-pagamenti. II-banek ghandhom il-benefic¢ju ta’
relazzjonijiet fit-tul mal-klijenti taghhom u jehtiegu sistemi sensittivi ghal xi agir
gdid ikkomparat ma’ tendenzi precedenti ta’ klijent. Agir gdid ghandu jigi
mmarkat u I-klijent infurmat u avzat kif xieraq. Il-komunikazzjonijiet mal-
klijenti ghandhom jigu dokumentati sabiex ikunu jistghu jservu bhala evidenza
fil-process ta’ gudizzju.

ll-banek ghandhom ikunu jafu b’aspetti komuni tal-iscams u ghandhom |-obbligu
li javzaw lill-klijent dwar ir-riskju identifikat minhabba devjazzjoni anormali
mis-sekwenza ta’ pagamenti normali taghhom u r-riskju illi dan jista’ jinvolvi xi
frodi. Aktar stharrig, investigazzjoni u komunikazzjoni kif xieraq mal-klijent
jistghu jaghmlu differenza u jipprevenu t-tkattir ta’ xi skema frawdolenti fl-istadji
bikrin taghha.

L-argument tal-banek illi bidla fis-sekwenza ta’ pagamenti ma kinitx timmerita
l-intervent taghhom peress li I-pagament sar f’kont tal-klijent stess ma’ bank

° Directive-1.pdf (centralbankmalta.org)
10 FIAU Part |l (fiaumalta.org)



https://www.centralbankmalta.org/site/About-Us/Legislation/Directive-1.pdf?revcount=9307
https://fiaumalta.org/app/uploads/2020/09/20200918_IPsII_VFAs.pdf

jew istituzzjoni jew fornitur tas-servizz AFV iehor huwa meqjus validu biss sa
certu punt.

ll-banek ghandhom ikollhom bizzejjed esperjenza biex jitgajjem suspett dwar
certu tranzazzjonijiet fi kriptoassi minn klijent li jkunu atipici u suspettuzi.
Trasferimenti atipici ghandhom jigu evalwati b’attenzjoni specjali, anke
f’kazijiet ta’ pagamenti f’kont tal-klijent innifsu.

ll-banek ghandhom jintervjenu sabiex javzaw lill-klijent gabel ma jkun tard
wisq fil-kaz ta’ tranzazzjonijiet atipici u li ma jirriflettux il-karatteristika tal-
klijent u I-pagamenti tipici tieghu, jew fil-kaz li s-sekwenza ta’ tranzazzjonijiet
tibda tiehu certu xejra u l-ammonti ttrasferiti jibdew isiru izjed frekwenti u
jakkumulaw b’mod u manjiera li ma jibqghux jirriflettu s-sekwenza u n-natura
ta’ tranzazzjonijiet precedenti u tipici tieghu.

ll-waqt preciz tat-tranzazzjoni jew sekwenza meta I|-banek ghandhom
jintervienu u jitkellmu mal-klijent taghhom jiddependi mic-cirkostanzi
partikolari ta’ kull kaz, izda nuqgqas ta’ azzjoni min-naha tal-bank sempliciment
minhabba I-argument li I-bank kien gieghed jistrieh fuq l-aspett li I-pagamenti
saru lejn kont tal-istess klijent, mhux ser ikun meqjus b’mod favorevoli mill-
Arbitru.

Rigward l|-obbligazzjonijiet ta’ monitoragg tat-tranzazzjonijet u l-assessjar ta’
azzjoni xierga mill-banek u istituzzjonijiet ta’ kreditu, I-Arbitru ser jiehu wkoll
konjizzjoni tas-segwenti:

- Fliema waqt/iet intervjena I-bank;
- Safejn u t-tip ta’ intervent/i li ttiehed mill-bank;
- L-agir u l-azzjonijiet tal-ilmentatur wara I-imsemmi/ja intervent/i.

B’mod partikolari, I-Arbitru ser jiehu konjizzjoni ta’ dawn |-aspetti fil-konfront ta’
tranzazzjonijiet atipici jew li huma barra I-karatteristika tat-tranzazzjonijiet tal-
klijent. ll-konsiderazzjonijiet li ser jitgiesu sabiex jigi ddeterminat jekk
tranzazzjoni titgiesx bhala atipika jew barra mill-karatteristika tat-
tranzazzjonijiet tal-klijent jinkludu, fost ohrajn, ghadd jew wahda mis-segwenti
fil-kuntest ta’ tranzazzjonijiet precedenti tal-klijent u I-profil tieghu:
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(@) Ill-valur u d-daqs tat-tranzazzjoni (ikkomparati mal-ammont medju ta’
tranzazzjoni tal-klijent u l-ammont totali tal-kont bankarju u/jew id-dhul
nett ta’ kull xahar);

(b) Il-frekwenza, il-hin, u x-xejra ta’ tranzazzjonijiet simili jew l-istess;

(c) L-ammont kumulattiv |i jirrizulta minn tranzazzjonijiet simili jew |-istess
(ikkomparat mal-ammont medju ta’ tranzazzjoni u I-ammont totali tal-kont
bankarju);

(d) L-iskop tat-tranzazzjoni;
(e) Ir-recipjent tat-tranzazzjoni;
(f) Twissijiet pubblici relevanti u materjali rigward ir-recipjent;

(g) Inkonsistenzi ohra jew in-natura eccezzjonali tat-tranzazzjoni jew tas-serje
ta’ tranzazzjonijiet ikkomparati mal-operat precedenti tal-kont bankarju.

(ii) Istituzzjonijiet Finanzjariji, inkluzi I-Istituzzjonijiet ta’ Pagament, illicenzjati

taht I-Att dwar |-Istituzzjonijiet Finanzjariji

ll-kunsiderazzjonijiet referuti iktar ‘il fuq (f’sezzjoni punt (i) ghal banek u
istituzzjonijiet ta’ kreditu), japplikaw b’mod simili ghall-Fornituri PSP licenzjati
taht |-Att dwar I-Istituzzjonijiet Finanzjarji fejn il-klijent ikollu kont ta’ pagament
dirett maghhom.

Istituzzjonijiet finanzjarji ghandhom ukoll ikunu lesti jiddefendu ilmenti
kontrihom abbazi tal-merti u mhux jistriehu kompletament fuq I-argument tan-
nuggas ta’ kompetenza tal-Arbitru fir-rigward ta’ ‘klijent eligibbli’ ai termini ta’
Kap. 555 f’kazijiet ohra.

B’'mod partikolari, dawn il-fornituri ghandhom jaddottaw proceduri ta’
accettazjoni jew onboarding izjed b’sahhithom ghall-kumpaniji klijenti
taghhom li jircievu fondi minghand konsumaturi ntizi biex isiru tranzazzjonijiet
t'investiment. Meta dawn il-kumpaniji li huma klijenti tal-fornitur (fejn
possibilment jaf ikunu anke nvoluti f’attivitajiet tipikament licenzjati) jircievu
fondi minn konsumaturi tip retail, jehtieg li jkun hemm is-serhan il-mohh illi
dawn il-kumpaniji ghandhom sistemi ta’ accettazzjoni jew onboarding adegwati
ghall-klijenti taghhom stess.
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Barra minn hekk, ghandu jkun hemm raguni konvincenti ghalfejn il-kumpaniji li
huma bbazati f’gurisdizzjonijiet ohra, u li huma nvoluti f'attivitajiet li normalment
huma llicenzjati, fittxew servizz ta’ kont ta’ pagament minghand istituzzjoni
finanzjarja bbazata gewwa Malta.

Meta |-iskema frawdolenti tinvolvi serje ta’ pagamenti fug perjodu qgasir ta’
zmien, l-obbligazzjoni fuq l-istituzzjoni finanzjarja li tintervjeni f'certu punt qabel
ma tkompli tipprocessa I-pagamenti, jizdied f’kull stadju. Spec¢jalment meta I-
ordni ghall-pagament minn konsumatur kien fiha biss in-numru IBAN, minghaijr
identifikazzjoni ¢ara ta’ min hu I-benefi¢jarju tal-pagament, il-livell ta’ suspett
u |-htiega ghal investigazzjoni u intervent joghlew.

(iii) Fornituri tas-Servizzi tal-Attivi Finanzjarji Virtwali (AFV)

lI-fornituri tas-servizz tal-AFV ghandhom ikunu jafu illi mad-dhul fis-sehh tar-
Regolament (UE) 2023/1113 u I-Linji Gwida dwar ir-Regoli tal-lvvjaggar (‘Travel
Rule’*!) 1-obbligazzjoni taghhom li jzommu registri affidabbli dwar is-sidien tal-
kartieri digitali esterni jizdied drastikament mit-30 ta’ Dicembru 2024.

L-argumenti illi m’ghandhomx mezz kif ikunu jafu |-identita tas-sidien tal-kartieri
digitali esterni illi jkunu gew accettati ghall-pagamenti tal-klijenti mhux ser
jibgghu jregu.

ll-fornituri tas-servizz tal-AFV ilhom Zzmien jigu nkoragguti mill-Uffic¢ju tal-
Arbitru (f’decizjonijiet li jmorru lura sa mill-2022),*? sabiex johorgu b’mekkanizmi
ahjar li bihom jimmitigaw i¢-cans li I-klijenti taghhom jagghu vittmi ghal scams
bhal dawn.

Barra minn hekk, fid-decizjonijiet tal-Arbitru mahruga fix-xhur re¢enti hemm
ukoll rakkomandazzjoni illi dawn il-fornituri ghandhom itejbu I-processi taghhom
tal-accettazjoni jew onboarding fejn il-klijent ikun imwissi illi |-kartieri ta’

11 Linji Gwida dwar ir-rekwiziti ta’ informazzjoni fir-rigward ta’ trasferimenti ta’ fondi u ta’ ¢erti trasferimenti ta’
kriptoassi skont ir-Regolament (UE) 2023/1113 (“Linji Gwida dwar ir-Regoli tal-Ivvjaggar”) - EBA/GL/2024/11
tal-04 ta’ Lulju 2024.

https://eur-lex.europa.eu/legal-content/MT/TXT/PDF/?uri=CELEX:32023R1113

https://www.eba.europa.eu/publications-and-media/press-releases/eba-issues-travel-rule-guidance-tackle-
money-laundering-and-terrorist-financing-transfers-funds-and

2 Fosthom, Kaz ASF 158/2021.

12


https://eur-lex.europa.eu/legal-content/MT/TXT/PDF/?uri=CELEX:32023R1113
https://www.eba.europa.eu/publications-and-media/press-releases/eba-issues-travel-rule-guidance-tackle-money-laundering-and-terrorist-financing-transfers-funds-and
https://www.eba.europa.eu/publications-and-media/press-releases/eba-issues-travel-rule-guidance-tackle-money-laundering-and-terrorist-financing-transfers-funds-and

kustodja digitali jistghu jigu uzati minn frodisti li jkunu ged jippromwovu skemi
ta’ gligh gholi u biex wiehed isir sinjur malajr, bhala mod kif jizvojtaw il-kontijiet
bankarji tal-klijenti u jisparixxuhom f’sistema kumplessa ta’ tranzazzjonijiet
anonimi tal-blockchain '3

Konformita ma’ dawn ir-rakkomandazzjonijiet jew in-nuqgas ta’ konformita
ser jittiehdu in konsiderazzjoni ghall-gudizzju ta’ Imenti futuri.

lI-fornituri tas-servizz tal-AFV huma mfakkra li filwaqt li I-licenzja taghhom taht
[-Att AFV ma jobbligahomx li jaddottaw mekkanizmu ta’ monitoragg tat-
tranzazzjonijiet ta’ pagamenti, bhal kif ir-regoli PSD2 jimponu fuq banek u
istituzzjonijiet ta’ kreditu, Artikolu 27(2) tal-Att AFV jobbligahom ghall-istess
obbligazzjonijiet fidu¢jariji kif stipulati fil-Kodi¢i Civili, sakemm huma applikabbli.

In-nugqgas ta’ data li tirrizulta minn relazzjoni precedenti fit-tul jista’ ma
joffrilhomx il-possibbilta, kif generalment disponibbli ghall-banek, li josservaw
sekwenzi atipi¢i kkomparat ma’ tendenzi passati.

Minkejja dan, izda, jekk matul il-perjodu gasir ta’ zmien tar-relazzjoni jkun
hemm certu pagamenti li ma jkunux bhall-bqija li jkunu gew registrati, jew jekk
it-tranzazzjonijiet li jwasslu ghall-frodi jiddevjaw min-norma skont il-profil KYC
abbazi ta’ liema I-klijent ikun gie accettat originarjament, huwa meqjus li I-
obbligazzjonijiet fidu¢jarji generali ghandhom isejhu ghal investigazzjoni
siewja u konverzazzjoni f’'waqtha mal-klijent biex iwissuh kontra I-possibbilta
ta’ scams.

Perezempju, pagament ghal ammont |i huwa evidentement oghla mill-
pagamenti |-ohrajn jista’ jservi ta’ indikazzjoni ta’ azzjoni mill-frodisti li jkunu
geghdin jattentaw il-‘pig butchering’ fuq il-klijent (hekk kif hareg f’kazijiet fejn
klijenti kienu mitluba mill-frodist ihallsu somom ekwivalenti ghal dawk li suppost
ikunu I-profitti akkumulati, bl-iskuza ta’ ‘strict identification’ u bil-weghda falza li
ser jirritornaw il-pagament flimkien mal-profitti).

Konkluzjoni

Huwa fl-interess tal-industrija illi tmur pass oltre, anki lil hinn mir-regolamenti
regolatorji, sabiex il-kunfidenza tal-klijenti fis-sistema finanzjarja tigi assikurata u

'3 Fosthom, Kaz ASF 069/2024.
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ma tiddeterjorax minhabba |-mod kif il-frodisti ged jirnexxilhom igarrqu bihom
facilment minghajr protezzjoni suffi¢jenti mill-fornituri tas-servizzi finanzjariji.

lI-gudizzju u kumpens deciz mill-Arbitru ser jirrifletti |-obbligazzjonijiet ta’
gustizzja, ragonevolezza, u ekwita, kif mitlub minn Kap. 555, permezz ta’
proceduriinformali u li jitlestew minghajr telf ta’ zmien. Dawn ser jirriflettu wkoll
[-imbuttatura mehtiega mill-istituzzjonijiet sabiex jinvestu fit-titjib tas-sistemi ta’
monitoragg tal-pagamenti fl-interess li tinzamm infrastruttura sikura ghall-
pagamenti.

Decizjonijiet dwar kazi ta’ pig butchering scams li ged jinhargu ma’ dawn in-Noti
Teknici jaddottaw evalwazzjoni aktar laxka tar-responsabbiltajiet ta’ moniteragg
tal-pagamenti fugq istituzzjonijiet licenzjati. Galadarba l-istituzzjonijiet ikollhom
il-beneficcju biex jikkunsidraw, jassorbu u jaddottaw dawn il-linji gwida,
decizjonijiet futuri jaddottaw evalwazzjoni aktar rigida.

lI-konsumaturi huma wkoll imfakkra biex jezercitaw il-kawtela meta jawtorizzaw
tranzazzjonijiet mill-kont taghhom u joqghodu attenti ghar-riskji li huma
specifikament assoc¢jati mal-kriptoassi. F'Dicembru 2024, il-European Securities
and Markets Authority (ESMA) harget twissijiet addizzjonali dwar kriptoassi, li I-
konsumaturi huma mhegga jaghtuhom l-attenzjoni u konsiderazzjoni xierqga.*

Konsumaturi li ma ghandhomx esperjenza finanzjarja jehtieg dejjem jiftakru li
jekk hi xi haga tidher tajba wisq biex tkun vera, allura, wisq probabbli li hekk tkun.

Mahruga: Jannar 2025

14 https://www.esma.europa.eu/sites/default/files/2024-12/ESMA35-1872330276-1971_Warning_on_crypto-
assets.pdf
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ANNEX

Sommarju ta’ whud mix-xenarji tipici li I-frodisti juzaw sabiex jonsbu lil vittmi fi
scams:®

Scams ta’ investimenti

lI-frodisti jaghmlu uzu minn strategiji u teknologija gdida biex jippromwovu I-
investiment b’tali mod |i jikkonvinéuk illi din hija opportunita mhux ta’ min
jitlifha. lweghduk profitti kbar ghal riskju zghir jew sahansitra ghal ebda riskju.
Hafna drabi juzaw tattici li bihom jezercitaw pressjoni fugek sabiex ma jhallulekx
hin tgharbel is-sitwazzjoni gabel ma tiddeciedi, izda jkollok tiddeciedi malajr,
sabiex ikunu jistghu jisirqulek flusek.

Scams relatati ma’ mpjieg jew xoghol fittizju

ll-frodisti joffru mpjieg li jhallas sew jew li xoghol fih ftit li xejn. Jaghmlu
tabirruhhom i ser jimpjegawk f'isem kumpaniji kbar jew pjattaformi tax-xiri
digitali. Kultant, |-impjieg langas biss ikun jezisti. Barra minn hekk, il-frodisti
jimpersonifikaw agenziji tal-impjieg maghrufin. L-ghan taghhom huwa |Ii
jisirgulek flusek u dettalji personali. Jaf jistagsuk thallas il-flus minn gabel biex
jaccettaw li tahdem maghhom.

Scams fuq Prodotti jew Servizzi

lI-frodisti jaghmlu tabirruhhom li huma xi xerrejja jew bejjiegha sabiex jisirqulek
flusek. Jibnu siti digitali foloz jew profili simili ta’ siti legittimi ta’ bejgh fejn joffru
b’mod qarrieqi prodotti jew servizzi ghal prezzijiet li huma wisqg tajbin biex
jitwemmnu. Jitfghu wkoll reklami u rakkomandazzjonijiet foloz biex jipprovaw
jikkonvincuk li huma legittimi.

Barra minn hekk, jaf juzaw ‘logos’ u ‘domain names’ misruqa, li jaghmlu l-iscam
difficli biex tinduna biha. ll-frodisti jistghu wkoll jaghmlu tabirruhhom |i huma
negozji li inti diga taf u tafda sabiex thallas xi kont falz. Gieli anke jbiddlu dettalji
fuqg kontijiet legittimi biex il-klijenti jispiccaw ihallsu I-frodist minflok il-parti jew
fornitur proprju.

15 Sors: https://www.scamwatch.gov.au
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Scams romantici

lI-frodisti juzaw il-premessa ta’ mhabba jew hbiberija sabiex johdulek flusek.
Jipprovaw minn kollox biex jikkonvincuk li r-relazzjoni ta’ bejnietkom hija reali u
finalment jimmanipulawk biex taghtihom il-flus. ll-frodisti jsibuk fuq il-midja
socjali, jew fuq siti jew applikazzjonijiet romantici jew tal-loghob. Jaf anke
jipprovaw jibaghtulek messaggi jew ittri elettronici.

Huma jistahbew wara profili u identitajiet foloz, sahansitra gieli ta’ nies famuzi.
Ladarba ssir tafdahom, jinfurmawk li nqalghetilhom ‘emergenza’ u jistagsuk
ghall-ghajnuna, hafna drabi f’forma ta’ flus jew modi ohra, fejn japprofittaw
rwiehhom mill-buona volonta tieghek.

Scams relatati ma’ theddid u estorsjoni

lI-frodisti jaghmlu tabirruhhom li jkunu gejjin minn organizzazzjoni affidabbli u
jitolbuk thallas il-flus inkella tigri xi haga hazina. Jaf jhedduk b’arresti,
deportazzjoni, jew sahansitra jhedduk bi vjolenza fizika jekk ma taccettax li
thallashom immedjatament.

Kapaci anke jirrikattawk billi jhedduk li ser ixerrdu ritratti jew vidjows indicenti
tieghek li jaf inti tkun bghattilhom (f'kaz ta’ relazzjoni romantika — ara I-punt
precedenti), jekk tinsisti li ma thallashomx.

Scams relatati ma’ xi ntrojtu mhux mistenni

lI-frodisti jipprovaw jikkonvincuk illi int intitolat ghal xi flus jew rebh li ma kontx
ged tistenna li ser tircievi. llI-frodist jistagsik thallas mizata jew taghtih id-dettalji
bankarji jew dettalji personali ohra gabel ma tkun tista’ tigbor il-flus jew rebh.
Sfortunatament, m’hemmx flus li wiehed jircievi ghal xejn b’xejn.
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