Quddiem I-Arbitru ghas-Servizzi Finanzjariji
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(‘I-llmentatur’)

Vs

Bank of Valletta p.l.c. (C-2833)

(‘BOV’ jew ‘Bank’ jew ‘Provditur tas-
Servizz’)

Seduta tal-31 t’Ottubru 2024

L-Arbitru,

Wara li ra I-llment, li fis-sustanza tieghu jittratta r-rifjut tal-BOV li jirrimborza lill-

lImentatur l-ammont ta’ €4,321 rapprezentanti flus li ngibdu mill-kont tieghu

mal-BOV minghajr awtorizzazzjoni.

L-Arbitru gew quddiemu diversi ilmenti ta’ dan it-tip li filwaqt li jvarjaw fuq certi

dettalji, fihom hafna affarijiet komuni bejniethom:

ll-pagament ikun ghal ammont generalment taht il-€5,000 biex ma
jinzammx minhabba li jec¢cedi d-‘daily limit’ ta’ pagamenti li jkun magbul
bejn il-bank u klijent tat-tip ‘retail’.

’

[I-frodist jirnexxielu jippenetra b’mod frawdolenti il-mezz ta
komunikazzjoni normalment uzat bejn il-Bank u I-klijent, generalment
permezz ta’ SMS jew e-mail.

lI-frodist jaghti link fil-messagg tieghu u jistieden lill-klijent biex jaghfas
fug il-link biex jaghmel ‘validation’ jew ‘re-authentication’ tal-kont
tieghu.
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Minkejja diversi twissijiet mahruga mill-banek u mir-Regolatur biex ma
jaghfsux links ghax il-bank ma jibghatx links fil-messaggi tieghu, u li I-
klijent ghandu jikkomunika mal-bank biss tramite I-App u/jew il-Website
uffi¢jali u dan permezz tal-kredenzjali li I-bank ikun ta lill-klijent, il-klijent
b’nuqqgas ta’ attenzjoni jaghfas il-link.

Minn hemm ’il quddiem, il-frodist b’xi mod jirnexxielu jippenetra I-kont
tal-klijent u jaghmel trasferiment ta’ flus generalment fuq bazi ‘same day’
li jmorru fil-kont tal-frodist, generalment f’kont bankarju f'pajjiz barrani
minn fejn huwa kwazi impossibbli li jsir recall effettiv tal-flus galadarba I-
klijent jirrapporta lill-bank tieghu li gie ffrodat. #afna drabi I-frodist ikun
pront jigbed jew jittrasferrixxi I-flus appena jaslu fil-kont indikat.

B’rizultat jinholog nuqqas ta’ ftehim bejn il-Bank u I-klijent dwar min hu
responsabbli jgorr il-piz tal-pagament frawdolenti. ll-klijent isostni |i |-
Bank ma pprotegihx meta halla li kanal ta’ komunikazzjoni normalment
uzat bejn il-bank u I-klijent jigi ppenetrat mill-frodist u li I-bank messu
nduna li kien pagament frawdolenti ghax generalment il-klijent ma jkollux
storja ta’ pagamenti bhal dawn. Il-bank isostni li I-htija hija kollha tal-
klijent ghaliex permezz ta’ traskuragni grossolana (gross negligence) ikun
ta access tal-kredenzjali sigrieti tal-kont tieghu lill-frodist u b’hekk
iffacilita I-frodi.

F'dan il-kaz partikolari, dawn huma d-dettalji relevanti:

Fil-jum tal-Famis, 2 ta’ Novembru 2023, ghall-habta tad-20:40, I-
lImentatur ircieva message SMS mill-Bank jinfurmah dwar pagament ta’
€4,321 li sar mill-kont tieghu.!

Peress li I-kont kienet aktar tmexxih martu, iccekkja maghha li infurmat li
ma kienet ghamlet |-ebda pagament imma kienet irceviet messagg mill-
BOV:

‘to activate her token. She did so since the page looked authentically and
even showing her username not realizing that was a scam.”

1 Pagna(p.) 3; 31

2p.3
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Malajr ikkuntattja lill-BOV biex jinforma dwar il-frodi u dawn waqqfu mal-
ewwel il-cards u I-Internet banking.

Talab li jsir recall u mar jaghmel rapport lill-pulizija li sar fangas minn
siegha.?

Wara’l fug minn 3 gimghat (27 ta’ Novembru 2023), il-Bank infurmah li r-
recall li kien sar immedjatament ma kienx irnexxa ghax il-bank li ré¢ieva I-
flus ma riedx jibghat il-flus lura.*

Jidher li I-pagament ilmentat kien favur HARSHEEP SINGH u kien jindika li
kien rimborz ta’ self. ll-pagament sar f’kont mizmum mal-Banco Comercial
Portugues (BCOMPTPLXXX) fuq bazi ‘same day’.

Dan sar f'kont tal-bank ikkontrollat mill-frodist fil-Portugal. B’mod
qarrieqi, |I-benefi¢jarju tal-pagament kien indika |-indirizz li kien resident
f'Malta biex inaqgas xi suspett mis-sistema tal-BOV li taghmel tal-
pagamenti.®

ll-pagament sar f'affari ta’ ftit minuti fejn I-ewwel login sar fil-hin ta’
12:56, gie vverifikat fil-hin tas-13:02, u |-logout sar fil-hin tas-13:07.”

Jidher li I-pagament gie awtentikat mar-raba’ attentat ghax ghal tliet
darbiet I-authorisation code kien iddahhal hazin. II-BOV spjega li s-sistema
taghhom twaqqfek milli tkompli bil-pagament jekk |-authorisation code
jiddahhal hazin ghal hames darbiet.?

Peress li I-BOV baghat SMS wara li sar il-pagament biex jinforma b’dan lill-
liImentatur, wasal fil-ghaxija diversi sighat wara li I-pagament kien diga sar
fug bazi ‘same day’ u |-kaz gie rrapportat tard fil-ghaxija, ir-recall sar I-
ghada, 3 ta’ Novembru fil-ghodu u sar follow up fid-9 ta’ Novembru 2023.

3p.12

4Pp.22;109

5P. 129 — pagament same day isir immedjament kif jigi awtentikat mill-Bank.
8 Ibid

7P. 56— 58.

8Pp. 140
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Ikkunsidra I-llment®
L-llmentatur argumenta li:

‘No immediate action was taken since its not ( probabbli ‘not’ imdahhla bi zball)
possible to stop such transaction in less than 10 minutes also | had made all my
afford (effort) but from bank I’'m not quite sure that has been done. Also I think
the banks security has not been working as should be since information was
hacked since my wife information was never stored on any device this point out

my thoughts.”*°

Ghalhekk talab lill-BOV jaghmel tajjeb ghat-telf li garrab u jirrifondilu s-somma
ta’ €4,321 kif ukoll spejjez ohra ta’ €28.11

Ikkunsidra wkoll, fl-intier taghha, ir-risposta tal-Provditur tas-Servizz,?

Fejn il-Provditur tas-Servizz spjega u ssottometta li kien konformi mar-

regolamenti bankarji tal-pagamenti®3 4

u li s-sistema taghhom toffri ‘two factor
authentication’ skont dawn ir-regolamenti biex jigi protett il-klijent li hu biss

jista’ jawtorizza pagamenti online.

U li biex il-frodist gibed il-flus mill-kont tal-llmentatur bifors li mart |-limentatur
kienet negligenti b’mod grossolan u, ghalhekk, skont dawn ir-regolamenti kellha
ggorr hi t-telf li garrbet minhabba li kixfet il-kredenzjali tal-kont taghha u b’hekk
iffacilitat is-serq li sar mill-frodist.

3. Whereas article 40(1) of Directive 1 of the Central Bank of Malta (which
Directive is based on the PSD2) provides that a payment transaction is
considered to be authorised only if the payer has given consent to execute
the payment transaction. As explained, the Bank received legitimate

% Formola tal-llment minn Pagna (P.) 1 - 5 b’dokumentazzjoni addizzjonali minn P. 6 - 42

0p 3

11p.38-39

12p 48 -54 b’annessifuq P. 55 - 109.

13 pSD2 DIRETTIVA (UE) 2015/2366 tal-Parlament Ewropew u tal-Kunsill tal-25 ta’ Novembru 2015 dwar is-
servizzi ta’ pagament fis-suq intern, li temenda d-Direttivi 2002/65/KE, 2009/110/KE u 2013/36/UE u r-
Regolament (UE) Nru 1093/2010, u li thassar id-Direttiva 2007/64/KE.** Din id-Direttiva hija komunement
imsejha ‘PSD2’ il-ghaliex issegwi direttiva ohra mahruga mill-UE fuq l-istess suggett.

14 Directive-1.pdf (centralbankmalta.org) li taghti effett lill-PSD2,

4
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instructions from credentials associated with the complainant and
therefore has no obligation to refund the complainant.

4. Whereas the Bank implemented the necessary measures to ensure that
its systems are secure and in line with the PSD 2 which provides the
following on 'strong customer authentication':

'strong customer authentication' means an authentication based on the
use of two or more elements categorised as knowledge (something only
the user knows), possession (something only the user possesses) and
inherence (something the user is) that are independent, in that the breach
of one does not compromise the reliability of the others, and is designed
in such a way as to protect the confidentiality of the authentication data;

5. Whereas apart from strong customer authentication, the Bank
implements also a system of 'dynamic linking’”' as outlined in the
Commission Delegated Regulation (EU) 2018/389, which supplements the
PSD 2. Article 5 provides the following:

"Where payment service providers apply strong customer authentication
in accordance with Article 97(2) of Directive (EU) 2015/2366, in addition
to the requirements of Article 4 of this Regulation, they shall also adopt
security measures that meet each of the following requirements:

a) the payer is made aware of the amount of the payment transaction
and of the payee;

b) the authentication code generated is specific to the amount of the
payment transaction and the payee agreed to by the payer when initiating
the transaction;

c) the authentication code accepted by the payment service provider
corresponds to the original specific amount of the payment transaction
and to the identity of the payee agreed to by the payer;

d) any change to the amount or the payee results in the invalidation of the
authentication code generated."

6. Whereas the (complainant) was not only aware of the amount of the
transaction, but also input it himself in his token which is either the BOV

5
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app or the physical internet banking key (this is the element of possession
of strong customer authentication). Besides this, she also inputted the last
5 digits of the IBAN number of the recipient, and this satisfies the element
outlined in article 5(c) above mentioned. Upon entering these details, a
code would have been generated which needs to be used to approve the
transaction. The customer accesses this section from the section entitled
'Transaction Signing 'Signature 2' and then sees a section entitled
'‘Amount' and another entitled 'Payee Code'. This can be seen from the
document attached as 'DOC.B' (which is easily accessible on the Bank's
website). These phrases all clearly indicate that one is approving a
transaction.

7. Whereas this payment was approved by the confidential details of the
complainant with the use of her token. The Bank had no control over this
transfer because it was completely in the control of the complainant
without the Bank's intervention. Once the Bank receives legitimate
instructions for a "third party payment" from the adequate channels, the
Bank implemented them, as it is reasonably expected that the only person
who has access to such confidential details and systems is the person with
whom they are associated. In fact, this is outlined in the terms and
conditions of the Internet Banking system (attached and marked as
'DOC.C') which provide the following:

"You authorise us to act on any instruction that we receive through the
Channels which has been, or reasonably appears to have been, sent by you
and which, where applicable, has been sent using your Security Number/s
or BOV Mobile PIN or biometric data.

"All payments, instructions, orders, applications, agreements, other
declarations of intent and messages submitted by you through the
Channels, after entering your BOV Securekey security number or numbers
("Security Number/s") or input your BOV Mobile PIN ("BOV Mobile PIN"),
or input your biometric data, are deemed as binding on you!”

8. Whereas in fact, every token used to generate codes to approve a
payment has a certificate associated with it. In fact, the certificate
number associated with the token with which the payment in question
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was approved is the same one associated with the token of the
complainant which she has previously used to make other payments
which she is not contesting the legitimacy of. This can be seen from the
document attached and marked as 'DOC.D".

12. Whereas article 50(1) of the Directive provides:

“The payer shall bear all of the losses relating to any unauthorised
payment transactions if they were incurred by the payer acting
fraudulently or failing to fulfil one or more of the obligations set out in
Paragraph 45 with intent or gross negligence.”

13.Whereas if the complainant is alleging that the transaction was not
authorised by (Complainant/wife), this means that he either left her token
in the hands of third parties or generated the necessary codes for the
payment to be approved and passed them on to a third party. In order to
generate such a code, she had to insert the amount of the transaction and
the last 5 digits of the recipient’s IBAN. This fact should have raised
suspicion within the complainant since if she had no intention of
approving a payment, then it would have been reasonable for her to take
action and ask why he was being asked to input an ‘amount’ ...

14.The fact that she provided all the details and followed all the necessary
steps which enabled the approval of the transaction (even if he had no
intention of doing it), goes against the terms and conditions of the
internet banking service which provides the following:

"You must take all the reasonable precautions to prevent the loss, theft or
fraudulent use of the BOV Securekey, the Security Number/s, the BOV
Securekey PIN, and/or the BOV Mobile Application, the BOV Mobile
Authentication Software, biometric data, the BOV Mobile PIN, as
applicable. You undertake not to record your BOV Securekey PIN and/or
BOV Mobile PIN in any easily recognizable form and to keep said PINs
separate from the BOV Securekey and/or the mobile device. You must
make every effort to prevent the BOV Securekey, the Security Number/s,
the BOV Securekey PIN and/or the BOV Mobile Application, the BOV
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Mobile Authentication Software the BQV Mobile PIN, as applicable, from

falling into the hands, or coming to the knowledge, of any third party.”

Conclusion

29. For the reasons articulated above, the Bank respectfully submits that the

30.

31.

32.

Complainant's claims are unfounded in fact and law.

Chapter 555 of the Laws of Malta vests the Honourable Arbiter with the
authority to decide a case on the basis, inter alia, of the Complainant's
legitimate expectations and what he deems fair and equitable in the
circumstances of the case. The Bank very respectfully submits that such
element of fairness and a customer's legitimate expectations are founded
and pivot on a balance between rights and obligations whereby a
customer most certainly has rights but also an inherent interest and
obligation to faithfully abide with all terms, conditions as well as
guidelines issued by the Bank, as these are ultimately intended to serve
and protect the customer.

The Bank reserves the rights to bring oral and documentary evidence in
order to substantiate the defenses raised in this reply, as well as to make
submissions both verbally and in writing pursuant to the provisions of
Chapter 555 of the Laws of Malta.

The Bank reserves all rights/actions pertaining to it at law, and
respectfully requests the Arbiter to reject and dismiss the complaint's
claims.

33. With expenses.

Seduti

Fl-ewwel seduta li nzammet fl-10 ta’ Settembru 2024, I-limentatur sostna dak i

kien diga rrapportat fl-ilment u zied:
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‘Qed jghidu li jien ghamilt tranzazzjoni fis-1.00 p.m. u rcevejt dan il-messagg
fid-9.20 p.m. Jidher li hemm dagqsxejn ta’ diskrepanza fit-tul ta’ Zzmien biex
twaqqaf oggett hekk.

L-informazzjoni tal-ismijiet tieghi ma nafx minn fejn giet ghax dawn minn xi
mkien gabuha I-informazzjoni tieghi u min-naha tal-bank ma nafx minn fejn
harget. Qed nirreferi ghall-iscammer biex gabad mieghi.

Nghid li ircevejt messaggi imma qatt ma réevejt messaggi li hemm dawn it-tip
ta’ scams min-naha tal-bank.

Nghid li I-bank jaf li minn dak il-kont qatt ma kien hemm tranzazzjoni ta’
pagamenti, jigifieri, din suppost li xeghlet bozza ghall-bank.

Nghid li I-kont gieghed f’'ismi imma tehodli hsieb il-mara ta’ dawn I-affarijiet.
Nghid li I-mara hija awtorizzata biex tuza dak il-kont.

Bhala rimedju qed nitlob lura I-flus fl-ammont ta’ €4,320, li ttehduli mill-kont
715

tieghi.
L-Arbitru talab lill-BOV biex jissottometti kopji tal-bank statements ghal sena
gabel l-incident ta’ Novembru 2023, kopja tal-payment order tal-pagament
ilmentat, u kopja tal-korrispondenza dwar ir-recall.*®

Saret seduta ohra fl-10 ta’ Settembru 2024, fejn telghet tixhed il-mara tal-
liImentatur li kienet ghamlet it-tranzazzjoni ilmentata u qalet:

‘Nghid li kont ircevejt email fejn kellha fugha I-BOV. Jien dhalt fugha fejn kien
hemm miktub biex naghmel update tal-informazzjoni tieghi tal-Internet
banking.

Kif dhalt fiha I-ewwel ma tela’ kien in-numru tal-key tieghi li dan suppost inkun
nafu jiena u I-bank biss, hadd ma jkun jafu. U fl-email qalli biex naghfas il-
buttuna I-hadra tal-key. Jien ghafast il-buttuna I-hadra u minn hemmhekk
beda jdur kollox wahdu. Nghid li dak li ghamilt.

Fl-ahhar, just kitibli li kollox kien successful. Dak kulma ghamilt jiena.

p.110-111
%p.113-132
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Nghid li, mbaghad, ircevejt li sar pagament. Dan kien wara nofsinhar meta
ftaht lI-email jiena, u r-ragel iréieva I-SMS fid-9.00 p.m.’*’

Fil-kontroezami hija xehdet:

‘Mistogsija niftakarx x’kien I-email address minn fejn ircevejt din I-email, nghid
li mill-BOV, I-istess ezatt kif tkun tal-BOV.

Nghid li ma jidhirlix li qatt ircevejt emails simili minghand il-bank.

Nghid li jien ghafast il-link mill-email imbaghad uzajt it-token tieghi wara li
rajt in-numru tieghi miktub u qalli biex nixghel il-key, il-buttuna I-hadra.

Mistogsija niftakarx x’ghamilt fuq il-key, nghid li jien ghafast il-buttuna I-
hadra u jien ma missejt xejn; beda jdur kollox wahdu fil-key qisu xi hadd beda
jahdem minfloki. Nghid li naf kif naghmel transfer, trid taghfas is-Signature 1
jew is-Signature 2, whatever. Jiena ma missejt xejn hlief ghafast il-buttuna I-
hadra.

Mistogsija inix familjari mat-Terms and Conditions tal-Internet banking tal-
bank, nghid li iva.

Nghid li ahna ghamilna rapport tal-Pulizija fuq dan I-incident. Nghid li ma
rcevejna xejn minghand il-Pulizija.

L-ilmentatur ser jibghat kopja tal-email li réeviet is-Sinjura OO msemmija aktar
’il fuq f’din ix-xhieda.

Mistogsijiet lis-Sinjura OO mill-Arbitru:

Mitluba nghid x’gara kif ghafast il-link, nghid li fuq I-Internet key ghandna
numru u naghfsu lilu.

Qed jinghad li dhalt qgisu f'website tal-Bank of Valletta. Nghid li iva.

Nghid li, mbaghad, meta taghmel dik il-kaxxa hemmhekk ghandek I-ewwel in-
numru tieghi — li nkun nafu jiena biss — fejn kien miktub bil-lest. Imbaghad,
taht indahhal a One-Time Password li niggenera mill-key.

7p. 133

10
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Mistogsija iggenerajtx il-One-Time Password, nghid li le. Jiena meta ghafast
fuq il-link u kien hemm in-numru miktub, hu qalli biex naghfas il-buttuna I-
hadra.

Nghid li I-One-Time Password ma ggenerajtux. Malli jien ghafast il-buttuna I-
hadra fuq it-token, is-soltu meta tixghel jaghtik in-numru u int iddahhlu. Nghid
li hemmhekk beda jdur kollox wahdu. Ma missejt xejn aktar.

Qed jinghad li normalment biex taghmel pagament, tidhol fis-Signature 2 u
trid iddahhal certu informazzjoni u fl-ahhar terga’ tuza I-key biex nawtorizza
dak il-pagament.

Mistogsija kif minn dan kollu jien m’ghamilt xejn, nghid li, le. Kitibli ‘It’s been
successful’ u jien ghalaqgt u komplejt bix-xoghol ghax kont gieghda x-xoghol.

Nibga’ nsostni li jien ma dahhalt xejn.”®

L-Arbitru talab lill-llmentatur jissottometti kopja tal-email frawdolenti li kienet
irceviet martu.®®

Fit-tieni seduta xehed ukoll Michael Gatt, Uffi¢jal Ezekuttiv fl-Electronic
Payments Section tal-BOV li qal:

‘Nghid li jiena Senior Manager fid-Dipartimet tal-Electronic Payments. lli
nahdem mal-bank over thirty years u f'dawn I|-ahhar fifteen years fid-
Dipartiment tal-Electronic Payments kemm min-naha ta’ IT, Customer Issues,
Regulation, ecc.

Nghid li kwalunkwe tranzazzjoni li ssir mill-Internet banking, ghandek zewg
metodi kif jigi approvat: jew bit-token jew bil-mobile. Bazikament, jahdmu t-
tnejn l-istess. It-tnejn fihom il-il-Login One-Time Password u s-Signature 2.

It-token number fih a unique serial number, jigifieri, meta tigi awtorizzata
tranzazzjoni, dan is-serial number, jekk uzajtu gimgha ilu, u wzajt it-token
illum, huwa l-istess serial number. Hemm continuation u hemm path, jigifieri,
mela int gbadt it-token, ghamilt il-One-Time Password, dhalt fl-Internet
banking, mort biex tapprova t-tranzazzjoni, ghafast is-Signature 2, dahhalt I-
ammont, ghandek Challenge Token lura li huwa bbazat fuq I-ahhar hames

18p.133-134
¥p.141

11
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digits tal-IBAN, dahhalt dak in-numru li taghtik is-sistema u t-tranzazzjoni giet
awtorizzata.

Jigifieri, biex tigi awtorizzata t-tranzazzjoni, bilfors minn dan it-token number.

Nerga’ nghid, ghandu a unique serial number. M’ghandna I-ebda token iehor
li jkollu dak is-serial number.

Bil-Login ID biss ma tistax tawtorizza tranzazzjoni. Int iddahhal il-Login ID fuq
is-site tal-bank, terga’ tmur fuq it-token u tuza I-Login One-Time Password u
hemmhekk inti dhalt fl-Internet banking. At this stage, inti just qed tara I-
kontijiet tieghek. Xejn aktar u xejn anqas. Biex tigi awtorizzata tranzazzjoni,
irridu mmorru ghall-process li spjegajt ftit qabel.

Nghid li I-bank mhuwiex obbligat li jibghat SMS, pero, jintbaghtu SMSes biex
ninnotifikaw lill-kliljent li saret dik it-tranzazzjoni.

Mistogsijiet mill-Arbitru:

Fix-xhieda tas-Sinjura OO, intqal li dak in-numru normali li huwa dejjem |I-
istess, meta ghafset din il-link kien diga jidher hemmhekk u t-token ma
ggenerat I-ebda One-Time Password imma sempliciment ghafset il-buttuna I-
hadra biex tkun tista’ tidhol, jigifieri ma dahhlitx il-One-Time Password li
normalment tigi ggenerata mit-token.

Mistogsi jekk ma tpoggix dik il-One-Time Password f'dak il-pannell tistax
tidhol fis-sistema, nghid li le, ma tistax. U, oltre minnhekk, jekk int iddahhal in-
numru tal-One-Time Password (mhux tal-Login ID) hazin aktar minn tliet
darbiet, it-token jigi ibblokkjat.

L-Arbitru jistagsi, once li wiehed jidhol biex jawtorizza pagament specifiku illi
allura hemmhekk ittella’ pannell li fih bicétejn informazzjoni li jiggenerahom
hu skont I-istruzzjonijiet li xi hadd ikun ta (f'dan il-kaz jew hi jew il-frodist), li
jkun I-ammont tat-trasferiment u I-ahhar hames digits tad-Destination IBAN,
imma xorta trid tuza t-token biex inti tiggenera I-Activation Code li hija I-ahhar
firma biex il-pagament ikun jista’ jitlaq, jekk ma ddahhalx dak il-pagament li
jigi ggenerat biss bit-token, il-pagament jistax jitlaq, nghid li le, il-pagament
ma jitlagx u jekk is-session tibga’ inactive, is-sistema tilloggjak ’il barra
waheda.

12



ASF 037/2024

Qed nigi referut ghal Dokument A li jaghti step-by-step it-tranzazzjonijiet li
saru biex sar dan il-pagament. Jidher li sar login fi 12:56 u hemm miktub
‘Success’ u mistoqsi jekk ‘Success’ tfissirx li dahal b’mod normali inkluz il-One-
Time Password biex tidhol, nghid, ezatt; nghid li ntuzat il-One-Time Password
u I-Login ID biex il-persuna accessat I-Internet banking.

Qed jinghad li hemm diversi tranzazzjonijiet li saru relattivament fi zmien
qasir: 12:56, 12:57, u fi 12:58 meta jidher li hemmhekk poggew id-dettalji tal-
pagament li misthajjel li hu mill-frodist, nghid li I-ewwel haga li ghamel il-
frodist hu li dahal biex jara I-bilanc.

Qed jinghad li dahal biex jara I-bilanci, u wara dahal biex jaghmel il-pagament
u hemm miktub ‘Failed’. Hemm miktub, ‘The address of the person or the entity
receiving the funds is required. Please correct. Additional charges may apply if
incorrect address is provided.’

Zied I-address u gie ‘Success’.

Qed jinghad li fzewg minuti kien hemm tliet tranzazzjonijiet to authenticate
the payment u mistoqsi dawn xi jfissru, nghid li s-sistema tatek in-numru u int
dahhaltu fuq it-token tieghek, is-Signature 2 u int hemmhekk ghandek I-
approval number. Dak in-numru gie mdahhal fl-Internet banking hazin, allura,
t-tranzazzjoni ma titlagx.

Nghid li iva, I-logs hekk qed juru li gie entrat tliet darbiet hazin. U nghid li le,
ma twaqqfekx jekk iddahhal in-numru tliet darbiet hazin. Mhix for infinity; jekk
m’inix sejjer zball hi for five times and then fullstop.

Jghid li wara li dak in-numru ddahhal tliet darbiet hazin, imbaghad, fis-13:03,
jidher li kien dahal tajjeb ghax kien hemm ‘Success’.

Nghid li n-numru tat-token jibga’ hemmhekk for a certain time, jitlag u
jiggenera iehor. Imma kif ged naraw mil-logs hemm 12:58, 13:00 u 13:01, kienu
consecutive. F’Zewg minuti saru tlett attentati u kienu bin-numru I-hazin. Fis-
13:03, ir-raba’ attentat, in-numru kien tajjeb u mexxa.

Mistogsi, fl-opinjoni tieghi, jekk il-frodist ivvinta dan in-numru ghax jekk hu
mifhum tajjeb dan in-numru jista’ jigi ggenerat biss mit-token u I-frodist
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m’ghandux mezz kif jiggenerah dan u lilna ma jirrizultax (at least minn hawn)
li I-frodist b’xi mod irregistra xi device iehor li permezz tieghu seta’ jiggenera
ghax kieku konna narawh dan, nghid li le, bilfors uza t-token u bilfors intuza
dak it-token.

Jekk naraw Dok. D, is-serial number huwa I-istess serial number li ntuza. Lilna
ged jirrizultalna li dak il-kodici gie ggenerat mit-token li ghandu I-istess serial
number li bih kien saru pagamenti tajbin qabel.

Jigifieri dawn in-numri li saru attentati biex idahhlu I-ewwel tlieta, b’xi mod in-
numru ma kienx tajjeb u, mbaghad, mar-raba’ darba fi zmien tliet minuti dahal
tajjeb, kollha saru mit-token li kien fil-pussess tas-Sinjura OO.

Again, biex taccessa t-token trid tkun taf il-PIN ghax minghajru ma taghmel
xejn u trid tkun taf il-Login ID ghalhekk ghandek 2 factor.

Wara li sar il-pagament, fis-13:07 haregq ’il barra.”?°
Fil-kontroezami kompla jixhed:

‘L-ilmentatur ged jistaqsi minn fejn il-frodist gab I-informazzjoni tieghu, bhall-
Key Number u affarijiet bhal dawn ghax qed jinghad li bilfors li kellu access
ghas-sistema tal-bank biex gab din I-informazzjoni.

Nghid li jigri fdawn il-kazijiet, il-frodist ikun qged jillidjak biex taghtih din I-
informazzjoni.

Mistogsi minn fejn gab il-Key Number, nghid li jkun tahulu min qed jigi iffrodat.

Mistoqsi kif il-frodist mill-Portugall jaf I-informazzjoni tieghu, nistagsih jekk
ikklikkjax fuq il-link ghax bilfors ikklikkja fuq il-link. ll-logs huma cari.

Qed jinghad li jekk titla’ email u ftahtha u ghandi n-numru li jiena familjari
mieghu, in-numru li nafu jien biss u I-bank, dan biex irabbili certa kunfidenza
ghax dan fl-ahhar mill-ahhar qed jipprova jisraqni.

Nghid li biex any person within the bank tkun taf x’inhu I-Login ID irid ikollha
r-rights biex ikollha an Administration Token u biex ikollha dan I-Admin Token
trid tidhol fl-Administrator Portal, jigifieri mhux kwalunkwe impjegat tal-bank

20p,135-137
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jista’ jaghmel dan, idahhal I-ID Card u, nerga’ nghid li bil-Login ID ma jsir
assolutament xejn. Jien, perezempju, ma nistax, m’ghandix access.

Qed jinghad li meta nfethet I-email dan il-Login ID kien diga hemm. Nghid li
meta tidhol fuq il-Mobile Banking, ma jigix ipprompjtjat il-Login ID, imma jigi
ppromptjat l-isem.”*

Sottomissjonijiet finali
Ma hargu |-ebda punti mhux diga ttrattati fis-sottomissjonijiet finali.
Analizi u konsiderazzjoni

Hija I-fehma I-Arbitru li ghall-fini ta’ trasparenza u konsistenza, biex jasal ghal
decizjonijiet dwar ilmenti bhal dawn, kien floku li ppubblika mudell dwar kif
jahseb ghandha tingasam ir-responsabbilta tal-frodi bejn il-bank konc¢ernat u I-
klijent iffrodat u dan billi jiehu konsiderazzjoni ta’ fatturi |i jistghu ikunu
partikolari ghal kull kaz.

Ghal dan il-ghan, |-Arbitru ged jannetti ma’ din id-decizjoni mudell li ppubblika
u li ser jigi wzat biex jasal ghal decizjoni dwar kif ser isir ‘apportionment’ tal-
konsegwenzi tal-frodi. II-mudell fih ukoll diversi rakkomandazzjonijiet biex il-
banek ikomplu jsahhu |-protezzjoni tal-konsumatur kontra frodisti li kulma jmur
dejjem isiru aktar kapaci u kreattivi.

Izda I-Arbitru jhoss il-bzonn jemfasizza bil-qawwa li filwagt li huwa minnu li |-
banek ma ghandhomx mezz kif jipprojbixxu li jsir spoofing/smishing fil-mezzi ta’
komunikazzjoni li juzaw mal-klijenti, m’humiex jaghmlu bizzejjed biex iwissu
b’mod effettiv lill-klijenti biex jogghodu attenti; biex ma jaghfsux links li jkunu
f'dawn il-messaggi avolja jkun jidher li gejjin mill-bank koncernat fuq il-mezz li
normalment juza |-bank biex jibghat messaggi lill-klijenti.

Mhux bizzejjed li jaghmlu avvizi kontinwi fuq il-website taghhom. Mhux bizzejjed
li johorgu twissijiet fuq il-mass media jew social media. |I-konsumatur huwa
impenjat bil-problemi tal-hajja ta’ kuljum u ma ghandux jigi pretiz li billi jsir avviz
fuq il-website, fil-gurnali/TV, jew fuq il-pagna tal-Facebook tal-bank, b’dagshekk

21p.137-138
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il-konsumatur jinsab infurmat. F'kazijiet serji ta’ frodi bhal dawn jehtieg li I-
banek juzaw komunikazzjoni diretta mal-klijent permezz ta’ SMS jew email. Dan
[-aspett huwa wiehed mill-fatturi inkluzi fil-mudell.

Min-naha |-ohra, |-Arbitru jitfhem li I-fatt li I-klijent jizbalja billi jaghfas link li jkun
gie mwissi biex ma jaghfasx ghax tista’ tkun frawdolenti, b’dagshekk din ma
tkunx awtomatikament taga’ fil-kategorija ta’ negligenza grossolana skont il-ligi.

Il-Qorti Ewropea tal-Gustizzja (CJEV) fil-kaz ta’ Wind Tre and Vodafone Italia??
taghmel referenza li ma tkunx negligenza fi grad grossolan jekk jaga’ ghaliha
anke konsumatur medju li jkun ragonevolment infurmat u attent. L-Arbitru jara
ilmenti minn ilmentaturi li facilment jaqghu f'din il-kategorija.

Fugq kollox, il-PSD 2 taghmilha ¢ara?® li I-konsumatur irid jaghti I-kunsens tieghu
biex isir il-pagament specifiku u mhux bizzejjed kunsens generali li jkun kontenut
f'xi Terms of Business Agreement. Ghalhekk, il-banek jehtieg li jkollhom sistema
ta’ pagamenti robusta bizzejjed biex il-pagament ma jsirx jekk ma jkunx
specifikament awtorizzat mill-klijent/ilmentatur.

ll-banek ma jistghux ma jerfghux responsabbilita jekk ihallu togob fis-sistemi
taghhom li permezz taghhom il-frodist ikun jista’, bla ma jkun hemm aktar
involviment tal-klijent/ilmentatur, jaghmlu awtorizzazzjoni specifika tal-
pagament a favur tal-frodist. Dan il-fatt huwa wkoll inkluz fil-mudell.

lI-mudell jaghti wkoll konsiderazzjoni ghal xi ¢irkostanzi partikolari tal-kaz. Jista’
jkun hemm cirkostanzi partikolari fejn il-messagg tal-frodist ikun anqas
suspettuz. Cirkostanzi fejn il-klijent ikun f'negozjati ghal xi self mill-bank jew li I-
klijent ikun imsiefer u jkun ged jaghmel tranzazzjonijiet li mhux soltu
jaghmilhom, u b’hekk inaggsu s-suspett tal-klijent li I-messagg li réieva jista’ jkun
frawdolenti.

lI-mudell ghandu wkoll gharfien dwar jekk I-ilmentatur ikunx midhla tas-sistemi
ta’ pagamenti online mal-bank billi jkun ghamel xi pagament simili (genwin) fit-
12-il xahar ta’ gabel. Dan jghin ukoll biex tigi ffurmata opinjoni jekk il-monitoring

22 Decizjoni 13 ta’ Settembru 2018 C-54/17
2 Article 64 of PSD 2
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tal-pagamenti li I-Bank huwa doveruz jaghmel (kif spjegat fil-mudell) huwiex

effettiv.?* 2°

Decizjoni

L-Arbitru jiddeciedi skont kif provdut f’'Artiklu 19(3)(b) b’referenza ghal dak i, fil-
fehma tieghu, ikun gust, ekwu u ragonevoli fic-cirkostanzi u merti sostantivi tal-

kaz.

Meta I-Arbitru japplika I-mudell propost u jaggustah ghac-cirkostanzi partikolari

ta’dan il-kaz, jasal ghal din id-decizjoni:

Percentwal ta’ htija tal-
Provditur tas-Servizz

Percentwal ta’ htija tal-
limentatur

Imentatur |i jkun wera
traskuragni grossolona

0%

100%

Tnaqqis ghax ircieva I-
messagg fuq channel
normalment uzat mill-

Bank

25%

(25%)

Zieda ghax I-llmentatur
b’mod shih
il-pagament

ikkopera
biex sar

ilmentat

(15%)

15%

Zieda ghax ikun ir¢ieva
twissija diretta mill-Bank
fl-ahhar 3/6 xhur

(0%)

0%

Sub-total

10%

90%

24 (EU) 2018/389 tas-27 ta’ Novembru 2019 RTS supplement ta’ PSD2 EU 2015/2366 Artikli 2(1) u 2(2)

25 PSD 2 EU 2015/2366 Artiklu 68(2).
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Per¢entwal ta’ htija tal- | Percentwal ta’ htija tal-
Provditur tas-Servizz limentatur

Tnaqqis ghal cirkostanzi | 20% (20%)

specjali

Tnaqqis ghal assenza ta’ | 0% 0%

pagamenti simili

genwini fl-ahhar 12-il

xahar?®

TOTAL FINALI 30% 70%

Ghalhekk, skont il-mudell, I-llmentatur ghandu jgorr 70% tal-piz u t-30% |-ohra
jgorrhom il-BOV.

ll-mudell normalment inaqqas il-htija tal-klijent b’50% ghax ikun ir¢ieva messagg
jew komunikazzjoni fuq il-kanal li normalment jircievi notifiki mill-Bank. Dan
japplika I-aktar ghal kazi ta’ smishing fejn l-ilmentatur ikun ircieva SMS fuq il-
kanal normali tal-Bank. Izda, f'dan il-kaz, mart I-llmentatur irceviet email li kienet
pjuttost cara li kienet frawdolenti peress li kienet gejja minn:

BOV Group support@jaceresa.or.jp.

Dan ma jsostnix dak li xehdet il-mara tal-limentatur meta qalet li I-email address
kien l-istess ezatt kif tkun tal-BOV.?’

Ghalhekk, flok b’50% ged inaqqas il-htija tal-llmentatur b’25% ghaliex kien aktar
facli li mart |-llmentatur tinduna li I-email li rceviet kienet qarrieqa milli jkun il-
kaz meta |-messagg jasal fuq il-kanal ta” SMS li I-Bank juza ghan-notifiki tieghu
lill-klijent.

lI-mudell isib li I-fatt li mart |-limentatur bilfors li bagghet tikkopera mal-frodist
billi fis-Signatures tal-App setghet tara l-ammont u I-ahhar hames numri tal-
IBAN u sahansitra anke dahhlet is-6-digit code li taghti I-ahhar awtorizzazzjoni
biex isir il-pagament. Anzi dan il-code dahhlitu erba’ darbiet ghax |-ewwel tliet

%6 p. 122 il-pagament €420 fit-13.09.2023.
27p. 133
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darbiet dahhlitu hazin. II-BOV ta prova dokumentata li dan seta’ jsir minn mart
[-llmentatur permezz tal-mobile app jew token fil-pussess uniku taghha u ¢-
cahda li ghamlet hekk mhix perswaziva.

Dan izid id-doza ta’ negligenza ta’ mart |-limentatur ghax hi kienet ghamlet
pagament bhal dan fit-12-il xahar ta’ qabel u setghet tinduna li kienet ged
tawtorizza pagament u mhux ged tawtenika xi firem digitali. 1z-zieda skont il-
mudell originali hija 60% tat-tnaqqis li jkun sar gabel, jigifieri 15% (marbuta ma’
tnaqqis ta’ 25%) flok 30% (b’rabta ma’ tnaqqis normali ta’ 50%).

lI-mudell ma jzidx ir-responsabbilta tal-llmentatur ghax tkun irceviet xi twissija
mill-bank biex ma taghfasx links bhal dawn fl-ahhar tliet/sitt xhur gabel il-kaz.

Langas jista’ |-Arbitru jiskuza lil mart I-llmentatur ghax ma ghamlitx pagamenti
online simili ghaliex hi stess ammettiet |i kienet midhla ta’ kif isiru dawn il-
pagamenti online bl-internet.

L-Arbitru wizen jekk kienx hemm xi ¢irkostanzi specjali li jiskuzaw lill-llmentatur
f'dan il-kaz jew izid ir-responsabbilita tal-Bank.

L-Arbitru jhoss li |-fatt |li ddahhal ghal tliet darbiet b’mod zbaljat il-kodici li
tawtorizza I-pagament kellu jwassal ghal suspett li xi haga ma kinitx flokha. Dan
aktar w’aktar meta tqis li ma kienx soltu li jsiru pagamenti online favur terzi ta’
dan il-valur u, anke, ghax ir-raguni biex jithallas lura self kienet minnha nnifisha
stramba.

L-Arbitru jhoss li I-Bank ghandu sistemi laxki wisq li jitolbu zball fil-kodici i
tawtorizza pagament ikun repetut hames darbiet biex il-pagament jieqaf. Dan
aktar w’aktar meta |-pagament ikun qed isir fuq bazi ‘same day’ li normalment
hija tipika ta’ pagamenti frawdolenti. L-Arbitru jhoss li s-sistemi ghandhom ikunu
aktar rigidi u jekk il-kodic¢i jiddahhal hazin darbtejn, I-aktar I-aktar, tliet darbiet,
mhux biss ghandu jsir abort awtomatiku tat-tranzazzjoni, izda ghandu jigi wkoll
iffrizat is-servizz ta’ online transfers lil terzi sa ma jsir kuntratt bejn il-Bank u I-
klijenti u jigu ¢carati I-affarijiet sew.

Ghalhekk, I-Arbitru ged jikkonsidra li hemm cirkostanzi specjali li jzid il-htija tal-
Bank b’20%.
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B’kollox, ghalhekk, I|-Arbitru ged jordna kumpens ta’ 30% tal-pagament
frawdolenti li gie debitat lill-kont tal-llmentatur.

Ghaldagstant, ai termini tal-Artikolu 26(3)(c)(iv) tal-Kap. 555 tal-Ligijiet ta’
Malta, I-Arbitru ged jordna lil Bank of Valletta p.l.c. ihallas lill-llmentatur is-
somma ta’ elf, mitejn u sitta w’disghin punt tlieta zero euro (€1,296.30)

Peress li I-piz gie allokat bejn il-partijiet, kull parti ggorr l-ispejjez taghha.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjariji
Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell
regolat bl-artikolu 27 tal-Att dwar |-Arbitru ghas-Servizzi Finanzjarji (Kap. 555)
(‘I-Att’), maghmul quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien
ghoxrin (20) gurnata mid-data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba
ghal kjarifika jew korrezzjoni tad-Decizjoni skont I-artikolu 26(4) tal-Att, mid-
data tan-notifika ta’ dik l-interpretazzjoni jew il-kjarifika jew il-korrezzjoni hekk
kif provdut taht I-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografici jew zbalji simili mitluba skont I-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti I-ohra, fi
zmien hmistax (15)-il gurnata min-notifika tad-Decizjoni skont I-artikolu
msemmi.

Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku
tal-Ufficcju tal-Arbitru ghas-Servizzi Finanzjarji wara li jiskadi |-perjodu tal-appell.
Dettalji personali tal-ilmentatur/i jkunu anonimizzati skont I-artikolu 11(1)(f) tal-
Att.
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