Quddiem I-Arbitru ghas-Servizzi Finanzjariji

Kaz ASF 204/2024

CMm

(‘I-llmentatur’)

Vs

HSBC Bank Malta p.l.c.
Reg. Nru. C 3177

(‘Fornitur tas-Servizz’ jew ‘Bank’ jew
‘HSBC’)

Seduta tal-14 ta’ Novembru 2025
L-Arbitru,

Ra l-ilment,! li [-Uffi¢¢ju tal-Arbitru ghas-Servizzi Finanzjarji (‘OAFS’) réieva fil-5
ta’” Novembru 2024, fejn I-llmentatur issottometta |i kien titolari ta’ kont
bankarju mal-HSBC bin-numru jispicca 8050. Irrapporta li huwa safa vittma ta’
scam li permezz taghha ingibdu €32,000 mill-kont minghajr I-awtorizzazzjoni
tieghu.

[Imenta illi:

“Min-naha tal-Bank ma saru kontrolli ta’ xejn bil-mod kif ingibdu dawn il-flus
f’diversi tranzazzjonijiet f'gurnata wahda (16 ta’ Jannar 2024). Jirrizulta illi I-
bank ma ha l-ebda prekawzjonijiet mitluba mil-ligi sabiex jassikura illi ma kien
ged isir I-ebda frodi u lanqgas ha prekawzjonijiet ghal finijiet ta’ hasil ta’ flus meta
halla somma notevoli tigi zbankata f'gurnata wahda minghajr verifiki u kontrolli
ta’ xejn.

1 Pagna (P.) 1 -7 u dokumenti annessi p. 8 - 23.
L-ilment u certu sottomissjonijiet originarjament saru bl-Ingliz. Peress li I-partijiet jifhmu sew il-lingwa Maltija,
u s-seduti saru fil-fatt bil-Malti, din id-decizjoni qed tinhareg bil-Malti.
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In oltre, I-esponenti langas gie mgharraf mill-bank bl-ebda mod illi kienu ged
jingibdulu dawn il-flus mill-kont tieghu.

Din in-negligenza u nuqqasijiet jaghmlu lill-bank responsabbli vis-a-vis il-
mittenti. Fil-fatt, kien minhabba dawn in-nuqqasijiet fis-sistema operata mill-
istess bank illi wasslu ghal dan it-telf finanzjarju lill-mittenti.

In oltre jibga’ I-fatt illi I-bank lanqgas ikkopera mal-mittenti. II-bank ma ta I-ebda
gharfien dwar il-mod kif hargu dawn il-flus, jew il-mod kif ghaddew. Tant li
ghandu dubju jekk dawn il-flus waslux ghall-allegat destinatarju taghhom. Mal-
bank kollox baqa’ fil-limbu.

Jigi osservat ukoll illi I-bak tant kien negligenti fl-agir tieghu illi sahansitra lanqas
kellu Ihegga jirrispondi ittra interpellatorja datata d-9 ta’ Mejju 2024 u ittra
ufficjali datata t-28 ta’ Gunju 2024.”

Bhala rimedju talab lill-Arbitru jordna lill-Bank jirrifondi t-telf kollu li garrab
(€32,000).

Jirrizulta li Mejju u fGunju 2024, permezz ta l-avukat tieghu, I-llmentatur
ghamel protest gudizzjarju kontra I-HSBC fejn talab lill-Bank jaghmel tajjeb ghat-
telf li garrab u li kien biss f’Awissu 2024 li I-Bank irregistra risposta fejn ¢ahad it-
talba.?

Jirrizulta li l-pagamenti suggett ta’ dan l-ilment saru kif jidher fit-tabella
segwenti:
DATA AMMONT EURO | FKONT MA’ HSBC
STESS JISPICCA BIN-
NUMRI
15.01.2024 3000 ...4050
16.01.2024 5000 ...2001
16.01.2024 3000 ...2001
2p. 4
3p.8-10
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DATA AMMONT EURO | FKONT MA’ HSBC
STESS JISPICCA BIN-
NUMRI

16.01.2024 6000 ...4050

16.01.2024 8000 ...4050

17.01.2024 7000 ...4050

TOTAL 32000

Fis-17 ta’ Jannar 2024, kien sar pagament iehor ta’ €7,000 izda dan gie rkuprat

mill-HSBC u rega’ tpogga fil-kont tal-limentatur.

Sar rapport lil-pulizija dwar dan il-kaz fis-17.01.2024 fil-hin ta’ 21:41.

Jidher li waqt l|-investigazzjoni taghhom, il-pulizija regghu intervistaw lill-

liImentatur fis-26 Marzu 2024.°

Risposta

Flr-risposta® datata 4 ta’ Dicembru 2024, |I-HSBC issottometta:

“That the Complaint is unfounded and ought to be rejected because of the

following reasons:

1. On 23rd June 2023, the Bank sent a personal email to [the Complainant]
to update the customer of various changes and the email included a
section entitled ‘Keep yourself safe from Scammers and Fraudsters’. This
section was included to educate him about fraud and scams (Doc. 1). The
email was sent to the address [the Complainant] previously provided the
Bank with and is deemed to have been received by [the Complainant].

2. On 31st October 2023, the Bank stopped a transaction through
transaction monitoring due to suspected fraud on [the Complainant’s]
account. The Bank called [the Complainant] who informed the Bank that

4p.38-39
°P.20-21

6P. 29 -31 u dokumenti annessi 32 - 42. Ir-risposta qed tigi kkwotata bl-Ingliz kif intbaghtet izda |-pro¢eduri

kollha saru bil-lingwa Maltija.
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he spoke with someone over the phone claiming to be an agent from an
investment firm who told him that if he transfers five thousand Euro
(€5,000) to an investment firm in return he will get six thousand Euro
(€6,000) back due to interest. [The Complainant] gave the fraudster his
internet banking credentials, transaction verification pin generated from
the internet banking app and all card details. Therefore, the Bank
suspended [the Complainant’s] internet banking account and all cards in
the name of [the Complainant] for his own security. [The Complainant]
was guided to file a police report (Doc. 2).

Following this incident, [the Complainant] was directed to visit the Gozo
Branch where the Bank educated the customer with regard to fraud and
scams and informed [the Complainant] to never give his internet banking
credentials and card numbers to anyone as the Bank never asks its
customers to provide this type of information. [The Complainant] was also
guided by the branch to take his devices to an IT technician to make sure
that no malware was installed on his devices.

[The Complainant] insisted that he needed his internet banking to work
properly as he needed the service.

[The Complainant’s] banking services were reinstated after making sure
that [the Complainant] understood that he should never provide
confidential information to anyone;

3. On the 15" January 2024, [the Complainant] called Call Centre to report
that he noticed that three thousand Euro (€3,000) were withdrawn from
his account after he gave access through ‘AnyDesk’ to third party who he
thought was an investor. The Call Centre agent educated him immediately
and warned him that he should not give any confidential information to
anyone. The Call Centre emphasised that he should not give login
credentials since this is as though you are giving someone the keys to your
home. He was also asked to file a police report. He seems to have
understood the gravity of the situation.

4. On the 17" January 2024, [the Complainant] phoned HSBC Call Centre to
report that he had noticed transfers out of his account amounting to forty
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thousand Euro (€40,000). [The Complainant] informed the Bank that he
received a call and that notwithstanding the previous warnings given by
the Bank, he had given over his device via ‘AnyDesk app’ which he was
asked to install during the call. He eventually gave the fraudsters his
internet banking log in credentials. The Bank took immediate action to
reduce risk of further losses and ‘Forced logged off the customer’s
internet banking and temporarily suspended his accounts. This was done
to make sure that any online session on his internet banking would
immediately be terminated. At the same time, it sought to immediately
make attempts to recover any of the above transferred funds.

The Bank successfully managed to stop and recover seven thousand Euro
(€7,000) of the said transactions and reimbursed [the Complainant] with
the same amount. Restrictions were put in place, and [the Complainant’s]
internet banking was suspended and funds could not be withdrawn from
account. The Bank had to take such measures since the customer seemed
to be confused. Following these withdrawals on his account, [the
Complainant] was again advised to file a police report whereby he
declared that he wanted to invest in Bitcoin on two different platforms
(Doc. 3).

5. On the 1°* February 2024, the Bank again warned and educated the
customer with regard to the dangers of investment scams in person. The
Branch Manager warned him to be diligent when effecting transactions
and a declaration was taken to this effect (Doc. 4). The Bank explained to
the customer the gravity of the circumstances and to take his devices to a
technician to clean any malware and not to speak to the fraudsters. He
also advised that he filed a police report after giving access willingly to
unknown persons to invest in Bitcoin (Doc. 5).

That in view of the above, the Bank submits that the Complainant’s claim is
unjustified in fact and at law and that consequently, all Complainant’s demand
are to be rejected with costs to be borned by the said Complainant.

The Bank respectfully reserves the right to produce further oral and documentary
proof and to make additional submissions both oral and also in writing during
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the sittings before His Honour, the Arbiter, to substantiate its position as above
indicated.”

Mar-risposta hemm mehmuz (fost dokumenti ohra), rapport li kien sar lill-
pulizija mill-llmentatur flI-1 ta’ Novembru 20237 dwar attentat ta’ frodi li kien sar
meta hadulu mill-kont €5,000 wara li kien ta a¢¢ess ghall-kont tieghu permezz
ta’ App maghrufa bhala AnyDesk lil min kien hajjru jinvesti €200. Jidher li dan I-
attentat ta’ frodi ma kienx sehh ghax il-Bank imblokka I-pagament fil-hin.

Seduti

Ghall-ewwel seduta, I-llmentatur ressaq affidavit® fejn ikkonferma dak li kien
diga qal fl-ilment u fis-sustanza qal:

1. il-Bank kien waqqgaflu I-pagament ta’ €5,000 li kien ser isir f'Ottubru 2023
permezz tal-AnyDesk.

2. li huwa ma kienx konvint li din kienet frodi.

3. li I-Bank ma kienx widdbu dwar frodi jew scams wara l|-esperjenza
t’Ottubru 2023.

4. li meta hadulu l-ewwel €3,000 fil-15 ta’ Jannar 2024, kien ¢empel lill-Bank
biex jirrapporta izda galulu biex jogghod attent, bla ma mblukkaw il-kont,
biex ma jsirux pagmenti ohra li huwa ma awtorizzax.

5. li kien fl-1 ta’ Frar 2024, wara li kienu diga hadulu flusu kollha li I-Bank
gieghelu jiffirma dikjarazzjoni® fejn kellu jikkonferma li I-Bank kien wissieh
biex joqghod attent minn attentati frawdolenti u scams.

Ikkonkluda I-affidavit billi gal:

“Nifhem li jien kelli tort ukoll, pero, jien agixxejt innocentement ghaliex
fdajt peress li jien bniedem li ma tantx jien espert f'dawn I-affarijiet, izda
nibga’ nsostni illi meta jien kont diga tajt id-dettalji fil-15 ta’ Jannar 2024,
u ngibduli I-ewwel tlett elef ewro (€3,000), il-bank kien obbligat illi jaghlaq

7p.37
8P, 45 - 46
°p.55
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dawn il-kontijiet jew jaghmel xi haga ohra biex fil-granet ta’ wara ma
710

jkomplux jingibduli aktar flus.

Fis-seduta tad-9 ta’ Gunju 2024, sar il-kontroezami fuq l-affidavit tal-llmentatur.
Biex wiehed jifhem ahjar |-umur u Il-attitudni tal-llmentatur, |-Arbitru qed
jikkwota it-transcript shiha tax-xhieda tieghu wagqt il-kontroezami.

“Mistoqsi meta ddecidejt li ninvesti, nghid li minghalija f’Ottubru 2023.

Nghid li ridt ninvesti fil-Bitcoins.

Mistoqgsi ma’ min ridt ninvesti, nghid li mal-bank bilfors ghax il-flus minn hemm
iridu johorgu.

Qed jinghad li I-bank ma joffrix servizz tal-Bitcoin. Nghid li mal-Bitcoin.

Mistoqsi ghamiltx due diligence fuq dawn li ridt ninvesti maghhom, jekk
ghamiltx ricerka biex nara x’tip ta’ nies huma, nghid li le, m’ghamilt xejn.
Kulma ghamilt kont qed nibbettja u haduli €5,000.

Mistogqsi x’ghamilt biex haduli €5,000, nghid li xejn, mhux huma haduli I-flus
mill-bank tieghi stess.

Mistogqsi mill-Arbitru jekk humiex qed jitkellmu dwar Ottubru 2023 jew wara li
hadu I-€5,000, nghid li ged nitkellmu fuq Ottubru 2023.

L-Arbitru jghid li f’Ottubru 2023, il-bank waqqafni milli naghmel il-pagament
u I-flus ma haduhomlix.

Nghid ezatt.

Mistogsi x’tajthom biex haduli I-€5,000, nghid li tajthom I-informazzjoni tal-
card biex nixtri.

Qed nigi referut ghar-rapport tal-Pulizija li kont ghamilt fl-1 ta’ Novembru
2023, fejn kien hemm miktub: ‘he had deposited €200 onto a website, with the
name AnyDesk which over the months he had realised that this company was
a fraud’ (Doc. 2, pagna 37 tal-process), u li jien tajthom over b’AnyDesk tal-
mobile tieghi u hallejthom jaghmlu t-tranzazzjonijiet.

Nghid li le, ma hallejthomx jaghmlu t-tranzazzjonijiet. Qabdu I-mobile u gerfxu
huma mbaghad.

10p. 46
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Nghid li jiena mort il-bank kemme-il darba u lanqas hadu passi tieghi.

L-Arbitru jintervjeni biex jghid li mill-ilment, hu fehem li f’"Ottubru 2023, jiena
ridt naghmel pagament ta’ €5,000 u li kien ghalija sar, u I-bank waqqafli I-
pagament ghax xamm xi haga hazina u, allura, dan il-pagament ma sarx imma
xorta mort ghamilt rapport tal-Pulizija fl-1 ta’ Novembru 2023.

Qed jinghad li jien ghidtilhom li AnyDesk was a fraud.
Nghid, mhux hekk; imbaghad mort il-bank.
Mistoqsi meta mort il-bank x’qaluli, nghid li lanqas taw kasi I-bank.

Mistogqsi ghalfejn iddecidejt li nerga’ ninvesti mal-istess nies, nghid li jien ma
ergajtx investejt mal-istess nies. Jien mort il-bank biex iwaqqafli kollox.

Qed jinghad wara li jien ergajt tajthom access ghall-AnyDesk. Nghid li jien ma
ergajtx tajthom access ghall-AnyDesk. Nghid li bdew icempluli I-hackers u
dagshekk.

Mistogsi qattx tajthom passwords, nghid li ma niftakarx ezatt, insejt. Jien
tajthom id-dettalji tal-card ghax bilfors irrid nigbidhom mill-bank il-flus bhal
meta nixtri oggett minn barra, jehdulek il-flus, imbaghad, jibaghtulek I-
affarijiet. Dak li ghamilt bhas-soltu.

Mistogsi ghalfejn insistejt li I-bank jerga’ jiftahli I-internet banking u I-cards,
nghid x’naghmel, nogghod minghajr flus? Lanqas kelli biex niehu kafe!

Mistogsi qattx il-bank wissieni biex ma nehux il-calls, nghid li le, qatt! Wara
wissieni, wara. Kif haduhomli, wissieni.

Mistogqsi mill-Arbitru jekk il-bank wissinix f’Ottubru/Novembru biex noqgghod
attent, nghid li iva; wiehed Rafel. Qalli biex noqghod attent, ma qabadx u
ghalagqli I-kont.

Iva, dakinhar ghalagqli I-internet, jien gergirt u rega’ fetahuli.

Qed jinghad li fil-15 ta’ Jannar jidher li haduli €3,000 (li kienet I-ewwel
tranzazzjoni mill-flus li serquli ghax il-€5,000 t’Ottubru ma kinux serquhomli) u
jien mort il-bank.

Mistogqsi dakinhar il-bank x’qalli, nghid li dakinhar mort il-bank u ghidtilhom li
xi hacker ged jehodli I-flus, qed jilghabli bil-mobile tieghi.
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Nghid li fil-15 ta’ Jannar jien ma cempiltx il-bank, jien mort il-bank u ma
ghamlu xejn. Nghid li kellimt lil Rafel. Ghalquli I-internet banking u waqqfuli I-
card

Qed jinghad li skont I-affidavit tieghi, fil-15 ta’ Jannar jiena cempilt lill-bank,
mhux li mort il-bank. U li ma jistax ikun li ghalquli I-internet banking ghax kieku
ma kinux isiru t-tranzazzjonijiet I-ghada u I-pitghada.

Nghid li cempilt lil Rafel u ghidltu, ‘ll-flus ged jongsuli.” Imbaghad, kont gieghed
hemm jien u qalli, ‘Hawn ihhekkjawk’. Nghid li ma ha passi xejn.
Mistogsi kontx naf li jien ged nawtorizza dawn il-pagamenti, kontx qed nircievi

PIN u kontx ged ninputtjah, nghid li le.

Mistogqsi ghalfejn kont qed nirrekordja lill-frodisti, nghid biex insemmaghhom
lil Rafel. Imbaghad, Rafel qalli, ‘Biex jihhekkjawk aktar!’ Biex nghid il-verita, il-
hacker rega’ cempilli u qalli, ‘We did not take the money; HSBC took them.’

Mistogqsi min hu Rafel, nghid li skrivan il-bank, jahdem il-bank.
Dr Claudia Muscat tikkjarifika li din il-persuna hija Michael Refalo.
Nikkonferma li I-pagamenti saru fil-15, 16 u 17 ta’ Jannar.

Mistoqsi meta kien li qatghuli I-internet banking, nghid li wara li haduli I-flus.
Nghid li wara s-17 ta’ Jannar.

Mistogsi I-bank kienx wissieni f’Ottubru u fil-15 ta’ Jannar u wara biex ma
nikkorrispondix ma’ dawn I-investituri, nghid li le.

Mistogsi qallix biex ma nwegibx telefonati taghhom, nghid li le.

Mistogsi kif kont ged nikkuntattjia maghhom fil-15 u s-16 ta’ Jannar, nghid li
huma kienu jcemplu; jien ma nikkuntattja lil hadd. Huma kienu jcempluli. Min
jisirgek jew min jaghmillek oggett, mhux ser jogghod icempillek, jitlaq 'l hemm.

Mistoqsi meta ghidt lill-bank li sejjer Thailand x’gara, nghid xi tridu jigri? Meta
mort Thailand, kelli t-ticket maqtugh u bejn is-16 u s-17 ta’ Jannar, haduli I-flus.
Mort ghand ommi biex tislifni €3,000 ghax haduli kollox. Qieghedt it-€3,000 I-
bank u ergajt gbidthom. Hemm miktub fuq il-computer tal-bank stess. Hemm
miktub ‘mother’.

Mistogqsi ghalfejn irrekordjajt lill-frodisti, nghid li mhux ghax irrekordjajthom
jiena; il-mobile tieghi jirrekordja wahdu. Kull min icempilli jirrekordja. IlI-
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mobiles tal-lum, icempel min icempel jigu rrekordjati. Jien mhux ser
nghidilhom li qed nirrekordjahom ghax jien ma nafhomx lil dawn.

Mistogsi jekk qattx hadd minbarra I-bank avzaniex biex ma nikkuntattjax lil
dawn il-frodisti, nghid li le. Il-frodisti bdew icempluli. Qatt hadd ma wissieni
biex ma nikkuntattjahomx.

Qed jinghad li biex jien ghamilt it-tranzazzjonijiet f’Jannar, sinjal li ergajt
tajthom access ghall-AnyDesk.

Nghid li le, ma tajthom xejn jiena.

Qed jinghad li fir-rapport tal-Pulizija tas-17 ta’ Jannar 2024, f’Doc 3 (pagna 38
u 39 tal-process) hemm miktub:

‘Il-Kwerelant irrapporta gewwa I|-ghassa tar-Rabat Ghawdex illi huwa gie
ffrodat I-ammont ta’ 40,000 euro min fuq zewg applications bl-isem ‘Any Desk’
u Atomic Wallet’,

U, allura, ged nigi mistogsi jekk f’Ottubru kont naf li AnyDesk was a scam,
ghalfejn ergajt tajthom access f’Jannar, nghid li jiena ma tajthomx access.

Qed jinghad li biex tkun tista’ taccessa I-AnyDesk, trid taghti I-password li
jinbidilli, nghid li iva, dak kont zbaljajt jiena I-ewwel darba.
Mistoqsi ghalfejn tajthom il-password tal-internet banking, nghid li insejt.”**

L-Evidenza mressqa mill-Bank HSBC

Xehed Ivan Xerri, II-Branch Manager tal-fergha ta’ Victoria, Ghawdex. Fis-

sustanza qal:!?

1. Wara l-incident t'Ottubru 2023, fejn il-Bank waqqaf pagament suspettuz
u ssospenda l-internet banking tal-llmentatur kien biss wara li edukawh u
avzawh biex ma jizvelax il-codes sigrieti lil terzi, li I-Bank laga’ t-talbiet
repetuti tal-llmentatur biex jerga’ jinfetahlu I-internet banking.

2. ll-cards kienu twaqqgfu u meta regghu hargu kellhom numri u kodici
godda.

1p.57-60
2p. 60 - 62
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3. L-llmentatur kien jinsisti b’mod repetut biex nifthulu |-internet banking
ghax l-iscammers riedu jibaghtulu I-flus, meta biex tircievi flus ma
ghandekx bzonn internet banking. Biex johorgu jkun hemm bzonn internet
banking jekk ma tmurx personalment il-Bank.

4. Kienu wkoll avzawh biex inehhi I-App AnyDesk minn fuq il-mobile.

5. Meta kien imur mal-mara/siehba u din stess kienet twiddbu biex ma
jkomplix jitkellem mas-suppost bank ta’ barra ghax il-banek ma jcemplux
f'nofs ta’ lejl.

Xehed ukoll Kenneth Attard, Head of Fraud, fI-HSBC |i kkonferma fis-sustanza
dak li diga gal Ivan Xerri u zied:

“Nghid li peress ahna geghdin specifikament fuq fraud, u I-branch ovvjament
ikunu jafu certu affarijiet pero limitati, meta kien imur (I-llmentatur) kienu
jcemplulna - lili jew lil xi hadd mit-team tieghi — u nitkellmu maghhom.
Bazikament, konna naghtu r-recommendation ta’ kif ghandhom jimxu,
x’ghandhom jghidulu bhal meta ghidnilu biex inehhi dik I-app, mur hu I-mobile
ghand technician biex inehhilu xi affarijiet li kienu ntuzaw biex jiehdu over
remotely minn fuq il-mobile tieghu.

Nghid li biex ghamel dawn it-tranzazzjonijiet bilfors li kien uza t-2 factor
authentication. Kif tahdem il-mobile app, l-ewwel tilloggja bil-password
tieghek, u jekk inti ser taghmel transfer trid tiggenera code, One-Time PIN, li
jintuza biex taghmel it-transfer, jigifieri kull darba li trid taghmel xi haga, trid
terga’ tiggenera dak il-One-Time PIN inkella ma tkunx tista’ taghmel it-
transfer.

Biex niccara nghid li meta (I-llmentatur) ta over lil AnyDesk, huwa ta I-
password biex ikun jista’ jidhol fl-internet banking, imbaghad wara, ghal kull
transaction li ghamel, kellu jerga’ jiggenera n-numru u jaghtihulhom. Ma
hemm ebda mod iehor kif tiggenera dan in-numru; trid tiggenerah mill-Mobile
App.”3

Meta I-Arbitru stagsa ghalfejn fil-15 ta’ Jannar 2024, meta ¢empel biex
jirrapporta li hadulu €3,000, il-Bank ma regax imblokka I-kont kif kien ghamel
f’Ottubru 2023, Kenneth Attard qal:

3p.64
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“L-internet banking ma kienx compromised u I-card ma kinitx compromised
ghax hu tahom il-One Time PIN u (dan) tista’ tuzah darba biss, jigifieri jekk
dawn riedu jergghu jaghmlu transfer iehor, ried jerga’ jiggeneralhom il-One-
Time Pin.

Nghid li jiena smajtha I-call. Meta kellmitu din I-agenta, kienet konvinta li hi
rnexxielha tikkonvincih ghax hu wieghedha li mhux ser jerga’ jaghmel aktar.
Ghalhekk ma wagqqfitx kollox. Fl-ahhar mill-ahhar, I-limentatur dejjem jigri
warajna biex nirrestawrawlu s-servizzi. At that point in time, I-agenta tal-Call
Centre kienet mohhha mistrieh li dan irid jerga’ jaghmel xi haga hu u mhux
ghandhom access fugq il-kont u jistghu jaghmlu li jridu.

Qed jinghad li I-pagament tat-€3,000 kien sar u dan I-agenta setghet tara li I-
pagament kien sar.

Nghid iva, I-pagament kien sar. Going forward, id-debit sar I-ghada u I-
pitghada.”**

Wara din is-seduta, I-Arbitru talab biex il-Bank jghaddi recordings tat-telefonati
li I-llmentatur ghamel mal-Call Centre tal-Bank bejn il-15 u s-17 ta’ Jannar 2024.

L-Arbitru ddokumenta dawn it-telefonati hekk:

1. “Telefonata ta’ 8:33 minuti ma’ rapprezentanta RUTH li saret tard fil-
ghaxija fil-15 ta’ Jannar 2024.

a) L-llmentatur irrapporta li ttiehdulu €3,000 mill-kont tieghu li ma
sarux bl-awtorita tieghu.

b) Gie stabbilit li kien sar trasferiment ghal kont permezz ta’ internet
banking f’kont iehor tal-HSBC numru ...... 050.

c) L-llmentatur ammetta li kien qged jitkellem ma’ xi hadd Ii kien
investielu I-flus li ma kienx jaf min hu u li kien tah il-kodici sigrieti
tal-kont biex minghalih jaghmillu pagament tal-imghaxijiet.

d) Ma saritx identifikazzjoni formali tal-llmentatur izda kien ta
informazzjoni bizzejjed dwar it-tranzazzjoni ilmentata li ma halla
ebda dubju min kien.

14p.65
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e) ll-kont ma giex iffrizat u ma saret ebda referenza ghar-recall tal-
pagament.

f) RUTH wissietu biex ma jaghtix informazzjoni aktar lil min kien qed
icempillu u jisraqlu flusu u sahqet li filghodu ghandu jmur il-fergha
tal-Bank jirrapporta I-kaz u jaghmel rapport I-ghassa.

2. Telefonata ta’33:11 minuti ma’ rapprezentant JEAN li saret fl-ghodwa tas-
17 ta’ Jannar 2024. Ghal parti sew mit-telefonata I-llimentatur kien ‘on
hold’ waqt li JEAN kien ged jikkonsulta ma’ ufficjali ohra tal-fraud section
tal-Bank.

a) It-telefonata saret wara li I-pagamenti ilmentati kienu ga saru
kollha fis-16 u 17 ta’ Jannar 2024 b’zieda ma’ dak i kien sar fil-
15 ta’ Jannar 2024 skont l-ewwel telefonata.

b) Is-servizz tal-internet banking gie mwaqqaf u d-debit card giet
iffrizata.

c) JEAN spjega li se jsir reall tal-pagamenti (li kollha saru f’kontijiet
mal-HSBC stess) u wieghed li jaghmel li jista’ biex il-pagamenti
jigu mregga’ lura.

d) JEAN wieghed li se jcempillu lura jekk ikollu xi informazzjoni utli.
3. Telefonata ta’ 3:58 minuti ma’ rapprezentanta DESIREE
4. Telefonata ta’ 3:09 minuti ma’ rapprezentanta PAULA
5. Telefonata ta’ 7:01 minuti ma’ rapprezentanta CHARLOTTE.

Dawn it-tliet telefonati saru wara nofsinhar tas-17 ta’ Jannar 2024, fejn I-
lImentatur kien ged:

a. Jara jekk JEAN kienx irnexxielu jigborlu flusu lura izda JEAN ma
kienx ghadu xoghol.

b. lJitlob biex jigi restawrat I-Internet Banking u d-debit card ghax I-
iscammer kien qed icempillu jilmenta li I-HSBC iffrizawlu kollox u
ma setax jibghatlu I-flus lura li kien weghdu.

13
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c. Skont I-llmentatur la ma kien fadal kwazi xejn fil-kont ma kienx
hemm riskju li ser ikomplu jehdulu.

NOTA:

Fis-16 ta’ Jannar 2024, I-llmentatur mar il-fergha tal-Bank u gibed flus kontanti
ghal €10,000 (p. 15) gabel ma regghu bdew il-pagamenti skont it-tieni
telefonata, izda ma hemmx evidenza li segwa I-parir ta’ RUTH biex jaghmel
rapport lill-Branch u jaghmel rapport I-ghassa.

Rapport lill-Pulizija sar fis-17 ta’ Jannar 2024 fil-hin ta’ 21:41 (p. 38 — 39)

L-ewwel evidenza li mar fil-fergha tal-Bank turi vizta fl-1 ta’ Frar 2024 biex jigbed
€3,000 (p. 46 para 3.) fejn ukoll iffirma dikjarazzjoni (p. 55).”*°

Fis-seduta tat-2 ta’ Settembru 2025, xehed Michael Refalo li bazikament
ikkonferma dak li kien diga hareg fix-xhieda ta’ qabel izda ma kienx cert jekk il-
hafna twissijiet |i tawh il-fergha biex ma jikxifx il-kodici sigrieti ma’ terzi sarux
biss wara l-ewwel attentat t'Ottubru 2023 u jekk sarux ukoll meta jidher li I-
lImentatur mar fil-fergha fis-16 ta’ Jannar 2024 (waqt li kien ghaddej il-frodi) biex
jigbed kontanti ta’ €10,000.

Zgur saru hafna twssijiet wara, izda I-flus kien lahqu hargu.
L-Arbitru stagsa lill-llmentatur:

“Qed jinghad li jien ¢empilt il-Call Centre fil-15 ta’ Jannar 2024 u domt
nitkellem ma’ persuna tmien minuti biex nghidilha li serquli t-€3,000. U din il-
persuna b’mod emfatiku (ghax I-Arbitru sema’ t-telefonata) qaltli biex I-ghada
filghodu I-ewwel haga mmur naghmel rapport lill-branch u mur naghmel
rapport lill-Pulizija. Huwa ¢car li r-rapport tal-Pulizija jien m’ghamiltux I-ghada
filghodu imma ghamiltu xi jumejn wara. Imma mort fil-branch I-ghada
filghodu fis-16 ta’ Jannar u gbidt €10,000 cash.

Mistogqsi dakinhar meta gbidt €10,000 cash avziajthomx kif kienet qaltli s-
sinjorina I-gurnata ta’ qabel bil-lejl biex naghmel ir-rapport li haduli €3,000,
nghid li iva tkellimt mal-kaxxiera.

5P.66-67
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Mistogsi insistejtx li naghmel rapport, nghid mela le! Mill-ewwel anzi mort.
Mhux kif qal li wara tlett ijiem!

Mistogsi dan il-kaxxier hadlix ir-rapport fuq dawn it-€3,000, nghid li le, ma
nahsibx. Ma qaltli xejn, xejn.

Qed jinghad li ma mortx I-ghassa dakinhar, nghid li le. Qed jinghad li jien mort

I-ghassa fit-18 ta’ Jannar, nghid li iva meta haduli kollox.”®

Sar ukoll il-kontroezami ta’ Kenneth Attard u Ivan Xerri:

“Kenneth Attard

Ix-xhud spjega li hu ma kienx involut fil-kaz li gara f’Ottubru 2023 ghax ma
kienx fil-kariga izda li sar jaf bih meta nqala’ I-frodi tal-pagamenti li saru
fJannar 2024.

Mistogqsi ghalfejn meta gie rrapportat I-ewwel pagament ta’ €3,000 fl-ewwel
telefonata mal-Customer Service tard fil-15 ta’ Jannar 2024 (telefonata ma’
Ruth - folio 66), is-servizz tal-internet banking tal-limentatur ma giex
immedjatament sospiz bhalma kien gara f’Ottubru, huwa qal:

Ma giex sospiz ghax I-llmentatur wieghed li mhux ser jghaddi aktar codes lill-
iscammers u li I-ghada filghodu ser imur il-branch u I-ghassa jaghmel rapport
tal-kaz.

Minghajr il-kodici li jkun specifiku ghal kull pagament, l-iscammer ma setax
jigbed aktar flus mill-kont tal-llmentatur.

Ivan Xerri

Niftakar li I-llmentatur kien gie I-branch nhar is-16 ta’ Jannar 2024 biex jigbed
flus kontanti f’ammont kbir.

Dan il-kaz kien gie referut lili mill-kaxxier u mill-uffi¢jali tal-Bank skont il-prassi.

Peress li I-llmentatur kien spjega li dawn il-flus kellu bzonnhom biex isiefer, gie
awtorizzat gbid ta’ €10,000 ghax dan huwa I-limitu legali ta’ kontanti li wiehed
jista’ johrog mill-pajjiz. Teknikament il-klijent kien jithalla jigbed f’forma
kontanti I-flus li jkollu fil-kont basta jkun konformi mal-ligi.

%¥p.70-71
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Ma niftakarx jekk dakinhar kontx kellimt lill-llmentatur direttament izda zgur
li I-haga kienet tikkoncentra biss il-gbid mill-kont ta’ flus kontanti. Ma saret I-
ebda referenza ghal dak li kien gara u li gie irrapportat lill-Customer Service
tal-Bank gurnata qgabel fejn sar rapport ta’ frodi ta’ €3,000.

Wara I-kaz t’Ottubru 2023, fejn is-servizz tal-internet banking kien gie sospiz
lill-llimentatur, kienu saru diversi lagghat mieghu meta kien jigi jitlob
konsistentement biex is-servizz jerga’ jinghatalu.

Wara I-pagamenti tas-17 ta’ Jannar 2024, xorta baqa’ jigi biex naghtuh is-
servizz izda dan wara li I-froga kienet saret.”’

Sottomissjonijiet finali

Fis-sottomissjoniet finali, |-partijiet bazikament sostnew |-argumenti li kienu
diga tressqu, izda b’mod stramb, I-llmentatur talab hlas lura tat-telf li
kkwantifika bhala €40,000 flok €32,000, kif kien indikat fl-ilment, u kif gie
kkonfermat wagqt il-provi.

Talab ukoll imghaxijiet u danni morali li ma kinux inkluzi fl-ilment originali.
Analizi u kunsiderazzjonijiet

L-Arbitru josserva li ma hareg I-ebda dubju ragonevoli, u langas ma tqajjem il-
punt, li ma kienx minnu li I-llmentatur safa vittma ta’ frodi.

Dak li jehtieg jigi stabbilit huwa jekk il-telf imgarrab:

e kienx kompletament htija tal-llmentatur li b’mod irresponsabbli u b’sinjali
cari ta’ negligenza grossolana injora |-hafna twissijiet li nghata biex ma
jikxef ma’ hadd il-kodici sigrieti li jaghtu access ghall-kont bankarju tieghu
permezz tal-internet banking

jew

e jekk il-Bank HSBC nagasx b’xi mod li kkontribwixxa biex l-iscam tigi
esegwita fid-dimensjoni taghha kif ilmentat.

Dan huwa kaz iehor minn sensiela t'ilmenti |li ghandu quddiemu [-Arbitru
maghmula minn nies lokali rigward skemi ta’ pagamenti frawdolenti b’sistema

7p.71-72
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maghrufa bhala ‘pig butchering’ fejn frodisti professjonali bi kreattivita enormi
ged ihaddmu biex jarrikkixxu ruhhom a skapitu ta’ konsumaturi.

L-Arbitru jaghmel referenza ghal Noti Teknici li hareg fi Frar 2025 dwar x’inhu
‘pig butchering’ u jispjega x'inhuma meqjusa I-obbligi tal-banek u istituzzjonijiet
finanzjarji ohra licenzjati biex jipprotegu lill-klijenti, spec¢jalment dawk
vulnerabbli, minn dan it-tip ta’ frodi. Dan biex il-banek u l-istituzzjonijiet
finanzjarji licenzjati jaderixxu mal-obbligi |li ghandhom u jkunu jifhmu I-
konsegwenzi li jistghu japplikaw jekk jongsu milli jaghmlu dan.

Dawn in-Noti Tekni¢i huma wkoll ippubblikati fuq il-website tal-OAFS ghall-
informazzjoni generali mhux biss tal-partitjiet f'dan |-ilment.*8

lI-kriterji msemmija fin-Noti Tekni¢i m’humiex xi aspetti godda jew oneruzi li
bank jiehu jew kellu jiehu biex jagdi b’mod adekwat |-obbligu tieghu ta’
moniteragg tat-tranzazzjonijiet tal-klijenti. H#afna minn dawn il-kriterji il-bank
diga jkollu informazzjoni fughom fis-sistemi tieghu u xi ohrajn jistghu jingabru
meta l-intervent ikun f'waqtu u necessarju bhala parti mill-operat tal-bank fuq
tali obbligi ta’” moniteragg tal-pagamenti anke ghal ragunijiet ta’ hasil ta’ flus
skont ir-regoli tal-FIAU.

Hija |-fehma tal-Arbitru |i |-pagamenti ilmentati tant kienu anomali li kien
doveruz li I-Bank, x’imkien matul it-tragitt ta’ dawn il-pagamenti, messu
intervjena biex jimblokka s-servizz tal-internet banking lill-llmentatur
vulnerabbli.

lI-Bank ghandu, jew suppost li ghandu, esperjenza ta’ x'inhu ged jigri madwarna
fejn frodisti professjonali u dejjem aktar kreattivi, ged ihallu warajhom sensiela
ta’ vittmi ta’ konsumaturi fragli li jigu mmanipulati b’weghdiet foloz ta’ gligh facli
u ta’ malajr.

ll-mertu principali ta’ dan l-ilment essenzjalment huwa jekk il-Bank mexiex
skont l-obbligi li ghandu rigward il-moniteragg tal-pagamenti li jsiru mill-
klijenti tieghu.

18 https://financialarbiter.org.mt/sites/default/files/Technical%20Note%20-
%20EN%20%5BFebruary%202025%20v1%5D.pdf

17


https://financialarbiter.org.mt/sites/default/files/Technical%20Note%20-%20EN%20%5BFebruary%202025%20v1%5D.pdf
https://financialarbiter.org.mt/sites/default/files/Technical%20Note%20-%20EN%20%5BFebruary%202025%20v1%5D.pdf

ASF 204/2024

Fin-Noti Teknici li I-Arbitru hareg gabel rigward pagamenti frawdolenti gie
ddikjarat kif gej:*®

‘PSP huma obbligati li jkollhom sistemi effettivi ta’ sorveljanza ta’
pagamenti biex jipprotegu lill-PSU minn pagamenti frawdolenti. Ir-
Regolament Delegat tal-Kummissjoni (UE) 2018/389 tas-27 ta' Novembru
2017 jistabbilixxi standards teknici regolatorji ghall-awtentikazzjoni
gawwija tal-konsumatur u standards miftuhin ta’ komunikazzjoni, u
jissupplimenta d-Direttiva (UE) 2015/2366.

Dan jipprovdi fl-artikolu 2(1) li:

“l-fornituri ta' servizzi ta' pagament ghandu jkollhom fis-sehh
mekkanizmi li jimmonitorjaw it-tranzazzjonijiet li jippermettulhom
jagbdu tranzazzjonijiet tal-pagament mhux awtorizzati jew frodulenti ...
Dawn il-mekkanizmi ghandhom ikunu msejsa fuq I-analizi tat-
tranzazzjonijiet tal-pagament, filwaqt li jgisu elementi li huma tipici tal-
utent ta' servizzi ta' pagament fi¢-Cirkustanzi ta' uzu normali tal-
kredenzjali personalizzati ta' sigurta.”

L-artikolu 2(2) jipprovdi li s-segwenti fatturi bbazati fuq riskju ghandhom
jitgiesu fil-mekkanizmi li jissorveljaw it-tranzazzjonijiet:

~

“Listi ta' elementi tal-awtentikazzjoni kompromessi jew misruqa;
2. L-ammont ta' kull tranzazzjoni ta' pagament;
3. Xenarji tal-frodi maghrufa fl-ghoti ta' servizzi ta' pagament;

4. Sinjali ta' infezzjoni tal-malwer fi kwalunkwe sessjoni tal-procedura ta'
awtentikazzjoni;

5. F'kaz li l-apparat jew is-softwer tal-access jinghata mill-fornitur ta’
servizzi ta' pagament, log tal-uzu tal-apparat tal-access jew tas-softwer
moghti lill-utent ta' servizzi ta' pagament u I-uzu anormali tal-apparat
tal-access jew tas-softwer.

1% In-Nota Teknika mahruga f'Dicembru 2023 (Aggornata Nov 2024) intitolata ‘Mudell ghall-allokazzjoni ta’
responsabbilta bejn Fornituri ta’ Servizzi ta’ Pagament (PSP) u Utenti tas-Servizzi ta’ Pagament (PSU) f’kaz ta’
scams ta’ pagamenti frawdolenti’.
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Gie ¢céarat li I-obbligazzjoni ta’ sorveljanza ta’ mekkanizmi ta’ pagament
m’ghandux ikun ‘sorveljanza ta’ riskju f'hin reali’ u solitament isir ‘wara’ I-
ezekuzzjoni tat-tranzazzjoni ta’ pagament. Ghadu ma giex definit kemm
wara, imma ovvjament ghal kwalunkwe valur reali ta’ tali mekkanizmi, d-
differenza bejn il-hin reali tal-pagament u dak tas-sorveljanza effettiva ma
tridx tkun wisq.”

Huwa ¢ar li dawn huma obbligi serji fug bank bhall-HSBC biex jimmoniterja sew
il-pagamenti li jkunu ged jaghmlu |-klijenti tieghu u jogghod attent ghal kull
xamma serja li I-pagamenti, ghalkemm ikunu jigu awtorizzati mill-klijent, jista’
jkun fihom indizzji ta’ frodi fejn il-klijent jispicca vittma ta’ frodisti professjonali.

Huwa dagstant iehor car li l-obbligi ta’ moniteragg imorru ferm aktar minn
iccekkjar ta’ pagamenti individwali, izda trid tinghata konsiderazzjoni ta’ sensiela
ta’ pagamenti li jkunu ged isiru fi sfond ta’ xi tkun I-istorja normali tal-pagamenti
li kienu jsiru mill-klijent kon¢ernat.

Hekk f'dan il-kaz jirrizulta b’mod ¢ar li certu pagamenti u |-kollettiv ta’ pagamenti
li saru mill-llmentatur f'perjodu ta’ tlett ijiem kien ghal kollox anomalu minn kif
kien jopera |-kont gabel.

Huwa evidenti wkoll li I-llmentatur kellu ¢certu vulnerabilita li harget cara meta I-
Bank irnexxielu jwaqgaf l-ewwel pagament t'Ottubru 2023 li wassal lill-HSBC
biex jaghmel ezercizzju specifiku mal-llmentatur biex jispjegalu I-importanza i
ma jikxifx il-kodici sigrieti tal-kont ma’ terzi u biex inehhi l-app AnyDesk minn fuq
il-mobile. Din il-vulnerabilita kienet a konoxxenza tal-Bank li dam hafna gqabel ma
rega’ xeghel is-servizz ta’ internet banking lill-klijent liImentatur.

Mill-pagamenti ilmentati (li ged jergghu jigu riprodotti hawn taht) johrog car kaz
pjuttost kurjuz li I-pagamenti kollha saru f’kontijiet ohra mal-HSBC li, ovvjament,
il-Bank jaf min huma t-titolari ta’ dawn il-kontijiet.

L-Arbitru ma ghandux informazzjoni dwar dan u ma fittixx li jkollu din I-
informazzjoni peress li I-partecipazzjoni ta’ dawn it-titolari tifforma parti minn
attivitajiet kriminali li m’humiex fil-kompetenza tal-Arbitru biex jinvestiga.
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L-Arbitru bilfors jassumi li:

e HSBC ikkopera mal-pulizija li nvestigaw dan il-kaz ta’ frodi dwar il-
partecipazzjoni tat-titolari ta’ dawn il-kontijiet.

e Fil-mument li saru dawn il-pagamenti, |-HSBC ma kellux informazzjoni i
dawn il-kontijiet kienu qed jintuzaw mill-frodisti bhala front jew conduit
ghal scams jew skemi frawdolenti.

DATA AMMONT EURO | FKONT MA’ HSBC
STESS JISPICCA BIN-
NUMRI
15.01.2024 3000 ...4050
16.01.2024 5000 ...2001
16.01.2024 3000 ...2001
16.01.2024 6000 ...4050
16.01.2024 8000 ...4050
17.01.2024 7000 ...4050
TOTAL 32000

Dwar |-ewwel pagament li sar fil-15 ta’ Jannar 2024, u li kien suggett tat-
telefonata |li saret dakinhar stess ma’ RUTH tal-Customer Service Centre,?°
mhemmx dubju li htija kollha jrid igorrha |-llmentatur li minkejja it-twissijiet
kollha li nghata xorta baqa’ jizvela kodici sigrieti bi grad li jilhaq livell ta’
negligenza grosslona. Dan ippermetta lill-frodisti jehdulu flusu mill-kont.

Dwar il-pagamenti li saru fis-16 ta’ Jannar 2024, hawn ukoll I-llmentatur naqas
bil-kbir meta:

20p. 66
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1. baga’ jikkomunika mal-frodisti u jghaddilhom il-kodici sigrieti ghal kull
pagament.

2. halla I-App AnyDesk fuq il-mobile tieghu.

3. ma marx jaghmel rapport formali fl-ghodwa tas-16 ta’ Jannar 2024 (kif
RUTH kienet galtlu biex jaghmel b’urgenza) fil-fergha tal-HSBC u fl-ghassa
tal-pulizija.

Ghal dawn ir-ragunijiet, |-llmenatatur ghandu jgorr bi¢ca sew tat-telf li garrab
mill-pagamenti li saru fis-16 ta’ Jannar 2024.

L-Arbitru ikkunsidra jekk il-Bank ghandux ukoll igorr parti minn dan it telf ta’
€22,000 li irrizulta mill-pagamenti li saru fis-16 ta’ Jannar 2024 peress:

1. li RUTH ma mblukkatx l|-internet banking meta fil-gurnata ta’ qabel il-
klijent Ilmentatur kien irrapporta frodi dwar [-ewwel pagament ta’ €3,000.

2. il-Bank seta’ nduna li dawn il-pagamenti kienu anomali ghall-ahhar mal-
istorja ta’ klijent li kien diga maghruf mal-Bank bhala persuna vulnerabbli.

3. llI-Bank jidher li halla ghad-dispozizzjoni ta’ klijent ¢arament vulnerabbli
limitu ghal trasferimenti online ta’ gurnata ta’ mill-angas €22,000 meta I-
prudenza prattika hi li ghal klijent retail dan il-limitu jkun ta’ €5,000.

L-Arbitru ma jichadx li hemm certu logika fir-risposta ta’ Kenneth Attard li RUTH
ma mblukkatx l|-internet banking ghax kienet wissiet lill-llmentatur biex ma
jikxifx il-kodici sigrieti u, allura, kienet hadet il-passi mehtiega biex ma jkunx
hemm aktar su¢¢ess mill-frodisti kieku I-llmentatur sema’ minnha.

Izda din il-logika titlef sew mill-effett taghha meta |-Bank kien jaf, jew messu kien
jaf, li I-llmentatur kien diga safa vittma t’attentat f'Ottubru 2023 u, minkejja I-
hafna twissijiet li kien inghata, xorta rega’ waqa’ vittma fil-15 ta’ Jannar 2024.
Dan kien sinjal ¢ar dwar il-vulnerabbilita ta’ klijent li ma setax jigi kkunsidrat
affidabbli li jiehu I-pariri li jinghata.

Ghall-ewwel pagament tal-gurnata ghal €5,000, |-Arbitru qed japplika rata aktar
baxxa mil-kumplament tal-pagamenti fl-istess jum ghax dawn kienu jagbzu I-
limitu normali ta’ €5,000 li I-Bank messu halla ghad-dispozizzjoni ta’ klijent
dagstant vulnerabbli.
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Rigward |-ahhar pagament ta’ €7,000 li sar fis-17 ta’ Jannar 2024, |-Arbitru jhoss
li I-Bank ghandu jgorr il-piz kollu peress li I-Bank kellu zmien bizzejjed biex wara

5 pagamenti strambi li saru fil-jumejn ta’ gabel, is-sistema ta’ moniteragg ta’

pagamenti messha skattat biex timblokka milli jsiru aktar pagamenti.

Dan b’mod specjali bl-istorja ta’ dan il-klijent IImentatur li kien diga rrapporta
zewg kazi ta’ frodi, u wera ruhu vulnerabbli u mhux affidabbli li ma jikxifx il-kodici

sigrieti lill-frodisti biex minghalih ikunu jistghu jibaghtulu I-flus li weghduh.

Decizjoni

Ghar-ragunijiet spjegati hawn fugq, I-Arbitru ged isib li I-HSBC ghandu jgorr parti

mill-piz tat-telf li garrab I-llmentatur, u dan kif ge;j:

DATA TAL- AMMONT PORZJON LI AMMONT EURO
PAGAMENT EURO GHANDU JGORR L-
HSBC

15.01.2024 3000 0% 0
16.01.2024 5000 30% 1500
16.01.2024 3000 50% 1500
16.01.2024 6000 50% 3000
16.01.2024 8000 50% 4000
17.01.2024 7000 100% 7000

TOTAL 32000 53.125% 17,000

Ghaldagstant, ai termini tal-Artikolu 26(3)(c)(iv) tal-Kap. 555 tal-Ligijiet ta’
Malta, I-Arbitru ged jordna lill-HSBC ihallas lill-limentatur is-somma ta’ sbatax-
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il elf ewro (€17,000). Bl-imghax ta’ 2.15%2! minn hamest ijiem ta’ xoghol wara
d-data ta’ din id-decizjoni sad-data tal-hlas effettiv.

Peress li kull parti kellha tort ghat-telf imgarrab, kull parti ggorr l-ispejjez
taghha.

L-Arbitru jiehu din |-okkazjoni biex iwissi lill-banek dwar il-htiega urgenti biex
jinvestu f’sistemi effettivi ta’ moniteragg ta’ pagamenti biex jindirizzaw dan il-
flagell ta’ frodi fuq vittmi li jagghu fin-nassa ta’ scammers.

Hemm htiega immedjata ta’ tahrig tar-rapprezentanti tal-banek fil-contact
centres u fil-ferghat biex ikunu kapaci jxommu elementi ta’ frodi, specjalment
meta |-klijent jaghmel talbiet strambi biex izidu |-limitu tal-pagamenti li jsiru
onlajn.

ll-banek ma ghandhomx jibghu biss jaghmlu ezercizzju ta’ identifikazzjoni u ma
jwissux lill-klijenti fejn ikun hemm xamma ta’ frodi li tohrog minn tranzazzjonijiet
xejn tipici li jkunu ghaddejjin fuq il-kont tal klijenti. Fejn ir-risposta tal-klijent ma
tkunx konvincenti, z-zieda mitluba fil-limiti ma ghandhiex tigi approvata u I-
klijenti ghandu jintalab li jmur fil-fergha ghal spjegazzjoni aktar profonda.

Hemm htiega wkoll li I-banek jaghmlu limiti realistici ghal klijenti dwar valur
massimu ta’ trasferimenti li jsiru onlajn kemm ghal kull pagament, kif ukoll ghal
kumulu ta’ pagamenti li jistghu isiru f'jum wiehed u f'perjodi ohra determinati.

Hemm ukoll htiega biex il-banek jinvestu f’sistemi ta’ moniteragg ta’ pagamenti,
anke permezz ta’ sistemi Al (Artificial Intelligence) biex il-moniteragg isir
f'tempistika reali u pagamenti strambi u mhux flinja normali jigu
temporanjament mizmuma sa ma jsir kuntatt mal-klijent biex jintalbu I-kjarifiki
mehtiega.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjariji

21 Rata kurrenti MRO (Main Refinancing Operations) tal-Bank Centrali Ewropew
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Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell regolat bl-
artikolu 27 tal-Att dwar |-Arbitru ghas-Servizzi Finanzjarji (Kap. 555) (‘lI-Att’), maghmul
quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien ghoxrin (20) gurnata mid-
data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba ghal kjarifika jew korrezzjoni tad-
Decizjoni skont I-artikolu 26(4) tal-Att, mid-data tan-notifika ta’ dik l-interpretazzjoni
jew il-kjarifika jew il-korrezzjoni hekk kif provdut taht I-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografici jew zbalji simili mitluba skont |-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti |-ohra, fi zmien
hmistax (15)-il gurnata min-notifika tad-Decizjoni skont |-artikolu msemmi.

Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku tal-
Ufficcju tal-Arbitru ghas-Servizzi Finanzjarji wara li jiskadi I-perjodu tal-appell. Dettalji
personali tal-ilmentatur/i jkunu anonimizzati skont I-artikolu 11(1)(f) tal-Att.
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