Quddiem I-Arbitru ghas-Servizzi Finanzjarji

Kaz ASF 185/2024

SK

(‘I-llmentatrici’)

Vs

Bank of Valletta p.l.c.
(C-2833)

(il-“Fornitur tas-Servizz’, ‘Bank’, jew ‘BOV’)

Seduta 25 t’April 2025

L-Arbitru,

Wara li ra l-ilment kontra s-soc¢jeta Bank of Valletta p.l.c. (C-2833) rigward scam
finanzjarja li I-llmentatrici sfat vittma taghha u, b’konsegwenza ta’ dan, tilfet il-
flus.

Fis-sustanza tieghu, l-ilment jittratta r-rifjut tal-BOV li jirrimborza lill-llmentatrici

[-ammont ta’ €16,000 rapprezentanti tal-flus li ngibdu mill-kont taghha mal-BOV
bl-awtorizzazzjoni taghha, izda li wara rrizulta li kienu frodi.

L-llment*

Fl-ilment taghha, I-limentatrici ppremettiet u ssottomettiet illi fil-bidu ta’ Marzu
2023 hija sfat vittma ta’ scam kumplessa u elaborata, orkestrata minn ‘Binary
Book’ li ddisinjat, zviluppat, immanifatturat, irreklamat, u/jew bieghet servizzi
frawdolenti ta’ investiment intenzjonati biex jisirqu u jgarrqu bil-klijenti.

L-llmentatrici spjegat li I-flus fit-total ta’ €16,000 gew trasferiti mill-kont bankarju
taghha permezz ta’ bank wire u permezz ta’ intermedjarju bl-isem ta’ ‘Wallbitex’.

1 Formola tal-llment minn pagna (p.) 1 - 5, bid-dokumentazzjoni addizzjonali minn p. 6 - 41.
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L-llmentatrici sahget li hija ma kinitx taf, u langas bid-diligenza xierga ma setghet
tiskopri li dan kollu ma kien xejn hlief scam. Hi sostniet li t-tranzazzjonijiet kienu
kagun ta’ gqerq min-naha ta’ ‘Binary Book’.

L-llmentatrici esprimiet id-dizappunt taghha bil-fornitur tas-servizz ghaliex ma
nvestigax u ma analizzax il-kumpanija ‘Binary Book’ qabel ma ttrasferiet flusha u
b’hekk soffriet telf finanzjarju. Sahqet li, bhala istituzzjoni finanzjarja, il-fornitur
tas-servizz ghandu jiehu |-passi kollha mehtiega sabiex jirranga s-sitwazzjoni, jew
billi jipprova jgib il-flus lura jew inkella billi jirimborzaha tal-flus li tilfet.

Rimedju mitlub

Ghaldagstant, |-llmentatri¢i ged titlob li I-Fornitur tas-Servizz jirrimborzaha s-
somma ta’ €16,000.

Ra t-twegiba tal-Fornitur tas-Servizz’
“Respectfully submits:
A. Introduction

1. Whereas Ms ... (“the complainant”) explains that “commencing on or
about March 9%, 2023, | fell victim to a multilayered scam operation
orchestrated by “Binary Book.? She further explains that “money was
transferred from my account via bank wire and through an intermediary
named “Wallbitex” in the total amount of 16,000 EUR utilizing your
service.”* Therefore, she is expecting that the Bank refunds her the sum of
£16,000.

B. The Bank’s point of view

2. Whereas according to the complainant’s complaint, the €16,000 is
composed of the following transactions:

- 1 card transaction of €1,050.00 on the 17th of February 2023,

2p.47-111
3 p. 7 of the complaint
4 Ibid.
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- 1 payment order outward transaction of €3,000 on the 9 of March
2023,

- 2 card transactions of €1,000.65 each on the 9" of March 2023, and

- 1 payment order outward transaction of €10,000 on the 13™ of April
2023.

3. Whereas in regard to the above-mentioned transactions, the Bank
respectfully submits that in order to execute such transactions, it had
received legitimate instructions from the complainant through the
necessary channels.

4. Whereas three of these transactions were done through the
complainants’ card ending — 1691, through her 3D Secure app, by virtue
of which the Bank implements Secure Customer Authentication. This
confirms that the transactions were carried out with the cardholder’s
explicit authentication and authorization. This system is in line with the
Payment Service Directive 2 which provides the following:

‘strong customer authentication’ means an authentication based
on the use of two or more elements categorised as knowledge
(something only the user knows), possession (something only the
user possesses) and inherence (something the user is) that are
independent, in that the breach of one does not compromise the
reliability of the others, and is designed in such a way as to protect
the confidentiality of the authentication data,”

5. Whereas after each transaction, the Bank sent the complainant SMS’s to
inform her that the transactions were not genuine. Therefore, when the
complainant affected similar transactions to the same merchant, the
Bank did not have any indication that they were not genuine.

5 Article 4(30) of PSD2
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6. Whereas besides the transactions effected by her card, the complainant
made 2 other payments through the internet banking system, both of
which were a ‘Payment Order Outwards’.

7. These transactions were once again authorised through strong customer
authentication and thus the Bank had the consent of the complainant to
affect these transactions. Whereas for transactions authorised through
internet banking, apart from strong customer authentication, the Bank
implements also a system of ‘dynamic linking’ as outlined in the
Commission Delegated Regulation (EU) 2018/389, which supplements the
PSD 2. Article 5 provides the following:

“Where payment service providers apply strong customer
authentication in accordance with Article 97(2) of Directive (EU)
2015/2366, in addition to the requirements of Article 4 of this
Regulation, they shall also adopt security measures that meet each of
the following requirements:

a) the payer is made aware of the amount of the payment
transaction and of the payee;

b) the authentication code generated is specific to the amount of
the payment transaction and the payee agreed to by the payer
when initiating the transaction;

c) the authentication code accepted by the payment service
provider corresponds to the original specific amount of the
payment transaction and to the identity of the payee agreed
to by the payer;

d) any change to the amount or the payee results in the
invalidation of the authentication code generated.”

8. Whereas in her demand letter attached with her complaint, the
complainant states “Money was transferred from my account via bank
wire, and through an intermediary named “Wallbitex” in the total amount

of 16,000 EUR utilizing your services”.®

6 p. 7 of the complaint
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9.

10.

11.

12.

13.

Respectfully, the Bank submits that the money was transferred upon the
express instructions and due authorization of the complainant herself and
she was fully aware of the amounts she was transferring, the recipient of
such money and where this money was being received. Therefore, the
complainant was an active participant in this transfer.

Whereas months after the transactions were affected, that is, in October
of 2023, the complainant contacted the Bank requesting the return of the
funds for the five transactions in question in this arbitration. At this point,
all the Bank could do was request a recall of the funds from the
beneficiary bank for those 2 payments carried out through internet
banking. However, a negative reply was received for one of the payments
that the recall could not be affected. For the other payment, BOV never
received a reply from the beneficiary bank.”

Whereas with respect to the transactions effected on her card, the Bank
raised a dispute for each transaction with the foreign banks of the
merchants. These banks informed BOV that their merchants provided
complainant with a service, and that she had accepted the terms and
conditions of this service which was fully rendered. Furthermore, the
transactions were fully authenticated and authorised by the complainant.
Thus, she was not entitled to a refund.®

Whereas when the complainant made the payments, she did not indicate
or make some condition that she wanted the choice to cancel the
payment, months after it was made. Obviously, the Bank would have
rejected this condition ab initio because it is not reasonable to expect to
cancel duly authorised payments, months after they were authorised.

Whereas article 40(1) of Directive 1 of the Central Bank of Malta (which
Directive is based on the PSD2) provides that a payment transaction is
considered to be authorised only if the payer has given consent to execute
the payment transaction. As explained, the Bank received legitimate

7 DOC.A — Extract of the recall correspondence
8 DOC.B - Replies received by BOV in the Chargeback process
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14.

15.

16.

instructions from credentials and systems associated with the
complainant, and therefore has no obligation to refund the complainant.

Whereas in this context, the Terms and Conditions of the BOV Cashlink
Visa® which the complainant voluntarily accepted, provide the following
regarding a cancellation of a payment:

We cannot cancel a payment made using your Card once you have
given consent to make the payment to a retailer or supplier or
provided your PIN and/or Card/Security Details and enabled the
processing of the payment. You will need to contact the retailer or
supplier separately. This includes payments made on a regular basis
(recurring transactions) from your Account.*°

Moreover, the Terms and Conditions of the 24x7 Service which Ms.
lImentatrici used to approve the 2 internet banking payments, provide the
following regarding the cancellation of a payment instruction:

“If you ask us to make a payment immediately, we cannot change it
or cancel the payment instruction because we start processing it

when we receive it.”*!

Whereas the complainant had the choice to decide with whom to invest
her money and cannot expect the Bank to take responsibility for actions
which resulted from her own choices. Moreover, the Bank only provided
the complainant with the service of processing payments she duly
authorised. BOV never provided her with any advice regarding investing
her money and the complainant never requested such advice. Therefore,
she cannot now expect the Bank to bear any liability for her investment
choices. Moreover, the Bank cannot prohibit its customers from willingly
affecting investments or financial transfers. The Bank’s obligation in this
respect is to ensure that the transactions are duly authenticated and
authorised by the customer. The responsibility to confirm the reliability
and the soundness of the investment remains with the customer,

9 DOC.C — Product Information Guide of the BOV Cashlink Visa, page 6.
10 Article 6(b) of the Terms and Conditions of the BOV Cashlink Visa.
11 DOC.D: ‘BOV 24X7 Services — Important Information and Terms and Conditions of Use’ page 6.
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17.

especially when considering that the customer did not seek any
investment advice from the Bank.

Whereas as part of the payment processing service, the Bank sent the
money to the recipient indicated by the complainant and to the account
indicated by her. The financial institution where the money is sent, is one
of the factors the Bank takes into consideration in its transaction
monitoring process of every transaction. The Bank also screened the
receiving entities, and no suspicious signs were raised which could have
led the Bank to stop the payment.

C. The Complainant’s Claim

18.

19.

20.

The complainant attached multiple letters with her complaint, explaining
why she was let down by the Bank. In these letters, she makes numerous,
serious, unfounded allegations against BOV, all of which the Bank
vehemently denies.

Whereas in the section entitled ‘Exposing your Organisation’s
Misconduct’, the Complainant states that “On the basis of various signs,
you should have assumed that something suspicious was going on” and
further on mentions that “there were many obvious, even glaring, signs
that | am a fraud victim.”*? However, the complainant fails to mention
what these signs were. Once again, the Bank emphasises the fact that
monitoring was carried out on these duly authorised transactions and no
suspicious triggers resulted from the transaction monitoring procedure
which would have led the Bank to stop the transactions.

Whereas the Bank was not cognisant of any communications the
complainant had with third parties which led her to carry out these
investigations. Therefore, it is unfounded for the complainant to say that
“the financial institution must have known or reasonably ought to have
known that | was dealing with a scammer”.*® Respectfully, the Bank
submits that the complainant herself did not realise that she was talking
to a scammer, therefore it is not reasonable for her to expect that the

12p. 10 of the complaint
13p. 17 of the complaint
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Bank should have realised this, when all the Bank had visibility to were
the duly authorised transactions.

D. Conclusion

21.

22.

23.

24.

For the reasons articulated above, the Bank respectfully submits that the
Complainant’s claims are unfounded.

Chapter 555 of the Laws of Malta vests the Honourable Arbiter with the
authority to decide a case on the basis, inter alia, of the complainant’s
legitimate expectations and what she deems fair and equitable in the
circumstances of the case. The Bank very respectfully submits that such
element of fairness and a customer’s legitimate expectations are founded
and pivot on a balance between rights and obligations whereby a
customer most certainly has rights but also an inherent interest and
obligation to faithfully abide with all terms, conditions as well as
guidelines issued by the Bank, as these are ultimately intended to serve
and protect the customer.

The Bank reserves the right to bring oral and documentary evidence in
order to substantiate the defences raised in this reply, as well as to make
submissions both verbally and in writing pursuant to the provisions of
Chapter 555 of the Laws of Malta.

The Bank reserves all rights/ actions pertaining to it at law, and
respectfully requests the Arbiter to reject and dismiss the complainant’s
claims.

With expenses.”

Annessi ma’ din ir-Risposta kien hemm, fost affarijiet ohra, korrispondenza i |-

BOV ircieva bhala raguni ghalfejn it-talba ghal chargeback ma gietx aécettata

mill-merchant kon¢ernat “Wallbitex”.

Jirrizulta li Wallbitex hija digital asset (crypto) exchange li maghhom kienet fethet

kont I-llmentatrici bil-hsieb li tinvesti fil-crypto bil-gwida tal-frodisti. Dawn id-
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dokumenti juru li I-llmentatrici hadet responsabbilita tat-tranzazzjonijiet li kienet

|14

ged taghmel* u tal-wallet fejn hija tablet jintbaghtu d-digital assets.?®

Jidher ukoll li Wallbitex kienet infurmat lill-llmentatrici bir-riskju ta’ frodi fejn
ikunu involuti trasferimenti ta’ digital assets f'wallets ohra mhux fil-kontroll
taghhom (external wallets).®

Seduti

Fl-ewwel seduta ta’ nhar id-19 ta’ Frar 2025, I-llmentatrici ssottomettiet is-
segwenti:

“Nghid li dan kien kaz tat-trading u konna bdejna b’ammont zghir.

Nghid li dawn icemplulek; gieli rajt reklami ta’ nies li uzawhom u ghidt ser
nipprova. L-ewwel ammont kien xi €250 biex tibda bih, imbaghad, ovvjament,
jghidulek biex aktar tiggwadanja u hekk.

Nghid li konna mexjin tajjeb. L-ewwel li ghamilt €250. Nghid li dak mhuwiex
fil-complaint; dak kien ghalih, ma dahhaltux. Dak hallih, proprjament I-
ammonti I-kbar.

Imbaghad, il-website taghhom ma baqghetx tahdem. U bghatt lil min kont ged
nikkuntattja u ma wegibnix. U bqajna nippruvaw biex naqgbduh, pero, la fil
website ma stajna nidhlu u lanqgas nikkuntattjawh ma stajna.

Nghid li dan gara xi tliet xhur, erba’ xhur wara, imma kont diga ghamilt il-
pagamenti. L-ahhar pagament kien ta’ €10,000 u in the meantime bqajna
nittrejdjaw fl-iStock Exchange. Nghid li kellna qisu Manager maghna biex
jghidlek fejn ghandek titfa’, jekk hux buy jew sell; jekk hux zejt, deheb, ecc. U
kien jiggwidani hu x’ghandi naghmel.

Nghid li fuq il-website bdejt nara hafna profitti. Imbaghad mort nidhol fuq I-
application tal-website u giet ‘Website not found’. Ippruvajt nikkuntattjah fuq
Whatsapp, in-numri li ghandi tieghu. Nghid li tlifna kollox u minn dakinhar ’l
hawn ma kellimnihx izjed, ippruvajna imma ghalxejn.

4 P. 62
5 p.61
6 P.66 - 67
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Meta ndunaijt li din kienet frodi, ikkuntattjajt kumpanija, sibtha jiena, fejn
ghamilt ir-ricerka fuqg dawn li jghinuk biex tipprova ggib il-flus lura, u ged
nimxu maghhom. Nghid li ma hallasthomx flus lil din il-kumpanija, imma jekk
jghinek iggib il-flus lura, thallsu percentagg minnhom.

Nghid li I-ittra li jien ktibt lill-bank kitbuhieli huma avolja mhux qged jghidu min
huma u jien iffirmajtha.

Nghid li jien m’ghamiltx rapport lill-Pulizija dwar dan. Lanqas ghaddietli minn
rasi.

Nghid li I-pagamenti saru bejn Frar u April 2023 u jien ma niftakarx bl-amment
meta kellimt lill-bank imma x’aktarx f’Settembru 2023, xi haga hekk.
Nikkonferma Ili dawn il-pagamenti jiena ghamilthom kollha, jiena
awtorizzajthom. Pero, ghalkemm dawn il-pagamenti kont jien i
awtorizzajthom, I-ilment tieghi kontra I-Bank of Valletta hu li jiena ghidt li
dawn ser jaghmlu xi ricerka biex jaraw jekk il-bank jew kumpanija fejn ser
imorru I-flus humiex kredibbli.

Nghid li I-ahhar li tkellimna mal-bank, qaluli li fejn dahlu I-flus huma banek:
wiehed il-Lithuania u l-iehor I-Ingilterra, u li dawn il-banek huma kredibbli.
Qaluli li I-problema kienet meta gew trasferiti f’xi bank iehor li ma kienx
kredibbli. Allura, nistaqsi, dawn iz-zewg banek I-ohra ma cécekkjawx qabel
hargulhom dawn il-flus?

Meta I-bank qalli li dawn iz-zewg banek kienu kredibbli ma qallix li ser
igibuhom lura. Qatghuli barra, mbaghad, meta jiena ili klijenta taghhom snin
twal.

Nghid li I-ilment tieghi huwa li I-bank missu nduna li jiena kont qed nigi
iffrodata. Nghid li peress li kont ili hafna klijenta tal-bank, kont nafdahom u
hassejt li kellhom jiggieldu ghalija biex igibuhomli dawn il-flus. Jien inhoss li I-
bank ma pprovax bizzejjed biex igibli dawn il-flus lura.”*’

7p.112-113

10
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Taht kontroezami, I-limentatrici wiegbet:

“Mistogsija jekk qattx tlabt xi parir lill-Bank of Valletta fuq dak li kien jghidli t-
terz li kien jiggwidani biex ninvesti, nghid li f’dan ir-rigward le. Konna nimxu
fuq dak li kien jghidilna dan it-terza persuna.”

Saret referenza ghal dak li I-llmentatrici qalet fl-ilment dwar ‘suspicious signs, u
li I-bank kellu jwaggafha milli taghmel il-pagamenti. Mistogsija ghalxiex tirreferi
meta ssemmi ‘suspicious signs’, qalet li:

“ma kien hemm suspicions ta’ xejn ghax kieku ma kontx nohrog il-flus, m’inix
mignuna. Ma kien hemm suspicions ta’ xejn. Nghid li wara li ghamilt il-
pagamenti, konna mexjin tajjeb u dak kien qed jiggwidana kif nahdmu u ma
nahdmux. Imbaghad, tliet xhur, erba’ xhur wara, daqgshekk, waqaf kollox.

Hemmbhekk gew is-suspetti; gabel ma kellix suspetti.”*®

Saret referenza ghall-ittra mibghuta mill-limentatrici lill-Bank (p. 10 tal-process)
fejn hemm miktub:

“On the basis of various signs, you should have assumed that
something suspicious was going on and suspended transactions until
reasonable enquiries could be made to verify that the transactions
were properly executed.”

L-llmentatrici wiegbet:

“Nghid li I-bank messu ghamel ricerka biex jaraw fejn sejrin il-flus. Nies ohra
dejjem qaluli li I-bank suppost jaghmel ricerka qabel tirrilaxxa I-flus. Dak hu I-
punt tieghi. Jien ma kellix suspettiimma I-bank suppost li ghamel ir-ricerki fejn
sejrin il-flus.”

Meta giet mistoqgsija ghalfejn m’ghamlitx rapport tal-Pulizija meta dan huwa kaz
ta’ frodi, I-llmentatrici qalet li: “lanqas biss giena f’'mohhna li naghmlu rapport

mal-Pulizija.”*°

Fit-tieni seduta, ta’ nhar 1-24 ta’ Marzu 2025, dehret Sandra Stevens f’isem il-

Fornitur tas-Servizz, fejn xehdet is-segwenti:

8p. 114
9 Ibid.

11
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“Nghid li nokkupa r-rwol ta’ Risk and Fraud Investigation Manager fl-eBanking
fis-sessjoni tal-Cards gewwa I-Bank of Valletta. U nghid li ili fil-Cards ghal dawn
I-ahhar 28 sena.

Nghid li jiena rajtu I-ilment tal-llmentatrici u t-tranzazzjonijiet li geghdin jigu
kkontestati.

F’dan il-kaz kien hemm tliet tranZazzjonijiet li saru bil-card. Wahda fis-17 ta’
Frar 2023 u tnejn fid-9 ta’ Marzu 2023.

Ahna nuzaw is-sistema tal-VISA minhabba li I-VISA ghandha aktar vizibilita tat-
tranzazzjonijiet, mhux dawk it-tranzazzjonijiet li jara I-Bank of Valletta biss u,
allura, is-sistema tal-VISA ntaghzlet minn sistemi ta’ vendors ohrajn ghax il-
bank ra I-iscore ser ikun aktar reliable.

Nghid li I-ewwel tranzazzjoni li saret f’dan il-kaz saret fi Frar u kellha risk score
baxx. It-tieni u t-tielet tranzazzjonijiet saru f’"Marzu, fl-istess gurnata. L-ewwel
wahda kellha risk score baxx u t-tieni wahda kellha risk score aktar gholi imma
mhuwiex fir-range li I-bank jiddeciedi li jwaqqaf tranzazzjoni outright.

Fil-kaz tat-tielet tranzazzjoni, it-tranzazzjoni ttriggerjat alert u, skont ir-records
taghna, I-analist ikkuntattja lis-Sinjura biex jivverifika dik it-tranzazzjoni u dik
it-tranzazzjoni giet ikkonfermata bhala genwina.

Nghid li mhux kull online transaction ghandha I-istess livell ta’ riskju. ...

Nghid li f’dan il-kaz, fuq it-tielet tranzazzjoni, ghandna nota fis-sistema li I-
klijenta giet ikkuntattjata; ghandna wkoll il-mobile number imnizzel on record
fejn saret din it-telefonata u li t-telefonata kienet dwar dan il-merchant,
Wallbitex, u li t-tranzazzjoni giet ikkonfermata bhala genwina.

720

L-llmentatri¢i ma kellhiex mistogsijiet bhala kontroezami ghax-xhud.

20p.129-131

12
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F'isem il-Fornitur tas-Servizz deher ukoll Keith Vella li ssottometta s-segwenti:

“Nghid li nokkupa r-rwol ta’ Deputy MLRO fil-Bank of Valletta u anke Head tal-
Anti Financial Crime gewwa t-Transaction Monitoring and Proactive Analysis u
ili nokkupa din il-kariga ta’ Head mis-sena I-ohra, minn Jannar 2024, u I-kariga
ta’ Deputy MLRO mis-sena 2022.

Nghid li rajt I-ilment tas-Sinjura partikolarment it-tranzazzjonijiet li geghdin
jigu kkontestati.

Nghid li kien hemm zewg tranzazzjonijiet li saru permezz ta’ Payment Order
Outward; wahda ta’ €10,000 li saret fit-13 t’April 2023 u ohra ta’ €3,000 fid-9
ta’ Marzu 2023.

F’dan il-kaz, il-pagament, at a pre-transaction monitoring, ma kellux ghalfejn
jieqaf ghax I-entitajiet li lejhom kienu sejrin il-flus, ma kien hemm I-ebda
adverse news jew adverse media fughom jew ma kienu fl-ebda lista Ii tista’
tindika li dawn kienu marbutin ma’ xi allegati reati finanzjarji. Qed nghidu
kemm fuq il pagament tad-9 ta’ Marzu 2023 ta’ €3,000 mar lejn Secure Nordic
Payments UAB li hija istituzzjoni finanzjarja rregistrata fil-Lithuania u kemm il-
pagament tat-13 t’April 2023 ta’ €10,000 mar lejn CFSZIPP Limited li hija
istituzzjoni finanzjarja ibbazata I-Ingilterra.

Ma kien hemm Il-ebda hjiel li z-zewg kumpaniji setghu kienu involuti
f’attivitajiet kriminali finanzjarji; u wkoll li z-Zewg pajjizi huma pajjizi,
jurisdictions reputable u mhumiex marbutin ma’ xi listi fejn hemm xi eccess ta’
reati finanzjarji f'dawn il-pajjizi. U, ghaldagstant, il-pagament ma kellux jieqaf.

7”21

L-llmentatrici ddikjarat li mhijiex ser taghmel kontroezami lix-xhud.

L-Arbitru stagsa lix-xhud jekk at the post-transaction monitoring, il-Bank innotax
li kien hemm xi haga mhux tas-soltu f’dawn iz-zewg pagamenti. Ghal din il-
mistogsija, is-Sur Vella wiegeb:

“Nghid i, le. .... "

21p.131-132

13
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L-Arbitru stagsieh ukoll jekk |-ahhar pagament, dak tat-13 t’April 2023 ta’
€10,000, il-fatt li I-klijenta ma kienet qatt ghamlet pagament ta’ €10,000 ma
gajjimx suspetti. Is-Sur Vella rrisponda:

“Jekk niehdu [-€10,000 vis-a-vis I-klijenta, il-klijenta veru li m’ghamlitx
pagamenti ta’ €10,000 jew f’dak il-binarju. Imma kienet diga ghamlet
pagamenti madwar €6,000 lejn klijenti ohra Maltin, lejn awtorita, f’dan il-kaz,
jigifieri I-kwistjoni li ghamlet €10,000 mhuwiex dak I-ammont kbir li qged
nghidu li I-bank ghandu ghalfejn ghal €10,000 jistaqsi lill-klijenta x’kien hemm
fuq dan il-pagament.

Irridu niehdu in konsiderazzjoni I-kwistjoni holistikament. Jekk mill-pre-
transaction monitoring ma wadqfitx, imbaghad il-pagament gie mghoddi wkoll
mill-klijenta, gie validat ukoll mill-klijenta, ghandna dawk is-safeguards ukoll
bil codes li jintbaghtu lis-Sinjura biex tapprova I-pagament.

llI-kwistjoni mhux li ghamlet pagament ta’ €10,000; f’dan il-kuntest mhuwiex
dak I-ammont kbir vis-a-vis I-klijenta wkoll. U jekk inqabblu 1-€10,000 ma’
kemm il persuna ddahhal Ii bazikament huwa bejn wiehed u iehor iddikjarat
€27,000 fis-sena, mhuwiex dak I-ammont kbir li I-bank ghandu jistagsi lill-

klijenta.”??

L-Arbitru stagsieh jekk fid-dipartiment tas-Sur Vella jarawx ir-relazzjoni mal-
klijent holistikament inkluz il-cards jew sempliciment il-pagamenti li jsiru online.
Is-Sur Vella spjega:

“Nghid li min-naha taghna, bhala transaction monitoring, niehdu in

konsiderazzjoni kollox. ....."”*3

Meta |-Arbitru stagsa jekk dawn in-nies jitkellmux ma’ xulxin jew m’hemm hadd
li ged jara the whole thing, is-Sur Vella kkjarifika li: “/-whole thing — qed jarawha
il-Monitoring Unit tal-klijent li hi dik il-branch fejn il-klijent jingeda. Dik hi r-

responsabilita unika tal-klijent vis-a-vis il-bank. ......"**

Bhala sottomissjonijiet finali, |I-llmentatrici ssottomettiet is-segwenti:

22p. 133
2 Ibid.
24p.133-134
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“Il-karti li ressqu I-Bank of Valletta lill-Arbitru, fhimthom ta’ meta ili klijenta
taghhom jew inkella fhimtha hazin jiena. Ghax jiena fhimt li meta I-Arbitru
staqgsa lill-bank biex jipprezentaw id-dokumenti, kienu biex jara kemm ili
klijenta taghhom.

Fugq id-dokumenti kien hemm is-sena 2007. Nghid li jiena ili fuq tletin sena zgur
maghhom. *

L-llmentatrici wriet il-ktieb tal-bank li jgib id-data tal-1990.

L-Arbitru spjega li ma jahsibx li hemm kontestazzjoni min-naha tal-Bank li I-
lImenatrici ilha klijenta tieghu mid-data murija. Id-dokumenti li gew ipprezentati
mill-Bank huma dokumenti mitluba mil-Ligi ghax din titlob aggornament kultant
Zmien.

Fis-sottomissjonijet finali tal-BOV, rega’ sahaq dak li kien diga hareg mir-Risposta
u mill-evidenza pprezentata waqt is-seduti. Cahad li I-Bank seta’ jaghmel xi haga
ohra aktar milli ghamel biex jipprova jirkupra I-flus li kienu thallsu bl-
awtorizzazzjoni tal-limentatrici u kkonkluda:

“In vista tas-suespost, il-Bank jissottometti li huwa ma kellu I-ebda mod i jkun
konxju tal-uzu li kienet ser taghmel [I-llmentatrici] fuq il-‘platform’ genwina fejn
hija baghtet il-flus. Il-Bank sempliciment serva ta’ entita li tipprovdi servizz li
tipprocessa pagamenti li f'dan il-kaz kienu debitatament awtorizzati, ma gie
identifikat xejn suspettuz fihom skont il-mekkanizmi ta’ ‘monitoring’ tal-Bank u
kienu fil-limitu mehtieg. Ghaldagstant, il-Bank kien obbligat li jipprocessahom.
Bir-rispett il-Bank jissottometti li f'dan il-kaz [I-llmentatrici] tilfet il-flus in
kwistjoni minhabba agir taghha stess, ghaliex imxiet fuq struzzjonijiet ta’ terza
persuna, meta kellha bizzejjed indikazzjonijiet tar-riskji u I-konsegwenzi li setghu
jirrizultaw mill-agir taghha ghaliex kellha miktub b’mod car fit-termini u
kundizzjonijiet tas-servizz tal-Cryptocurrency li kienet gieghda tuza.
Ghaldagstant, ladarba [I-llmentatrici] kienet konxja tar-riskji u xorta kompliet
tingagga f’dan I-agir, huwa ingust li issa tistenna li I-Bank igorr ir-responsabbilta
ghall-agir taghha meta I-Bank agixxa b’mod korrett u skont I-obbligi tieghu.”

2 p. 134
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Analizi u osservazzjonijiet

Dan il-kaz jinvolvi 5 pagamenti li saru mill-kont tal-llmentatrici mal-BOV kif gej:

20.02 2023 €1050 pagament bil-card
09.03.2023 €3000 pagament onlajn?®
11.03.2023 €1000 pagament bil-card
11.03.2023 €1000 pagament bil-card
13.04.2023 €10000 pagament onlajn?’

M’hemmx kontestazzjoni li dawn il-pagamenti saru kollha bl-awtorizzazzjoni
esplicita tal-llmentatrici li minghaliha kienet ged tinvesti biex taghmel gligh minn
trading fi crypto. M’hemmx dubju lanqgas li I-klijenta kienet sfat vittma ta’ frodisti
li wara li rebhu |-kunfidenza taghha, imbaghad, sparixxew bi flusha.

Fil-fatt, ghalkemm fl-ilment formali mal-Uffic¢ju tal-Arbitru tghid li kienet taf bil-
problema ilmentata sa minn Marzu 2023,® Il-lment mal-BOV sar biss
f’'Settembru 2023, u l-ilment gie rregistrat mal-Ufficcju tal-Arbitru f’Ottubru
2024. Ma sar |-ebda rapport lill-pulizija dwar dan il-kaz ta’ frodi.

Ghalhekk I-ilment mhux li I-pagamenti ilmentati saru minghajr I-awtorizzazzjoni
taghha, izda li I-Bank messu ghamel ricerka biex ikun jista’ jinduna li dawn il-
pagamenti kienu frodi u, b’hekk, messu waqgaf lill-lmentatri¢ci milli tkompli
ghaddejja bihom. Tilmenta wkoll li I-Bank messu ghamel aktar biex jipprova
jirkupra |-flus mitlufa.

Dan huwa kaz fil-kategorija ta’ scams maghrufa bhala ‘pig butchering’ li
dwarhom I-Arbitru hareg Nota Teknika biex jiggwida lill-konsumaturi u lill-
entitajiet licenzjati dwar ir-responabbiltajiet li ghandhom f’kazi bhal dawn.?

L-Arbitru elenka dawn il-kriterji li jiggwidawh biex jilhaq gudizzju fuq ilmenti ta’
dan it-tip.

%p 116

27 |pid.

28 p, 2 — stramba ghax |-ahhar pagament ta’ €10,000 sar f’April 2023 u fix-xhieda taghha galet li ma kellu suspetti
xejn meta kienet qed tawtorizza |-pagamenti.

2 https://financialarbiter.org.mt/sites/default/files/Technical%20Note%20-
%20EN%20%5BFebruary%202025%20v1%5D.pdf
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(a)

(b)
(c)

(d)

(f)
(g)

ll-valur u d-dags tat-tranzazzjoni (ikkomparati mal-ammont medju ta’
tranzazzjoni tal-klijent u I-ammont totali tal-kont bankarju u/jew id-
dhul nett ta’ kull xahar);

ll-frekwenza, il-hin, u x-xejra ta’ tranzazzjonijiet simili jew l-istess;

L-ammont kumulattiv li jirrizulta minn tranzazzjonijiet simili jew I-
istess (ikkomparat mal-ammont medju ta’ tranzazzjoni u I-ammont
totali tal-kont bankarju);

L-iskop tat-tranzazzjoni;
Ir-recipjent tat-tranzazzjoni;
Twissijiet pubblici relevanti u materjali rigward ir-recipjent;

Inkonsistenzi ohra jew in-natura eccezzjonali tat-tranzazzjoni jew tas-
serje ta’ tranzazzjonijiet ikkomparati mal-operat precedenti tal-kont
bankarju.

Meta japplika dawn il-kriterji ghal partikolaritajiet ta’ dan l-ilment, ma jirrizultax

li kien hemm cirkostanzi sodi bizzejjed biex il-Bank kellu jissuspetta xi frodi. Dan

japplika b’mod partikolari ghall-ewwel 4 pagamenti.

Dwar |-ahhar pagament ta’ €10,000, |li sar xahar wara il-pagament ta’ gablu, I-

Arbitru jaccetta I-argument tal-BOV li:

“Jekk niehdu 1-€10,000 vis-a-vis I-klijenta, il-klijenta veru li m’ghamlitx

pagamenti ta’ €10,000 jew f’dak il-binarju. Imma kienet diga ghamlet

pagamenti madwar €6,000 lejn klijenti ohra Maltin, lejn awtorita, f'dan
il-kaz, jigifieri I-kwistjoni li ghamlet €10,000 mhuwiex dak I-ammont kbir
li ged nghidu li I-bank ghandu ghalfejn ghal €10,000 jistagsi lill-klijenta
x’kien hemm fuq dan il-pagament.

Irridu niehdu in konsiderazzjoni I-kwistjoni holistikament. Jekk mill-pre-

transaction monitoring ma wagqfitx, imbaghad il-pagament gie mghoddi

wkoll mill-klijenta, gie validat ukoll mill-klijenta, ghandna dawk is-

safeguards ukoll bil codes li jintbaghtu lis-Sinjura biex tapprova I-

pagament.
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ll-kwistjoni mhux li ghamlet pagament ta’ €10,000; f’dan il-kuntest
mhuwiex dak I-ammont kbir vis-a-vis I-klijenta wkoll. U jekk inqabblu I-
€10,000 ma’ kemm il persuna ddahhal li bazikament huwa bejn wiehed
u iehor iddikjarat €27,000 fis-sena, mhuwiex dak I-ammont kbir li I-bank

ghandu jistagsi lill-klijenta.”*°

L-llmentatrici kienet klijenta tal-Bank ghal 30 sena u skont I-ahhar dokumenti ta’
KYC tal-2017 u 1-2023, hija kienet fin-negozju XXXXXXXXXXXXX u gieli ghamlet
pagamenti bil-card u onlajn u kienet midhla tas-sistemi tal-pagamenti tal-Bank.

L-ilment taghha huwa li hi tippretendi li I-Bank:

“messu ghamel ricerka biex jaraw fejn sejrin il-flus. ... Jien ma kellix

suspettiimma I-bank suppost li ghamel ricerki fejn sejrin il-flus.”>*

Ma jirrizulta I-ebda obbligu fuq il-Bank kif ged tippretendi I-limentatrici. L-
obbligu principali huwa fuq il-klijenta li ticcekkja sew lil min ged tafda bi flusha.
Dan I-limentatrici nagset li taghmlu u nxtehtet ghal kollox f’idejn il-frodist u giet
moghmija bil-weghda ta’ gligh kbir u ta” malajr (get rich quick scheme).
“Nghid li wara li ghamilt il-pagamenti, konna mexjin tajjeb u dak kien
ged jiggwidana kif nahdmu u ma nahdmux. Imbaghad, tliet xhur, erba’
xhur wara, daqshekk waqaf kollox. Hemmhekk gew is-suspetti; qabel

ma kellix suspetti.”>?

L-obbligu tal-Bank kien li jizgura li I-pagamenti kienu saru bl-awtorizzazzjoni tal-
klijenta u dwar dan m’hemmx kontestazzjoni. lI-Bank ghandu wkoll I-obbligu (kif
spjegat fin-Nota Teknika referuta gabel) li jkollu sistema ta’ moniteragg ta’
pagamenti li tkun sensittiva ghal suspetti ta’ pagamenti frawdolenti.

Dan izda ma fjfissirx li |-Bank ghandu obbligu li jaghmel ricerka dwar il-
benefi¢jarju ta’ kull pagament li jsir (jekk il-benefi¢jarju ma jkunx imsemmi f'xi
lista ta’ frodisti jew sanzjonijiet ohra). Kif spjegat f’decizjoni ASF 025/2024,%
dubji dwar pagamenti li jiskattaw |-obbligu fuq il-Bank li jinforma lill-klijent dwar

30p 133

31p 114

32 1pid.

33 https://financialarbiter.org.mt/sites/default/files/oafs/decisions/1738/ASF%20025-2024%20-
%20CL%20vs%20Bank%200f%20Valletta%20plc%20%28with%20Technical%20Note%29.pdf
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suspetti ta’ frodi jkollu storja ferm differenti mic¢-cirkostanzi ta’ dan l-ilment
partikolari.

Dwar l-ilment li I-Bank messu ghamel aktar biex jipprova jirkupra I-flus li I-
lImentatrici kienet hallset, dan ma jirrizultax. 1I-BOV ghamel ic-chargeback
procedure dwar il-pagamenti li saru bil-card u dan gie rrifjutat ghax Wallibex
ipprezentaw dokumenti li juru li flus gew trasferiti lill-wallet estern bl-
awtorizzazzjoni tal-llmentatrici.

Dwar recall tal-pagementi onlajn, dawn ma jkollhomx effett mixtieq jekk isiru
diversi xhur wara li jkunu saru I-pagamenti.

Decizjoni
Ghar-ragunijiet spjegati hawn fugq, |-Arbitru ged jichad dan l-ilment u jordna li
kull parti ggorr l-ispejjez tal-kaz rispettivi taghha.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjarji

Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell
regolat bl-artikolu 27 tal-Att dwar I-Arbitru ghas-Servizzi Finanzjarji (Kap. 555)
(‘I-Att’), maghmul quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien
ghoxrin (20) gurnata mid-data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba
ghal kjarifika jew korrezzjoni tad-Decizjoni skont I-artikolu 26(4) tal-Att, mid-
data tan-notifika ta’ dik l-interpretazzjoni jew il-kjarifika jew il-korrezzjoni hekk
kif provdut taht |-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografici jew zbalji simili mitluba skont I-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti |-ohra, fi

19



ASF 185/2024

zmien hmistax (15)-il gurnata min-notifika tad-Decizjoni skont I-artikolu
msemmi.

Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku
tal-Uffic¢ju tal-Arbitru ghas-Servizzi Finanzjarji wara li jiskadi |-perjodu tal-appell.
Dettalji personali tal-ilmentatur/i jkunu anonimizzati skont |-artikolu 11(1)(f) tal-
Att.
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