Quddiem I-Arbitru ghas-Servizzi Finanzjariji

Kaz ASF 339/2025

BZ
(‘I-llmentatur’)
Vs

BNF Bank p.l.c.
(C 41030)

(‘BNF’, ‘il-Bank’ jew ‘il-Fornitur tas-Servizz’)

Seduta 25 t’Awwissu 2026

L-Arbitru,

Ra I-llment?! datat 19 ta’ Dicembru 2025 maghmul kontra I-BNF dwar ir-rifjut i
jirrifondi pagament ta’ €10,000 li sar mill-kont tieghu nhar il-11 ta’ Novembru

2025, li huwa jsostni li sar minghajr |-awtorizzazzjoni tieghu.

Quddiem I|-Arbitru gew diversi ilmenti ta’ dan it-tip li, filwaqt li jvarjaw fuq certi

dettalji, fihom hafna affarijiet komuni bejniethom:

ll-pagament ikun ghal ammont generalment taht il-€5,000 biex ma
jinzammx minhabba li jeccedi d-‘daily limit’ ta’ pagamenti li jkun magbul
bejn il-Bank u klijent tat-tip ‘retail’.

’

[I-frodist jirnexxielu jippenetra b’mod frawdolenti il-mezz ta
komunikazzjoni normalment uzat bejn il-bank u I-klijent, generalment
permezz ta’ SMS jew e-mail.

1pagni (P.) 1- 6 b’dokumentazzjoni addizzjonali minn P. 7 - 29.
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[I-frodist jaghti link fil-messagg tieghu u jistieden lill-klijent biex jaghfas
fug il-link biex jaghmel ‘validation’ jew ‘re-authentication’ tal-kont
tieghu.

Minkejja diversi twissijiet?> mahruga mill-banek u mir-Regolatur biex ma
jaghfsux links ghax il-bank ma jibghatx links fil-messaggi tieghu, u li I-
klijent ghandu jikkomunika mal-bank biss tramite |I-App u/jew il-website
uffi¢jali u dan permezz tal-kredenzjali li I-bank ikun ta lill-klijent, il-klijent
b’nuqgas ta’ attenzjoni jaghfas il-link.

Minn hemm ’il quddiem, il-frodist b’xi mod jirnexxielu jippenetra |-kont
tal-klijent u jaghmel trasferiment ta’ flus generalment fuq bazi ‘same day’
li jmorru fil-kont tal-frodist, generalment, f’kont bankarju f'pajjiz barrani
minn fejn huwa kwazi impossibbli li jsir recall effettiv tal-flus galadarba I-
klijent jirrapporta lill-bank tieghu li gie ffrodat. Hafna drabi, il-frodist ikun
pront jigbed jew jittrasferixxi I-flus appena jaslu fil-kont indikat.

B’rizultat, jinholog nuqggas ta’ ftehim bejn il-bank u |-klijent dwar min hu
responsabbli jgorr il-piz tal-pagament frawdolenti. ll-klijent isostni li |-
bank ma pprotegihx meta halla kanal ta’ komunikazzjoni li normalment
jintuza bejn il-bank u I-klijent jigi ppenetrat mill-frodist, u li -bank messu
nduna |li kien pagament frawdolenti ghax, generalment, il-klijent ma
jkollux storja ta’ pagamenti bhal dawn.

ll-bank isostni li I-htija hija kollha tal-klijent ghaliex permezz ta’
traskuragni grossolana (gross negligence), ikun ta access tal-kredenzjali
sigrieti tal-kont tieghu lill-frodist u b’hekk iffacilita I-frodi.

F'dan il-kaz partikolari, dawn huma d-dettalji relevanti:

Fil-11 ta’ Novembru 2025, ghall-habta tas-19:00, ircieva messaggi fuq il-
kanal tal-SMS li jir¢ievi normalment mill-BNF fejn qalulu:

2 L-Uffi¢¢ju tal-Arbitru ukoll hareg twissijiet — ara:
https://www.youtube.com/watch?v=3podDv2R Jc&t=3s



https://www.youtube.com/watch?v=3podDv2R_Jc&t=3s
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“Dear customer, we have noticed some unusual activity on your
eBNF account, please call us on +356 2260 1000 we may contact
you on +356 9960 1000 Regards, BNF Bank”

“Dear customer, we are in the process of updating your phone
number to +35679309400 Regards BNF Bank”.?

Wara ftit ircieva telefonata minn numru +356 9960 1000 minn persuna
li kellmitu bil-Malti u spjegatlu li kienet mill-Customer Care tal-BNF, i
jopera sat-8:00 p.m. Qaltlu li ged jaraw tranzazzjoni dubjuza ta’ €10,000
li riedu jivverifikaw jekk kienx hu li ged jaghmilha.

Assiguraha |li ma kienx hu li ghamel din it-tranzazzjoni u, waqt it-
telefonata twila, baghtitlu SMS iehor b’link go fih li jghid:

“Please review your details at https://ebnf.helplinemt.com
regarding a new login that was made on your eBNF profile, Regards
BNF Bank”.*

Jidher li ghafas il-link u uza |-kredenzjali sigrieti biex dahal f'website li
dehret bhal dik tal-BNF u, b’hekk, il-frodista kellha access ghall-internet
banking tieghu u bdiet taghtih informazzjoni |i kkonvincietu li kienet
genwinament mill-BNF ged tghinu biex izomm pagament dubjuz.

Ir¢cieva aktar SMSs fuq l-istess kanal:

“Your BNF One Time Password to make payment towards account
ending with 6657 for the amount of EUR 10000.00 is 56530516.””

Ezatt wara, ircieva dan il-messagg:

“Please note, the code above can also be used to cancel, nothing
will be deducted as stated, regards BNF Bank.”®

3p.25
4p.17
® Ibid.
® Ibid.
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L-e
bie

025

wwel messagg kien genwin mill-BNF. It-tieni wiehed kien mill-frodist
x jikkonvinci I-klijent idahhal il-kodici ghax dan kien intiz biex iwaqqaf il-

pagament, mhux biex jittiehdu flus.

Mir-risposta tal-BNF jidher li fil-hin ta’ 19:17, |-llmentatur dahal u hareg
fl-internet banking tieghu.

Fil-hin ta’ 19:19 kien hemm login mill-iscammer (wara li |-llmentatur
ikun ghafas il-link u dahhal il-kredenzjali sigrieti).

Fil-hin ta’ 19:21 hareg I-SMS indikat hawn fuqg bil-kodici biex isir il-
pagament.

Fil-hin ta’ 19:22 sar il-pagament u hareg SMS b’konferma li kien sar il-
pagament.” ll-pagament kien sar favur benefi¢jarju bl-isem ta’
Samantha Cloke.?

Bejn 19:32 u 19:37, I-limentatur cempel lill-Customer Care tal-BNF biex
jirrapporta I-frodi, u fil-hin ta’ 20:20 sar rapport fl-ghassa tal-pulizija.®

Jidher li I-frodisti bagghu jittantaw li jsiru pagamenti ohra izda dawn ma
rnexxewx ghax I-llmentatur ma kkomunikax il-kodici sigrieti biex isiru
dawn il-pagamenti.t®

e Jidher li I-pagament seta’ jsir ghax il-limitu ta’ pagamenti fuq il-kont tal-

ki

ijent kien jippermetti pagamenti f'dan il-livell.!!

L-liment

L-llmentatur argumenta:

III

had realised that this was a scam when | received a message from the

same number that a payment of €10,000 has been processed in favor of

Samantha Cloke. | had filed a police report immediately that evening and

7P.19
8p.27
°pP.13-15
0p.19-23
1p.53
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next day first thing had logged a report at the Qormi Branch presenting
the police report and completing a transaction dispute form.

To my disappointment, on the 18th November | received a communication
from the Bank that the transaction dispute was not accepted by the
intermediary. | believe that the bank did not do enough. Transactions are
traceable with the names and ibans identifiers.

It is clear that my information held with the bank had been compromised
and as a result | got damages amounting to €10,000. The lack of
immediate investigation from your part had made it more difficult now to
recoup the funds.

To this effect, | request that my funds will be fully reimbursed by BNF,

without any additional charges.”*?

Risposta tal-Fornitur tas-Servizz

Fir-risposta’® taghhom datata 02 ta’ Jannar 2026, il-BNF, wara li taw ordni

kronologika dwar kif graw |-affarijiet, galu:

“On 18th November 2025, the Bank was informed that the recall request
had been declined by the beneficiary bank. The Bank’s customer care team
informed the Customer of this and carried out a full reset of the Customer’s
Internet Banking profile, after which the Customer was able to successfully
access his Internet Banking profile.

2. Use of banking credentials

As indicated in the Bank’s resolution letter dated 11th December 2025, the
Transaction was authorised using his personal credentials and the secure
code sent by the Bank to the Customer’s mobile phone. Hence, the
Transaction was authorised via two-factor authentication. Such secure
code was either entered directly by the Customer or provided by the
Customer to a third party who had access to the Customer’s Internet
Banking Profile.

2p.7

3p.34-39
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Furthermore, since the Transaction was a SEPA Instant Payment, the Bank
is not obligated under the Regulation to carry out immediate and live
transaction monitoring on all payments.

3. Spoofing — relating to the mobile number used by the third party

The mobile number “99601000” is not an official number used by the Bank
in providing its customer facing services. The mentioned mobile number
was spoofed and used by the third party to communicate with the
Customer.

The spoofing of numbers falls outside the Bank’s remit, and the Bank can
neither detect nor monitor such activity, as this does not correspond with
any of the Bank’s systems. Therefore, the Bank may only raise awareness
to its customers.

Furthermore, following the complaint filed by the Customer, the Bank
communicated with its telecommunications service provider, and initiated
measures and mitigants to impede the mobile number “99601000” from
use.

4. Scam alerts

From time to time the Bank posts scam alerts on its social media platforms
in raising awareness to the public regarding ongoing scams and may also
communicate with its customers using other means, such as SMSs and
banners on the Bank’s website. The following posts published prior to 11th

November 2025 on the Bank’s social media platform refer:”4

“On 3rd November 2025, the Bank sent out a direct SMS to all customers,
informing them to exercise caution. The text read as follows:

03/11/2025 16:15 — Caution! Fraudsters are impersonating BNF using
fake domains. BNF will NEVER ask you to click links in SMS. Stay alert do
not click & report scams immediately.

14p.35



ASF 339/2025

On 12th November 2025, the Bank sent out another direct SMS to all
customers, informing them once again to exercise caution. The text read
as follows:

12/11/2025 14:34 — Alert! Fraudsters are posing as BNF Bank via calls
and SMS. We will NEVER ask for your security details or to click links in
an SMS. Report scams immediately.

Conclusion

The Customer cooperated fully with the third party and readily authorised
the Transaction of his own accord, using his personal credentials and valid
secure codes, which were entered directly by the Customer or provided by
the Customer to a third party who had gained access to the Customer’s
Internet Banking Profile after the Customer clicked on the provided link in
the SMS communicated by the third party.

Notwithstanding the above, the Bank exercised its maximum effort in
assisting the Customer by commencing the process to recall the
Transaction on 11th November 2025, following the notification received
from the Customer regarding the circumstances under which the
Transaction took place. Despite the Bank’s efforts in assisting the
Customer, the beneficiary bank declined the recall request due to
insufficient funds in the beneficiary’s account.

Therefore, the Bank stands with its initial decision, that it has exhausted
its means to retrieve the funds, and is therefore unable to accede to the
Customer’s request to refund the same amount associated with the
purported Transaction. Furthermore, the Bank concludes that it has acted
appropriately and in full compliance with its legal and regulatory

obligations.”*

Ghamlu wkoll referenza ghal twissijiet dwar scams li kienu dehru bhala posts fuq
is-social media platforms tal-Bank qabel gara I-kaz, jigifieri fit-23 ta’ Jannar 2025,
fid-19 ta’ Awwissu 2025 u fl-1 ta’” Novembru 2025.®

5p.39
6p.36-38
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Bhala konkluzjoni, il-Bank argumenta li |-iscam sehhet bhala rizultat ta’
koperazzjoni shiha tal-llmentatur mal-frodista, li kienet tammonta ghal
traskuragni gravi (gross negligence) u, ghalhekk, il-klijent irid igorr il-piz kollu tat-
telf li sofra.

Seduti

Fl-ewwel seduta tas-27 ta’ April 2026, I-limentatur spjega I-kaz tieghu kif diga
riprodott hawn fuq.

Fil-kontroezami kompla jghid:

“Qed nigi referut ghall-messaggi li rcevejt (pagni 17 u 25 tal-process) u
mitlub naghti s-sekwenza kif ircevejthom, nghid li I-ewwel ircevejt
messagg ta’ Tuesday, 11 November 6.38 p.m.

‘Dear customer, we have noticed some unusual activity ...’,

Imbaghad, wara ftit ircevejt,

‘Dear customer, we are in the process of updating your phone number...’
U fl-istess hin, dahlu messaggi ohrajn,

‘Please review your details at ....”

Sadanittant, kont ged inkellimha. Meta baghtet il-password, fl-istess hin
dahal messagg iehor li jghid:

‘Please note, the code above can also be used to cancel, nothing will be
deducted as stated.’

Mistoqsi meta rcevejt it-tielet SMS li kien fih il-link, ma nnotajtx li I-link
hija differenti mil-link tal-bank, fejn tispicca BNF.bank u hawnhekk
ghandna, eBNF.Helplinemt.com, nghid li fl-ahhar messagg, Regards BNF
Bank, jigifieri ma tajtx kaz id-.BNF. Trid tqis li dak il-hin kienu s-7.00 p.m.,
wara gurnata xoghol, cemplitli din li ser jinqgatghu €10,000. Dak il-hin
mhux id-.BNF ser niccekkja.

Qed jinghad li meta rcevejt il-code, il-messagg jghid:
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‘Your BNF One Time Password to make payment towards account
ending with .... for the amount of EUR 10000.00is ....".

U li wara réevejt,
‘Please note, the ....”
Nghid li dawk dahlu fl-istess hin u wara qghadt naqrah il-messagg.

Mistoqsi nagbilx li fil-passat meta jsir pagament, il-bank qatt ma jibghat
dak it-tip ta’ messaggi wara, nghid li normalment, meta naghmel
transfers, (jien nixtri hafna affarijiet minn barra ghax-xoghol tieghi), il-
One-Time Password normalment dejjem tintbaghat dak il-hin u
mbaghad wara, nircievi I-messagg li saret it-transaction.

Nghid li I-messagg, ‘Please note, the code above ..., normalment ma
nircevihx imma rcevejtu biss dakinhar.

Meta tara I-messaggi wara, x’hin tkun aktar kalm, tirrealizza li I-
messagg tal-One-Time Password vera ircevejtu mill-bank, u I-messagg I-
iehor baghtitu I-iscammer biex tghatti dak il-messagg.

Qed jinghad li gabel ma gara dan I-incident, il-bank kien ged jibghat
avvizi biex ma jaghfsux fuq links u jogqghodu attenti.

Mistogsi kontx ircevejt dawn il-messaggi, nghid li ftit mill-messaggi li
kien baghat il-BNF ma rajthomx ghax tefaghhom spam — imbaghad,
kont nehhejthom mill-ispam. Il-messaggi li kien jibghat il-bank kienu
diga dahlu spam.

Nghid li gieli récevejt messaggi fuq Il-iscams u llum il-gurnata qed
narahom hafna aktar.

Nghid li qabel I-in¢ident, kien intbaghat avviz fuq l-iscams imma kien

dahal spam u kont nehhejtu.”?’

Fit-tieni seduta li nzammet fil-15 ta’ Gunju 2026 xehdet Julie Grima, Manager
tal-Investigations, Sanctions and Fraud Team.'® Hija qalet |i bis-sistema ta’

7p, 42-43
18p, 51-53
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Instant Payments li dahlet fid-9 ta’ Ottubru 2025, peress li I-pagamenti jsiru mal-
ewwel, il-Bank ma jaghmel ebda pre-transaction monitoring hlief ghal kwistjoni
ta’ sanctions fl-ismijiet tal-beneficjarji. Mill-bqija, bhala prekawzjoni, ikun hemm
il-limit tal-pagamenti abbinat mal-kont li I-klijent ghandu dritt jibdel kif jixtieq.

Rigward il-post transaction monitoring, spjegat |li dan isir aktar rigward
kwistjonijiet ta” AML/CFT biex jaraw hemmx bzonn li xi kaz jigi eskalat lill-FIAU.

Xehed ukoll Nathan Gatt bhala |-persuna responsabbli mill-Information Security
u I-IT Governance tal-BNF.*®

Spjega li kieku I|-llmentatur ma kixifx il-kodici sigrieti, kemm biex jaccessa I-
internet banking kif ukoll biex jaghmel pagament (fejn il-code li ntbaghatlu kien
¢ar u ma jhalli I-ebda dubju li jkun ged jawtorizza pagament), il-frodi ma kinitx
tirnexxi.

L-Arbitru talab lill-BNF jibaghtu:

e kopja tal-istatement tal-kont ghat-12-il xahar ta’ qabel l-in¢ident.

e dikjarazzjoni formali dwar x’kien il-limitu ta’ pagamenti tal-kont u storja
ta’ kif dan il-limitu gie stabbilit.

e evidenza ta’ xi twissijiet li I-BNF baghat lill-klijenti biex javzahom bl-
introduzzjoni tal-Instant Payments (EU Regulation 2024/886) fid-09
t’Ottubru 2025 u r-riskji li tista’ ggib maghha din l-innovazzjoni.

Mill-istatement tal-kont? jirrizulta li I-llmentatur gatt ma kien ghamel online
payment bhal dak ilmentat, u I-kont juri storja ta’ pagamenti frekwenti bil-
card/point of sale jew direct debits, bl-oghla ammont imhallas ikun ta’ €488.23
permezz ta’ standing order fis-26.10.2025.

Rigward il-limitu tal-pagamenti applikabbli ghall-kont tal-limentatur, il-Bank
informa li dan kien kbir bizzejjed biex il-pagament ilmentat ta’ €10,000 seta’ jsir.

Rigward evidenza li I-BNF baghat xi twissija lill-klijenti dwar il-vantaggi u r-riskji
tas-sistema Instant Payments, ma ntbaghtet |-ebda evidenza.

9p.53-58
20p.60-67

10
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Konsultazzjoni mal-Malta Communications Authority

Biex I-Arbitru jithem I-intricc¢i teknologici dwar kif frodist jista’ jippersonifika ruhu
gisu |-Bank biex jiffroda lill-klijenti, stieden ghal konsultazzjoni lill-espert tas-
security kemm tal-BNF kif ukoll tal-Malta Communications Authority (MCA).

Mill-konsultazzjoni johrog illi dan it-tip ta’ frodi maghruf teknikament bhala
Spoofing u Smishing jew kollettivament bhala Social Engineering Scams, ma
jippermettix lill-bank li jiehu xi prekawzjoni (ghajr ovvjament twissijiet effettivi
biex il-klijenti jogghodu attenti) biex il-frodist ma jkunx jista’ juza dan il-kanal ta’
komunikazzjoni biex jippersonifika I-bank u jiffroda lill-klijenti.

Analizi u konsiderazzjoni

L-Arbitru huwa tal-fehma li ghall-fini ta’ trasparenza u konsistenza, biex jasal
ghal decizjonijiet dwar ilmenti bhal dawn, ippubblika mudell dwar kif jahseb
ghandha tingasam ir-responsabbilta tal-frodi bejn il-bank koncernat u |-klijent
iffrodat u dan billi jiehu konsiderazzjoni ta’ fatturi li jistghu ikunu partikolari ghal
kull kaz.

Ghal dan il-ghan, I-Arbitru ged jannetti ma’ din id-decizjoni mudell li ppubblika
u li ser jigi wzat biex jasal ghal decizjoni dwar kif ser isir ‘apportionment’ tal-
konsegwenzi tal-frodi. II-mudell fih ukoll diversi rakkomandazzjonijiet biex il-
banek ikomplu jsahhu I-protezzjoni tal-konsumatur kontra frodisti li kulma jmur
dejjem isiru aktar kapaci u kreattivi.

Izda |-Arbitru jhoss il-bzonn jemfasizza li filwagt li huwa minnu li I-banek ma
ghandhomx mezz kif jipprojbixxu li jsir spoofing/smishing fil-mezzi ta’
komunikazzjoni li juzaw mal-klijenti, iridu jaghmlu izjed biex iwissu b’mod
effettiv lill-klijenti biex jogghodu attenti; biex ma jaghfsux links li jkunu f"dawn
il-messaggi avolja jkun jidher li gejjin mill-bank koncernat fuq il-mezz i
normalment juza |-bank biex jibghat messaggi lill-klijenti.

Mhux bizzejjed li jaghmlu avvizi kontinwi fuq il-website taghhom. Mhux bizzejjed
li johorgu twissijiet fuq il-mass media jew social media. |I-konsumatur huwa
impenjat bil-problemi tal-hajja ta’ kuljum u ma ghandux jigi pretiz li billi jsir avviz
fuq il-website, fil-gurnali/TV jew fuq il-pagna ta’ Facebook tal-bank, b’dagshekk
il-konsumatur jinsab infurmat.

11
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F’kazijiet serji ta’ frodi bhal dawn jehtieg li I-banek juzaw komunikazzjoni diretta
mal-klijent permezz ta’ SMS jew email. Dan |-aspett huwa wiehed mill-fatturi
inkluzi fil-mudell.

Min-naha |-ohra, |-Arbitru jitfhem li I-fatt li I-klijent jizbalja billi jaghfas link li jkun
gie mwissi biex ma jaghfasx ghax tista’ tkun frawdolenti, b’dagshekk din ma
tkunx awtomatikament taga’ fil-kategorija ta’ negligenza grossolana skont il-ligi.

Il-Qorti Ewropea tal-Gustizzja (CJIEV) fil-kaz ta’ Wind Tre and Vodafone Italia?*
taghmel referenza li ma tkunx negligenza fi grad grossolan jekk jaga’ ghaliha
anke konsumatur medju li jkun ragonevolment infurmat u attent. L-Arbitru jara
kazi fejn l-ilmentaturi facilment jagghu f'din il-kategorija.

Fugq kollox, il-PSD 2 taghmilha ¢ara?? li I-konsumatur irid jaghti I-kunsens tieghu
biex isir il-pagament specifiku u mhux bizzejjed kunsens generali li jkun kontenut
f'xi Terms of Business Agreement.

Ghalhekk, il-banek jehtieg li jkollhom sistema ta’ pagamenti robusta bizzejjed
biex il-pagament ma jsirx jekk ma jkunx specifikament awtorizzat mill-
klijent/llmentatur. Il-banek ma jistghux ma jerfghux responsabbilita jekk ihallu
toqob fis-sistemi taghhom li permezz taghhom il-frodist ikun jista’, bla ma jkun
hemm aktar involviment tal-klijent/llmentatur, jaghmlu awtorizzazzjoni
specifika tal-pagament a favur tal-frodist.

Dan il-fatt huwa wkoll inkluz fil-mudell.

lI-mudell jaghti wkoll konsiderazzjoni ghal xi cirkostanzi partikolari tal-kaz. Jista’
jkun hemm cirkostanzi partikolari fejn il-messagg tal-frodist ikun angas
suspettuz.

[I-mudell ghandu wkoll gharfien dwar jekk I-llmentatur ikunx midhla tas-sistemi
ta’ pagamenti online mal-bank billi jkun ghamel xi pagament simili (§enwin) fit-
12-il xahar ta’ gabel. Dan jghin ukoll biex tigi ffurmata opinjoni jekk il-monitoring
tal-pagamenti li I-bank huwa doveruz jaghmel (kif spjegat fil-mudell) huwiex
effettiv.?® 24

21 Decizjoni 13 ta’ Settembru 2018 C-54/17

22 Article 64 of PSD 2

23 (EU) 2018/389 tas-27 ta’ Novembru 2017 RTS supplement ta’ PSD2 EU 2015/2366 Artikli 2(1) u 2(2)
24 PSD 2 Eu 2015/2366 Artiklu 68(2).

12
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Decizjoni

L-Arbitru jiddeciedi skont kif provdut f’Artiklu 19(3)(b) tal-Kap. 555 tal-Ligijiet ta’
Malta, b’referenza ghal dak li, fil-fehma tieghu, ikun gust, ekwu u ragonevoli fi¢-
cirkostanzi u merti sostantivi tal-kaz.

Meta I-Arbitru japplika I-mudell propost ghal dan il-kaz partikolari jasal ghal din
id-decizjoni:

13
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Percentwal ta’ htija tal-
Fornitur tas-Servizz

Percentwal ta’ htija tal-
limentatur

Imentatur |i jkun wera
traskuragni grossolana

0%

(100%)

Tnaqqgis ghax ircieva I-
messagg fuq channel
normalment uzat mill-
Bank

(50%)

50%

Zieda ghax I-llmentatur
b’mod shih
il-pagament

ikkopera
biex sar

ilmentat

30%

(30%)

Zieda ghax ikun ircieva
twissija diretta mill-Bank
fl-ahhar 3 xhur

20%

(20%)

Sub-total

(0%)

(100%)

Tnaqqis ghal cirkostanzi
specjali

(20%)

20%

Tnaqqis ghal assenza ta’
pagamenti simili
genwini fl-ahhar 12-il
xahar

(20%)

20%

TOTAL FINALI

(40%)

(60%)

Ghalhekk, skont il-mudell, I-llmentatur ghandu jgorr 60% tal-piz u 1-40% |-ohra

igorrhom il-BNF.
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Meta ppubblika I-mudell, I-Arbitru spjega li dan japplika b’mod generali imma
I-Arbitru jibga’ hieles li ma jimxix mieghu f’kazijiet specifici li jirrikjedu
apprezzament partikolari. Pero, I-Arbitru jiggustifika, bi spjegazzjonijiet
adegwati fid-decizjonijiet tieghu meta ma jimxix ma’ dan il-mudell fejn
applikabbli.

F'dan il-kaz partikolari, il-mudell isib li I-llmentatur sahansitra ma tax widen
ghall-SMS li b’mod car kien ged japprova pagament, u b’hekk kien responsabbli
talli kompla jikkopera b’mod traskurat biex il-frodist seta’ jaghmel il-pagament
ilmentat.

L-llmentatur ged jigi penalizzat 20% ghall-fatt li ma mexiex mat-notifiki biex ma
jaghfasx links li jkunu f'SMSs li jkunu jidhru li gejjin mill-Bank, ghax hemm
evidenza li SMSs bhal dawn kienu jintbaghtu gabel ma gara dan il-kaz. Dan skont
evidenza li ntbaghat SMS dirett fit-3 ta’ Novembru 2025, jigifieri tmint ijiem
gabel gara I-kaz. Dan ma giex michud mill-llmentatur.

Fin-Nota Teknika, meta habbar il-mudell (annessa ma’ din id-decizjoni), I-Arbitru
kien emfasizza kemm kien importanti li jsiru twissijiet diretti bhal dawn b’mod
regolari.

L-Arbitru jhoss li fdan il-kaz hemm ¢irkostanza specjali li timmerita li |-
limentatur jitnaqqaslu I-piz ta’ negligenza grossolana b’doza ta’ 50%, jigifieri
30% aktar mill-20% normalment spjegat fil-mudell.

L-Arbitru jaghmel distinzjoni bejn min jircievi SMS frawdolenti u jkollu cans
jahsibha, icempel il-bank biex jiccekkja u anke jhares lejn notifiki ta’ twissija li
jkun ircieva qabel, u kaz bhal dan fejn icemplulu fug numru jixbah lil dak tal-
bank, u tkellmu persuna li b’mod konvincenti tippersonifika lill-bank u tilghabha
li ged tghinu jikkancella pagamenti mhux awtorizzati.

L-Arbitru jifhem li meta I-limentatur gie ffac¢jat minn xi hadd li tippersonifika
b’mod espert lill-Bank permezz ta’ telefonata ‘live’, allura, minkejja t-twissijiet li
[-Bank ikun hareg, il-prekawzjonijiet normali jitwarrbu, specjalment meta jkun
mhedded li hemm pagamenti frawdolenti li se jsiru u I-midinba tilghabha tal-
gaddisa b’'mod espert.

2Pp.39
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F'dan l-aggustament, minhabba cirkostanzi specjali, |-Arbitru ged jiehu wkoll
kunsiderazzjoni ta’ dawn il-fatturi:

1. L-Arbitru ma jagbel xejn mal-argumenti tal-Bank li bis-sistema ta’ Instant
Payments skont I-EU Reg 2024/886, il-Bank ma kellux bzonn jaghmel pre-
transaction monitoring hlief ghal kwistjonijiet ta’ sanctions fuq il-
beneficjarji. L-Instant Payment Regulations (IPR) ma biddlux I-obbligi tal-
banek dwar transaction monitoring skont il-PSD 2 (Direttiva UE
2015/2366). Jekk I-IPR jehtiegu li tranzazzjoni ssir fi zmien ftit sekondi,
allura, I-banek jehtieg isahhu s-sistema ta’ pre-transaction monitoring u
mhux jahslu jdejhom minnha.

Dan gie kkonfermat mill-Bank Centrali ta’ Malta permezz ta’ pubblikazzjoni tat-
23 ta’ Gunju 2026:

Notice on the Supervisory Expectations on Fraud Risk Mitigation in the
Instant Payments Environment,*

fejn, fost affarijiet ohra, qalu:
“Transaction Monitoring in an Instant Payments Environment:

Given the nature of instant credit transfers, PSPs are expected to ensure
that transaction monitoring frameworks operate in real time and cover
both pre-transaction and post transaction stages. Pre-transaction
monitoring is essential to identify and intervene in potentially
fraudulent transactions before execution. Post-transaction monitoring
remains important to detect suspicious patterns and support timely
remedial actions where needed. Reliance solely on post-transaction
controls would not be sufficient in an environment where funds can be
transferred and withdrawn within seconds. PSPs should therefore
ensure that their systems, processes and controls are designed to
operate continuously and effectively in a 24/7/365 instant payments
environment.”

26 https://www.centralbankmalta.org/site/News-Releases/2026/Notice-Supervisory-
Expectations.pdf?revcount=2665
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2. L-Arbitru jhoss li I-Bank nagas meta ma nfurmax lill-klijenti tieghu b’mod
specifiku dwar il-benefic¢ji u r-riskji bl-introduzzjoni tal-IPR b’effett mid-
09 t'Ottubru 2025.

3. llI-Bank nagas ukoll meta ma hax prekawzjoni u halla I-payment limits tal-
kontijiet tal-klijenti b’limiti gholjin hafna flok ma jigu addattati skont ic-
cirkostanzi tal-klijent u l-istorja tal-kont tieghu. Li klijent li fl-ahhar sena
gatt ma hallas pagamenti ’l fug minn €500 jithalla b’limitu fejn pagament
ta’ €10,000 jghaddi gisu xejn mhijiex sitwazzjoni felici.

Fix-xhieda taghha, Julie Grima (Manager tal-Investigations, Sanctions and Fraud
Team) qalet:

“Since instant payments pass through within a few seconds, we don’t do any
pre-transaction monitoring on a case-by-case for transactions. What we do is
screen our customer base against sanctions to make sure that there are no
sanctions, evasion, or anything to do with that.

So, the only pre-transaction monitoring is sanctions-related, so unless the
beneficiary is featuring in any sanction list, no other pre-transaction
monitoring takes place.

One thing | would like to add, though, is that as a bank, we do have caps on
thresholds as to how much a customer can transfer through as an instant
payment, which is €xx,000%¥, and that is for both corporate and for individuals
as well.”?8

Li klijent bhall-llmentatur, meta I-Bank jiffissa I-limiti ta’ pagamenti, jigi trattat
dags klijent ta’ negozju (limiti li, skont il-Bank stess, mhumiex ippubblikati
ufficjalment?®), hija haga gajla spjegabbli.

ll-Bank Centrali fl-istess dokument i¢citat gabel gal:
“Adjustment of Spending Limits and Application of Delay Periods

Article 5a (6) of Regulation (EU) 260/2012 (“SEPA Regulation”), as
inserted by the IPR, requires PSPs to enable payment service users (PSUs)

27 L-ammont mhux ged jigi zvelat biex ma jhajjarx interventi frawdolenti.
8p,52-53
2P, 69-70
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to modify their instant credit transfer limits at any time and at their sole
discretion. Any such modification should take effect immediately. Hence,
this provision effectively grants PSUs full control over their transaction
limits, allowing them to adjust these as they see fit, and obliging PSPs to
honour such adjustments without limitations whatsoever.

This obligation applies on a 24/7/365 basis and reflects the real-time
nature of instant credit transfers.

Thus, PSPs should ensure that the functionality to adjust spending limits
is available across all payment channels through which instant credit
transfers may be initiated, including digital channels and in-branch
services, without restricting limit adjustments to specific channels or to
business hours. Furthermore, the right to adjust the spending limits
across all payment channels should be available to all types of PSUs,
including both retail and corporate clients. This approach ensures that
the objective of continuous access to instant payment services under the
IPR is respected.”

Ma ngabet ebda evidenza li [-Bank informa lill-llmentatur (u lill-klijenti kollha)
bil-facilita li jaggusta I-limitu kull meta jixtieq skont ir-regolamenti. Anzi, lanqas
jidher li I-llmentatur kien infurmat x’kien il-limitu tal-kont tieghu.

Tajjeb li I-Bank izomm f'mohhu li fil-futur garib (2027/2028) tidhol fis-sehh
legizlazzjoni gdida permezz tal-PSR u I-PSD3%° [i, fost provvedimenti godda,
jobbligaw lill-banek biex f'kaz ta’ pagamenti frawdolenti fejn ikun hemm
personifikazzjoni tal-Bank mill-frodist, il-Bank ikun obbligat li jaghmel rifuzjoni
shiha lill-vittma.

L-Arbitru jqis li I-banek ghandhom jippreparaw ruhhom kemm jista’ jkun malajr
ghal dan it-tibdil fix-xenarju regolatorju u mhux bhalma jidher li gara fl-IPR, fejn
[-aggustamenti qed isiru wara li r-regolamenti jkunu diga fis-sehh.

B’kollox, ghalhekk, skont l-aggustament tal-mudell minhabba cirkostanzi
specjali, kif spegat hawn taht, |-limentatur ged jigi intitolat ghal kumpens ta’ 70%
tat-telf li sofra mill-pagament frawdolenti li gie ddebitat mill-kont tieghu.

30 https://financialregulations.eu/blog/psd3-psr-eu-payment-services-guide
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Percentwal ta’ htija tal-
Fornitur tas-Servizz

Percentwal ta’ htija tal-
limentatur

Imentatur |i jkun wera
traskuragni grossolana

0%

(100%)

Tnaqqgis ghax ircieva I-
messagg fuq channel
normalment uzat mill-
Bank

(50%)

50%

Zieda ghax I-llmentatur
b’mod shih
il-pagament

ikkopera
biex sar

ilmentat

30%

(30%)

Zieda ghax ikun ircieva
twissija diretta mill-Bank
fl-ahhar 3 xhur

20%

(20%)

Sub-total

(0%)

(100%)

Tnaqqis ghal cirkostanzi
specjali

(50%)

50%

Tnaqqis ghal assenza ta’
pagamenti simili
genwini fl-ahhar 12-il
xahar

(20%)

20%

TOTAL FINALI

(70%)

(30%)
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Ghaldaqgstant, ai termini tal-Artikolu 26(3)(c)(iv) tal-Kap. 555 tal-Ligijiet ta’
Malta, I-Arbitru qed jordna lil BNF Bank p.l.c. ihallas lill-llmentatur is-somma
ta’ sebat elef ewro (€7,000).3!

ll-pagament irid isir fi zmien hamest ijiem tax-xoghol mid-data tad-decizjoni.
Altrimenti, l-imghax bir-rata ta’ 2.40% fis-sena3? mid-data tad-deéizjoni sad-
data tal-hlas effettiv. 33

Peress li I-piz gie allokat bejn il-partijiet, kull parti ggorr l-ispejjez taghha.

Fl-ahharnett, I-Arbitru jirreferi ghal rapporti mhux konfermati li I-pulizija
irnexxielhom jimblokkaw xi fondi misruga mill-frodisti u, ghalhekk,
eventwalment jista’ jkun hemm xi rkupru minn dan is-sors.

Jekk jirrizulta rkupru bhal dan, biex ma jkunx hemm possibbilta ta’
arrikkament ingustifikat, I-Arbitru jordna li I-flus ta’ xi rkupru jigu allokati bl-
istess mod kif gie allokat it-telf f’din id-decizjoni, jigifieri 70% ghall-BNF u 30%
ghall-limentatur.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjariji

3170% ta’ €10,000

2Ekwivalenti ghall-‘Main Refinancing Operations (MRO) interest rate’ kurrenti stabbilita mill-Bank Centrali
Ewropew.

33 33 Fil-kaz li din id-dec¢izjoni tigi appellata, u tali de¢izjoni tkun ikkonfermata fl-appell, I-imghax pagabbli jigi
kkalkolat mid-data tad-decizjoni tal-Arbitru.
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Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell
regolat bl-artikolu 27 tal-Att dwar |-Arbitru ghas-Servizzi Finanzjarji (Kap. 555)
(‘I-Att’), maghmul quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien
ghoxrin (20) gurnata mid-data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba
ghal kjarifika jew korrezzjoni tad-Decizjoni skont I-artikolu 26(4) tal-Att, mid-
data tan-notifika ta’ dik l-interpretazzjoni jew il-kjarifika jew il-korrezzjoni hekk
kif provdut taht I-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografi¢i jew zbalji simili mitluba skont |-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti I-ohra, fi
zmien hmistax (15)-il gurnata min-notifika tad-Decizjoni skont I-artikolu
msemmi.

Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku
tal-Ufficcju tal-Arbitru ghas-Servizzi Finanzjarji. Dettalji personali tal-
llImentatur/i jkunu anonimizzati skont I-artikolu 11(1)(f) tal-Att.
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