Quddiem I-Arbitru ghas-Servizzi Finanzjariji

Kaz ASF 095/2026

CcB
(‘I-llmentatrici’)
Vs

BNF Bank p.l.c.
(C 41030)

(‘BNF’, ‘il-Bank’ jew ‘il-Fornitur tas-Servizz’)

Seduta 06 ta’ Novembru 2026
L-Arbitru,

Ra I-llment! datat 20 ta’ Marzu 2026 maghmul kontra I-BNF dwar ir-rifjut i
jirrifondi pagament ta’ €11,712.34 li sar mill-kont taghha nhar is-26 ta’ Jannar
2026, li hija ssostni li sar minghajr |-awtorizzazzjoni taghha lil persuna barranija
li hi gatt ma kienet tafu. Sostniet li hija infurmat lil BNF f'ingas minn saghtejn
minn xhin sar il-pagament imma |-Bank ma zammx il-pagament.

Sostniet li fl-istess tranzazzjoni frawdolenti hija ghamlet pagament mill-kont
taghha ma’ BNF ghal kont taghha ma’ Revolut ta’ €11,000 imma dawn gew
irkuprati fil-pront. Kien hemmhekk li ndunat li kien diga sar il-pagament
ilmentat. Kienet ukoll ghamlet pagamenti ohra ta’ €550 ghal kont taghha ma’
WISE u €5,000 ghal kont taghha ma’ ACE izda dawn gew irkuprati. I1zda pagament
ta’ madwar €1,700 li ghamlet mill-crypto wallet taghha sparixxa wkoll. Izda dan
ma jiffurmax parti minn dan l-ilment.

Hija kompliet tilmenta li:

1 Pagni (P.) 1 - 8 b’dokumentazzjoni addizzjonali minn P. 9 - 38.
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“The bank let me down because whenever | used to do bank transfer it always
took some time ( days) to be successful and since | reported the scam in less than
2 hours when it happened why did the bank did not stop the payment ? The day
after | went to the file the complaint in person at Attard branch and the bank
manager was not helpful at all. She said that there were other clients who had
the same issue. BNF Attard manager | was chasing her frequently for any
updates but she found always excuses that she was busy and kept ignoring my
emails without getting some assurance that they were doing something. | also
requested her copy of my bank statements since my online account was closed
due to this scam and she never provided them and had to go in person at Mosta
Branch.

| discussed the matter with other local banks and they confirmed that the bank
should have asked me before processing the payment since the transfer was over
EUR5K since my account is personal and not a business account. Also |
questioned how come the scammer managed to bypass the banking system since
| did not give him access and they did not say anything about. Also why the bank
did not asked about the transfer since it was to a foreigner person? Usually they
ask for supportive documents even for a small amount.”?

Bhala rimedju ged titlob rimborz tal-pagament ta’ €11,712.34 u spjegazzjoni kif
u ghala sar dan il-pagament.

Quddiem I|-Arbitru gew diversi ilmenti ta’ dan it-tip li, filwaqt li jvarjaw fuq certi
dettalji, fihom hafna affarijiet komuni bejniethom:

e ll-pagament ikun ghal ammont generalment taht il-€5,000 biex ma
jinzammx minhabba li jeccedi d-‘daily limit’ ta’ pagamenti li jkun magbul
bejn il-Bank u klijent tat-tip ‘retail’.

’

o |l-frodist jirnexxielu jippenetra b’mod frawdolenti [|-mezz ta
komunikazzjoni normalment uzat bejn il-Bank u I-klijent, generalment
permezz ta’ SMS jew e-mail.

2p. 4
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e |I-frodist jaghti link fil-messagg tieghu u jistieden lill-klijent biex jaghfas
fug il-link biex jaghmel ‘validation’ jew ‘re-authentication’ tal-kont
tieghu.

e Minkejja diversi twissijiet®> mahruga mill-banek u mir-Regolatur biex ma
jaghfsux links ghax il-bank ma jibghatx links fil-messaggi tieghu, u li I-
klijent ghandu jikkomunika mal-bank biss tramite |I-App u/jew il-website
uffi¢jali u dan permezz tal-kredenzjali li I-bank ikun ta lill-klijent, il-klijent
b’nuqgas ta’ attenzjoni jaghfas il-link.

e Minn hemm ’il quddiem, il-frodist b’xi mod jirnexxielu jippenetra I-kont
tal-klijent u jaghmel trasferiment ta’ flus generalment fuq bazi ‘same day’
li jmorru fil-kont tal-frodist, generalment, f’kont bankarju f'pajjiz barrani
minn fejn huwa kwazi impossibbli li jsir recall effettiv tal-flus galadarba I-
klijent jirrapporta lill-bank tieghu li gie ffrodat. Hafna drabi, il-frodist ikun
pront jigbed jew jittrasferixxi |-flus appena jaslu fil-kont indikat.

e B’rizultat, jinholog nuqqas ta’ ftehim bejn il-bank u I-klijent dwar min hu
responsabbli jgorr il-piz tal-pagament frawdolenti. ll-klijent isostni li |-
bank ma pprotegihx meta halla kanal ta’ komunikazzjoni li normalment
jintuza bejn il-bank u I-klijent jigi ppenetrat mill-frodist, u li I-bank messu
nduna |li kien pagament frawdolenti ghax, generalment, il-klijent ma
jkollux storja ta’ pagamenti bhal dawn. Ill-bank isostni li I-htija hija kollha
tal-klijent ghaliex permezz ta’ traskuragni grossolana (gross negligence),
ikun ta access tal-kredenzjali sigrieti tal-kont tieghu lill-frodist u b’hekk
iffacilita I-frodi.

F'dan il-kaz partikolari, dawn huma d-dettalji rilevanti:

e Fis-26 ta’ Jannar 2026, ghall-habta tal-10.45, irceviet telefonati fuq
WhatsApp minn numru +1(226)902-6614 u telefonati diretti minn
numru +34632406454 minn persuni li pprezentaw ruhhom bhala
rapprezentanti ta’ Revolut li riedu verifika tal-1.D. taghha.

3 L-Ufficgju tal-Arbitru ukoll hareg twissijiet — ara: https://www.youtube.com/watch?v=3podDv2R Jc&t=3s

3
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Waqt it-telefonata fug WhatsApp, |-llmentatri¢ci ghamlet ‘screen
sharing’ sabiex il-persuna |-ohra jkollha aé¢ess ghall-mowbajl taghha u
bdiet taghtiha struzzjonijiet sabiex tidhol fil-kont taghha ta’ Revolut.

Hija cahdet li waqt id-diskursata hija dahlet fl-App ta’ BNF izda xorta sar
pagament ta’ €11,712.34 lil xi hadd Hassan Raza li hija ma tafux u gatt
ma approvat dan il-pagament.

Skont ir-risposta tal-Bank, dan il-pagament sar fil-hin tat-13:32, u bejn
il-hinijiet tat-13:00 u |-14:30 kemm I-limentatrici kif ukoll il-frodist dahlu
diversi drabi fil-kont onlajn biex jaraw it-tranzazzjonijiet®.

Xi siegha wara li sar il-pagament ilmentat sar I-ewwel kuntatt bit-telefon
ma’ BNF minn persuna li kienet qieghda mal-limentatrici biex tistagsi
jekk kienx hemm problemi ma’ Revolut u biex jitwaqqaf il-pagament.
Din it-telefonata damet 6:16 minuti u matulha gie rrappurtat li I-
lImentatri¢ci kienet ilha erba’ sighat fuq il-linja mas-suppost
rapprezentant ta’ Revolut. Fir-registrazzjoni tat-telefonata jinstema’ |-
frodist jirrabja mal-limentatrici talli ged titkellem ma’ terzi.

Saret talba biex jitwaqqgaf il-pagament li kien diga sar. Ir-rapprezentanta
ta’ BNF widdbet li mill-mod li kien jinstema’ jkellimha |-persuna fuq in-
naha l-ohra fuq it-telefonata tal-WhatsApp kien car li kienet ged
titkellem ma’ frodist. Dan kien gabel ma seta’ jsir il-process ta’
identifikazzjoni tal-klijenta mill-BNF u ghalhekk ma giex imblokkat il-
kont.

Ir-rapprezentanta tal-Bank issuggeriet kuntatt immedjat ma’ Cyber
Crime tal-pulizija.

Wara kien hemm diversi telefonati bejn il-Bank u I-limentatrici fejn sar
process ta’ identifikazzjoni u imblokkar tal-kont.

Sar rapport lill-Pulizija dakinhar stess fil-hin tal-16:04° li gie aggornat |-
ghada fil-hin tad-19:55.

4p.42
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Ghalhekk dan il-kaz ivarja minn kazi ohra ta’ pagamenti frawdolenti ghax la kien
hemm SMS bil-link fuq il-kanal li normalment jikkomunika fuqu I-Bank, la kien
hemm links x’'taghfas u langas kien hemm xi hadd li kien ged jippersonifika lil
BNF.

Risposta tal-Fornitur tas-Servizz
Fir-risposta® taghhom datata 10 t’April 2026, il-BNF galu:

“The transaction of €11,712.34 (hereinafter referred to as the
“Transaction”), which the customer claims to be unauthorised has
been investigated by the Bank.

1. Timestamped sequence of events (as identified by the Bank)

According to the Customer and their filed police report, on 26
January the customer received a phone call from the number +346
32406454, claiming to be from Revolut. During the phone call the
third-party stated that the phone call was being carried out to verify
her identity card under the pretext that her Revolut account was
going to be suspended because her identity card had expired.
According to the Customer, the person claiming to be from Revolut
stated that to verify the Customer they would need to contact her
on WhatsApp. Subsequently, the Customer received various phone
calls on her WhatsApp from the number +1(226)902-6614. It is
understood by the Customer, that she answered the phone call and
during the phone call, the Customer was asked by the third party to
carry out screen sharing with the third-party which allowed the
third party to access the Customer’s mobile phone. Subsequently,
the third-party transferred €11,712.34 from the customer’s BNF
account to a third-party account.

Between the hours of 13:00 and 14:30, the customer logged into her
account and viewed her transactions. The third party also
subsequently logged into the customer’s account and viewed her
transactions. Both the customer and the third party logged into the

6P.42-45
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account and viewed the account and its transactions on multiple
occasions.

At 13:32hr, the third-party carried out a one-time international
bank transfer of €11,712.34.

Both the third-party and the Customer carried out further login
attempts and viewed the customers transactions.

The third-party then added an international transfer recipient and
beneficiary in the BNF account.

The Customer logged in and downloaded the log of the transaction
in question amounting to €11,712.34.

Subsequently, the third party and the Customer carried out a series
of logins and viewed transactions.

One hour after the transaction was carried out, the Customer
phoned the Bank to inform the Bank that she had been the victim of
a scam and that a sum of €11,712.34 was withdrawn from her
account. During the call, the Customer requested that the payment
is stopped. The customer’s Internet Banking was suspended
immediately.

The Customer informed the Bank on the 27"January that a police
report had been filed. The Customer filed a police report pertaining
to the above-mentioned incident.

On the same day, the Customer visited the Attard Branch to request
a change of account number for all her accounts and to provide the
police report to the Branch Manager.

On 28" January the Customer sent an email to the Branch querying
whether the Bank will be able to retrieve the funds. The Branch
informed the Customer that the Bank initiated a request to request
a refund of the money however they were still awaiting the
receiving bank’s reply. The Customer sent an email to the Branch
requesting them to keep her updated.
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Between the 2" February to 5t February, the Customer sent an
email to the Branch requesting an update regarding the recall
request. The Branch informed the Customer that they had not
received a reply to the request. The Branch informed the Customer
that a chaser was sent to the receiving Bank.

On 20" February, feedback from the recipient bank was provided,
indicating that the beneficiary account did not have adequate funds
to return the payment and that the sender should deal directly with
the beneficiary to return the funds. This was notified to the
Customer by means of a formal resolution letter.

On 2™ March, a resolution letter was sent to the Customer where it
was indicated that a meeting was held with the Branch
representative to close the account to ensure that the Customer is
safequarded from any potential fraudulent attempts. It was
acknowledged that the police report was submitted to the
Payments Department along with the recall request of the
transaction deducted. It was also stated that although a recall of
the transaction was carried out by the Payments Department, this
was unsuccessful since the beneficiary did not hold sufficient funds
in the account requested.

2. Use of banking credentials

Under Article 45(2) of the CBM Directive no.1 in terms of the Central
Bank of Malta Act — The provision and use of payment services
(“hereinafter referred to as the Directive”), the payment service
user “shall in particular, upon receipt of a payment instrument, take
all reasonable steps to keep its personalised security credentials
safe.”. By allowing the third-party access to her mobile due to the
screen sharing, which is the payment instrument, the Customer was
not taking all the reasonable steps to protect the payment
instrument which are expected under this Article. This act of screen
sharing and allowing of access allowed the third-party to view the
six-digit secure code which is required as part of the Bank’s two
factor authentication process, to access internet banking and/or the
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mobile app, allowing the user to access the Customer’s full internet
banking profile.

It is evident from the above-mentioned details that the third-party
used the security credentials which were inputted by the Customer
because the third-party carried out a login attempt five minutes
after the Customer carried out the login attempt.

4’.  Scam alerts

From time to time the Bank posts scam alerts on its social media
platforms in raising awareness to the public regarding ongoing
scams and may also communicate with its customers using other
means, such as SMSs and banners on the Bank’s website. The Bank
placed social media posts on 23" January 2025, 19" August 2025
and 1° November 2025.

On 3rd November 2025, 12th November 2025 and 23" January
2026 the Bank sent out a direct SMS to all customers, informing
them to exercise caution.

Conclusion

By allowing the third-party to access her mobile, it is evident that
the Customer did not take all reasonable steps to keep the payment
instrument safe. The third-party was able to use the Customer’s
personal security credentials when she inputted them to carry out
the login allowing the third-party to access and use the internet
banking profile.

Notwithstanding the above, following being informed by the
Customer, the Bank immediately suspended the Customer’s
Internet banking to safeguard the Customer from any potential
fraudulent attempts in the future and her personal security
credentials were also reset.

The Bank exercised its maximum effort in assisting the Customer by
commencing the process to recall the transaction, following the

7The reply of BNF does not contain point 3.
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notification received from the Customer regarding the
circumstances under which the Transaction took place. Despite the
Bank’s efforts in assisting the Customer, the recipient bank declined
the recall request due to insufficient funds in the beneficiary’s
account.”

Seduti

Fl-ewwel seduta tal-15 ta’ Gunju 20262, I-llmentatri¢i spjegat li emmnet li kien
kuntatt genwin minn Revolut ghax kienet irceviet avviz biex taggorna I-1.D. card.
Cahdet li gatt tathom id-dettalji u |-kodici tal-kont ta’ BNF izda ammettiet li
kienet ghamlet screen sharing fejn huma bdew jaraw x’inhi taghmel. 1zda galet
li meta dahlet fil-kont ta’ BNF sabet li |-pagament ilmentat kien diga sar. U
ghalhekk stagsiet kif dan seta’ jsir meta hi ma tatx kodici lill-hackers.

Qalet li hi ma kinitx taf bl-introduzzjoni tas-sistema Instant Payments. 1zda galet
li f’Settembru 2025 meta riedet tghaddi pagamenti dwar konvenju il-1% taxxa
ta’ €3,500 u dak tal-10% depozitu ta’ €35,000 kellha tmur fizikament il-branch
biex isiru ghax ma kinitx taf x’kien il-limitu tal-pagamenti marbut mal-kont
taghha.

Wagqt kontroezami, |-llmentatrici xehdet:

“Nikkonferma li meta ghamilt I-iscreen sharing dhalt fl-app tal-
BNF.

Mistoqsija naqbilx li waqt I-iscreen sharing, il-hacker rani ndahhal
il-Username u I-PIN, nghid li le, ma jigux jidhru il-Username u |-
password. Ma jigux jidhru fuq il-mobile meta taghmilhom. Dawk
invisible kienu.

Mistogsija jekk il-keyboard tal-mobile tigix tidher fuq I-iscreen jew
ghandi xi mobile li I-keyboard hija parti mid-device, nghid li ma
tigix tidher, le.

Nghid li I-mobile li ghandi normali, pero, meta naghmel screen
sharing fuq il-mobile, ma tidhirx il-keyboard fuq I-iscreen.

8p.46-51
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Mistogsija kif bdejt indahhal I-affarijiet, nghid li mill-mobile
tieghi, gisni ged nuza I-laptop. Meta inti tuza I-laptop ma tarahiex
il-keyboard. L-istess haga fuq il-mobile, ma tkunx qed tidher il-
keyboard.

Mistogsija x’mobile ghandi, nghid li .... ghandi.

Mitluba biex nuri I-mobile fuq l-iscreen u jien qed nuri I-mobile
tieghi fuq Il-iscreen.

Mistogsija nagblux li I-keyboard tigi tidher fuq I-iscreen tal-
mobile, nghid li iva, imma meta ghamilt screen sharing ma kinux
ged jidhru I-ittri u n-numri. Ma kien jidher xejn.

Qed jinghad li I-keyboard kienet tidher. Nghid li, le, ma kinux ged
jidhru. Nghid li meta bdejt nittajpja ma bdewx jidhru. Nghid li I-
keyboard ma kinitx ged tidher.

Mistogsija kif kont qed indahhal il-PINs jekk ma kinitx ged tidher
il-keyboard, nghid li ma bdietx tigi fix-sharing zgur.

L-Arbitru jixtieq jiccara dan li gej:

o Jidher li t-telefonata bdiet fil-10.45 a.m.

e ll-pagamenti saru fis-1.30 p.m.

e Fir-rapport tal-Pulizija, I-llmentatrici tghid illi |-
komunikazzjoni mal-frodisti spiccat flI-4.00 p.m.

Mistogsija mill-Arbitru jekk jien domtx mill-10.45 a.m. sal-4.00
p.m. ma’ dawn il-frodisti, nghid li, iva, kien hemm hin twil. Bqajt
niggieled maghhom biex nara x’kien qed jigri. Gibt habiba tieghi
id-dar biex incemplu lil BNF dak il-hin. 1I-Call Centre kien hemm xi
hadd, Roberta. Qaltli biex nibga’ maghhom.

Nghid li I-ewwel cempilna I-bank imbaghad mort I-Ghassa. Il-bank
mort I-ghada ghax dak il-hin ikun maghluq.

Nghid li I-pagamenti saru fis-1.30 p.m. u sas-2.00/2.15 p.m, kont
cempilt il-bank ghax giet habiba tieghi u cempilna minn fuq il-

10
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mobile taghha. It-telefonata mal-BNF damet ftit; ma kinitx ta’
Zewg minuti.”

L-Arbitru talab kopja ta’ kull SMS li kienet ged tircievi mill-BNF waqt li kienet ged
tkellem lill-frodist u kopja tal-istatement tal-kont taghha ghal tnax-il xahar gabel
il-pagament ilmentat.

Skont il-kopji tal-SMS li forniet |-llmentatrici jidher li fil-hin tal-11:10, il-BNF kien
diga baghat notifika b’kodici biex isiru pagamenti ta’ AED 24008.40 u AED
108.40%°,

L-llmentatrici spjegat fis-seduta ta’ wara |i hi ma kinitx indunat b’dawn il-
messaggi gabel ma I-Arbitru talabha tibghat kopja. Gie kkonfermat li dawn il-
pagamenti ma sarux. lzda la dawn il-kodic¢i hargu minn BNF huwa car li sal-hin
tal-11:10:51* diga kien hemm access mill-frodist ghall-kont tal-llmentatri¢i ma’
BNF biex jinstiga li johrog il-kodici biex isiru dawn il-pagamenti.

Skont I-istatements li gew forniti jidher li kellha kont bl-IBAN jispi¢¢a ...00102
fejn kienet tircievi salarju mensili ta’ aktar minn €6,000 u sar pagament minnu
ta’ €40,000 fl-04.03.2025. Kellha kont iehor b’numru jispicca ...9617 minn fejn
sar il-pagament ilmentat li fih bdiet tircievi s-salarju minn April 2025 u li minnu
kienu jsiru pagamenti onlajn regolari inkluz il-pagament 1% lin-nutar ghal €3,500
li sar fit-03.09.2025 u li I-llmentatri¢i ammettiet li ghamlitu hi onlajn!?. lzda
m’hemmx tracca tal-pagament tal-10% ghal €35,000 li jidher li sar minn xi kont
iehor li kellha ma’ BNF u li biex sar kellha tmur fizikament fil-fergha ta’ BNF.

Minn dan il-kont saru kemm il-pagament ilmentat kif ukoll il-pagament ta’
€11,000 lejn Revolut li saru fl-istess gurnata li juri li I-limitu tal-pagamenti tal-
kont kien jeccedi €22,500%.

Saret seduta ohra fid-9 ta’ Settembru 2026 fejn xehed ghal BNF Nathan Gatt i
jmexxi d-dipartiment ta’ IT Security & Governance. Huwa xehed:

°p.50-51

10p, 56. AED huma flus Dirhams tal-Emirati Gharab.

11p, 56 turi li t-talba ghal pagament saret fil-hin tal-10:10:51 (ekwivalenti ghall-hin lokali 11:10:51) u SMS bil-
kodici wasal ghand |-Iimentatrici fil-hin tal-11:10.

2p .72

13p.66
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“Nghid li I-log li bghattilkom ovvjament fih timestamp tal-
azzjonijiet kollha li saru. L-Arbitru jinnota li I-log jibda minn diversi
jiem gabel. Nghid li dan biex nispjega xi haga partikolari.

L-Arbitru jghid li fis-26 ta’ Jannar, id-data li gara dan il-kaz, jidher
li kien hemm l-ewwel log-in irregistrat li sar fis-13:06. Nghid li
hemm tliet linji partikolari, dawn huma log-ins gejjin minn device
li kien diga rregistrat fuq Il-account tal-persuna. Ir-raguni li
nkludejt tat-22 hija ghax turi Il-istess device ID li hija kolonna
minnhom li hemm fid-dokument. Jigifieri dak id-device kien hemm
log-in minnu fis-13:06.

Meta jsir log-in minn device ha taraw tliet linji: log-in, registered
device, u account action, jigifieri id-device dahal fl-E-BNF. Dawk
huma azzjonijiet kif tirrekordjahom is-sistema.

Fis-13:11 imbaghad naraw log-in li sar mill-web. Hawnhekk tajjeb
li nispjega li meta ghandek log-in fug web, ghandek zewg metodi
kif inti tista’ tillogja: jew iddahhal username, password, u tircievi
OTP by SMS, jew username u secure code li jista’ jkun iggenerat
biss minn fuq app li diga attivata. Jigifieri mhux xi hadd ha jagbad
jinstalla I-app fuqg mobile iehor u jiggenera kodici. Dak il-kodici
jista’ jigi biss iggenerat minn app li tkun diga attivata. F’dan il-kaz,
kien hemm app li diga attivata li hija I-istess app li ged naraw fis-
13:06 u nafu li I-log-in ma sarx by password u OTP ghax anke SMSs
ma hargux infatti. Jigifieri I-log-in li sar fis-13:11, li hemmhekk
gieghed immarkat qed taraw zewg linji: 13:11, log-in, u account
action, il-log-in hemmhekk sar permezz ta’ code, secure code li
giet mill-app li kienet diga attivata.

Naraw imbaghad sensiela ta’ azzjonijiet. Jigifieri fis-13:20
nergghu naraw log-in li sar mill-app tal-klijenta, u mbaghad fis-
13:21 nergghu naraw attivita minn fuq il-web. Jigifieri nergghu
naraw log-in, account action, account action. Dawn il-log-ins
kollha li ged naraw mill-web huma permezz ta’ secure codes.
Jigifieri vverifikajna li SMSs u SMS OTPs biex isir log-in ma hargux
ghal dawn il-log-ins. L-uniku mod kif tidhol huwa li ghandek xi

12
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haga li qed tigi ggenerata minn go app. Ovvjament dak li jkun
idahhal il-username u s-secure code biex jillogja mbaghad fugq il-
web.

Is-sekwenza mbaghad tkompli hekk, jigifieri I-kolonna ‘Device
Model’ u ‘Device ID’ jaghtu indikazzjoni ta’ liema device kien ged
jintuza. Naraw li hemm alternating pattern ta’ daqqa jintuza
device, dak li jibda 23090 dak huwa device li kien diga attivat taht
id-device model, u mbaghad naraw Chrome 14 li hija s-sezzjoni
tal-web.

Hemm kolonna ohra ‘Platform’ li tindika jekk hux minn fuq I-app
jew minn fugq il-web.

Mistoqsi fuq dan li ghadni kif ghedt, li I-app tiggenera codes biex
tkun tista’ taccessa minn fuq il-web, jekk xi hadd kellu I-
iscreensharing ghaddej minn fuq il-mobile, kif seta’ jottjeni dawn
il-codes, nghid li I-code jrid jidher fuq Il-iscreen, jigifieri I-persuna
trid tmur mill-app, taghfas ‘Generate Secure Code’, il-code jidher
fuq l-iscreen. Ovvjament il-persuna thares lejn I-iscreen, ha tmur
fuq il-web u ddahhal dak il-code mbaghad, apparti I-username
taghha. Pero, dik I-informazzjoni hija available gol-app innifisha.
Jigifieri biex tiggenera secure code, mhux taghfas il-buttuna u
daqgshekk, trid taghfas ‘Generate Secure Code’ u skont jekk
ghandekx biometrics enabled jew inkella PIN, ha ddahhal wiehed
jew l-iehor. Imbaghad itik il-code. Jigifieri mhux xi hadd halla I-
mobile hemm u xi hadd ghafas buttuna biss, le. Xorta trid
tawtentika, imbaghad taghtik il-kodici. Once li I-kodici jurihulek
fugq l-iscreen, int ha tuzah biex tidhol fuq il-web ukoll.

Nghid li, meta jkollna uzu bhalma qed naraw bhalissa, hija
normali li tara persuna juza I|-app, eiempju biex jiccekkja
transactions, eccetera eccetera. Pero, imbaghad ikollok klijenti li
jippreferu jidhlu minn fuq kompjuter, ezempju, jew minn fugq...
biex jaccessaw il-web halli jaghmlu t-tranzazzjonijiet, forsi ghax
screen ikbar, iktar komdu. Pero, din hi xi haga li naraw pjuttost
normali; naraw din I-attivita li ssir I-ewwel minn gol-app u,
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mbaghad, dak li jkun ikompli perezempju minn gol-web. Pero,
ghal kull wahda minnhom, irid jawtentika.

Mistogsi mill-Arbitru jekk f’'dan il-kaz hux qged jintuzaw iz-zewg
channels ta’ komunikazzjoni taghna, kemm mill-app u kemm mill-
web, nghid li hekk hu.

Mistogqsi mill-Arbitru jekk jistghux ikunu t-tnejn imqabbdin fl-
istess hin, nghid li jistghu jkunu. Ir-raguni hija li, narawha f’hafna
kazijiet li jkollok klijent li ged juza I-app biex jara I-informazzjoni
jew jiccekkja account jew jara dettalji ta’ tranzazzjonijiet,
imbaghad xhin jigi biex jaghmel the actual action, jigifieri
transfers ezempju, jillogja wkoll minn gol-web. Jigifieri jkun hemm

simultaneous use of two different channels.”*

Ma sarx kontroezami ghax-xhieda ta’ Nathan Gatt.

Sottomissjonijiet Finali:

L-llmentatrici qalet li ma gietx infurmata li bis-sistema ta’ Instant Payments li
dahlet f'Ottubru 2025 li permezz taghha I-limitu ta’ pagament taghha kien zdied
minn €5,000 ghal ammont ferm akbar. Sahqet li issa li saret taf li kien hemm
attentat qabel biex isiru pagamenti ohra fi flus AED meta I-Arbitru talab kopji tal-
SMS, allura, skont hi, I-Bank messu xamm il-frodi u waqgaf il-pagamenti®.

Min-naha ta’ BNF, sahqu li bl-introduzzjoni tas-sistema Instant Payments minn
Ottubru 2025 (Reg UE 2024/886), il-Bank ghandu obbligu li pagament Instant
Payment, jekk ma jkunx hemm xamma ta’ xi haga li mhux f’'lokha, irid jigi
pprocessat fi zmien ftit sekondi u, ghalhekk, il-Bank ma ghandux opportunita li
jaghmel monitoragg ta’ pagamenti effettiv. Apparti minn hekk, sostnew i I-
liImentatrici kienet traskurata b’mod eccessiv (gross negligence) li jezenta lill-
Bank skont Artikolu 74 ta’ PSD 2 (Direttiva (EU) 2015/2366) milli jaghmel
rifuzjoni skont I-Artikolu 73 ta’ |-istess PSD 226,

4p.68-70
5p.74
%p.76-92
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Analizi u konsiderazzjoni

L-Arbitru huwa tal-fehma li ghall-fini ta’ trasparenza u konsistenza, biex jasal
ghal decizjonijiet dwar ilmenti bhal dawn, ippubblika mudell dwar kif jahseb
ghandha tingasam ir-responsabbilta tal-frodi bejn il-bank koncernat u I-klijent
iffrodat u dan billi jiehu konsiderazzjoni ta’ fatturi li jistghu ikunu partikolari ghal
kull kaz.

Izda kif diga ntgal gabel, dan il-kaz iparti sew mill-kazi kkunsidrati fil-mudell fejn
il-frodist jippersonifika I-Bank permezz ta’ SMS, email u/jew telefonata. F'daniil-
kaz, il-frodist ippersonifika bank iehor (Revolut) li mieghu I-limentatrici kellha
kont u b’xi mod irnexxielu jakkwista |-kodici tal-kont taghha ma’ BNF biex
jaghmel sfregju minn flusha.

Filwagt li I-llmentatrici tichad li hija zvelat il-kodic¢i sigrieti rigward il-kont ma’
BNF, I-Arbitru jara probabbilta kbira li anke jekk mhux b’mod intenzjonat, kixfet
il-kodici fil-process ta’ screen sharing. Ma hemm |-ebda spjegazzjoni ohra kif il-
frodist sa minn kmieni wagqt it-telefonata ta’ aktar minn erba’ sighat kien diga
rnexxielu jiskatta process biex BNF jibaghtu kodici li jawtorizza pagamenti fi flus
AED li ma sarx ghax I-limentatrici ma ntebhitx bih. Kif spjega Nathan Gatt, biex

sharing seta’ jarah u juzah biex jawtorizza |-pagament ilmentat.

Persuna bhall-limentatri¢i |li ghandha edukazzjoni terzjarja, u mpjegata
f’attivitajiet li jinvolvu screen sharing, kellha tithem ir-riskji ta’ processi bhal
dawn, u m’ghandhiex tiskanta li b’ghemilha hija ffacilitat b’doza gawwija ta’
negligenza biex il-frodi ssehh.

L-uniku argument li jista’ joffri ftit kenn lill-llmentatri¢i huwa I-fatt li jidher li ma
kinitx taf x’kien il-limitu ta’ pagamenti tal-kont taghha. Hija argumentat li dan
suppost kien ta’ €5,000 skont il-prattika ta’ banek ohra u galet li dan zdied b’mod
awtomatiku bla ma giet infurmata permezz tal-introduzzjoni ta’ Instant
Payments li saret f'Ottubru 2025.

Minn decizjonijiet dwar ilmenti ASF 338/2025 u ASF 339/2025 (li gew appellati
mill-BNF), I-Arbitru jaf li dan mhux il-kaz u li I-kont tal-llmentatrici kellu limitu ta’
pagamenti gholi li ma giex mittiefes bl-introduzzjoni tas-sistema Instant
Payments. Peress li fil-jum ta’ dan il-kaz saru pagamenti ta’ aktar minn €22,500,
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huwa car li I-limitu tal-pagamenti kien jeccedi dan il-livell u li dan kien diga in
vigore gabel id-dhul tas-sistema Instant Payments.

L-Arbitru jqis li dan kien nuggas min-naha ta’ BNF. Dan kellu obbligi li I-klijent
ikun infurmat b’mod formali x’kien il-limitu li japplika ghal pagamenti mill-kont
tieghu, u li qabel l-introduzzjoni tal-Instant Payment regulations kellu jinforma
lill-klijenti bid-dritt taghhom li jaggustaw dan il-limitu kif jixtiequ biex jipprotegu
lilhom infushom. Min-naha I-ohra, il-fatt li ftit xhur gabel I-llmentatrici ghamlet
pagament ta’ €40,000,% u li fil-jum tal-kaz ghamlet pagamenti li jecéedu €22,500
bla ma kellha bzonn titlob zieda fil-limitu juri li kienet konxja li I-limitu ma kienx
baxx daqgs €5,000 kif allegat.

Decizjoni

L-Arbitru jiddeciedi skont kif provdut f’Artiklu 19(3)(b) tal-Kap. 555 tal-Ligijiet ta’
Malta, b’referenza ghal dak li, fil-fehma tieghu, ikun gust, ekwu u ragonevoli fic-
cirkostanzi u merti sostantivi tal-kaz.

Skont il-preamboli 71 u 72 tal-PSD 2 DIRECTIVE (EU) 2015/2366, f'kaz ta’
pagament mhux awtorizzat, il-Bank huwa dovut jirrifondi I-parti |-kbira tat-telf
inkors hlief f'kazi ta’ negligenza estrema (gross negligence) min-naha tal-klijent.

L-Arbitru jqis li fic-Cirkostanzi kollha ta’ dan il-kaz kif spjegat aktar gabel, I-
limentatrici uriet ‘gross negligence’ fi grad estrem li ma jobbligax lil BNF
jikkumpensaha. Ghalhekk jagbel mal-argumenti ta’ BNF li fi¢-Cirkostanzi
partikolari ta’ dan il-kaz I-ebda rimborz m’hu dovut.

Ghaldagstant dan l-ilment qed jigi michud u I-partijiet qed jigu ordnati li jgorru
l-ispejjez rispettivi taghhom.

L-Arbitru, skont I-Artikolu 26(3)(c)(i) u (iii), qed hawnhekk jaghti direzzjoni lill-
BNF biex jinforma lill-klijenti tieghu dwar il-limitu ta’ pagamenti abbinat mal-
kont taghhom u jaghti facilita biex il-klijenti jkunu jistghu b’mod facli
jaggustaw dan il-limitu kif ikunu jixtiequ skont il-bzonnijiet reali taghhom.

7p.61
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Kumment addizzjonali

L-Arbitru izda jiehu din [-opportunita biex isostni li filwaqt li s-sistema ta’ Instant
Payments tipprezenta sfida akbar ghall-banek biex jaghmlu monitoragg ta’
pagamenti effettiv skont kif mitlub taht PSD2 u kif spjegat fin-Nota Teknika
annessa ma’ decizjonijiet ASF 338/2025 u ASF 339/2025, is-sistema Instant
Payments ma ezentatx lill-banek milli jaghmlu dan it-tip ta’ monitoragg effettiv
billi jkollhom sistemi teknologi¢i moderni li jkunu kapaci jzommu ghal aktar
evalwazzjoni pagamenti suspettuzi.

Alfred Mifsud
Arbitru ghas-Servizzi Finanzjariji

Nota ta’ Informazzjoni relatata mad-Decizjoni tal-Arbitru

Dritt ta’ Appell

Id-Decizjoni tal-Arbitru legalment torbot lill-partijiet, salv id-dritt ta’ appell
regolat bl-artikolu 27 tal-Att dwar |-Arbitru ghas-Servizzi Finanzjarji (Kap. 555)
(‘I-Att’), maghmul quddiem il-Qorti tal-Appell (Kompetenza Inferjuri) fi zmien
ghoxrin (20) gurnata mid-data tan-notifika tad-Decizjoni jew, fil-kaz li ssir talba
ghal kjarifika jew korrezzjoni tad-Decizjoni skont I-artikolu 26(4) tal-Att, mid-
data tan-notifika ta’ dik l-interpretazzjoni jew il-kjarifika jew il-korrezzjoni hekk
kif provdut taht |-artikolu 27(3) tal-Att.

Kull talba ghal kjarifika tal-kumpens jew talba ghall-korrezzjoni ta’ xi zbalji fil-
komputazzjoni jew klerikali jew zbalji tipografici jew zbalji simili mitluba skont I-
artikolu 26(4) tal-Att, ghandhom isiru lill-Arbitru, b’notifika lill-parti I-ohra, fi
zmien hmistax (15)-il gurnata min-notifika tad-Decizjoni skont I-artikolu
msemmi.

Skont il-prattika stabbilita, id-Decizjoni tal-Arbitru tkun tidher fis-sit elettroniku
tal-Ufficcju tal-Arbitru ghas-Servizzi Finanzjarji. Dettalji personali tal-
llImentatur/i jkunu anonimizzati skont l-artikolu 11(1)(f) tal-Att.
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